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ABSTRACT

WIRELESS COMMUNICATION SIGNAL GENERATION
FOR DRONE DETECTION MODELS IN UNREAL
ENGINE

Drones have gained widespread popularity with different uses, including positive
and malicious applications. Consequently, safeguarding territories from unauthorized
drone activities has become more critical. However, the creation and testing of drone
detection systems inherits challenges for some researchers due to the prohibitive costs
of required equipment. In this thesis, we introduce an innovative approach by devel-
oping an Airsim GUI tool compatible with the Unreal Engine. This tool enables the
generation of image and radio frequency (RF) datasets for drone detection within a
simulation environment on a single screen. Our novel approach involves modeling the
USRP receiver to collect RF signals as raw in-phase and quadrature (IQ) data. In
addition, users of this tool can manage automated route planning, recording configu-
rations, various cameras, and RF configurations. Researchers can now create datasets
with diverse images and RF configurations without physical drones, cameras, or US-
RPs, facilitating experimentation with various drone detection models. Additionally,
we demonstrate the use of the implemented tool across different use cases and propose

drone detection and distance estimation models.



OZET

UNREAL MOTORUNDA IHA ALGILAMA MODELLERI
ICIN KABLOSUZ ILETISIM SINYALI URETIMI

Insansiz hava araclar (1HA’lar), farkli kullanim alanlariyla genig bir popiilerlik
kazanmistir, bu alanlar arasinda olumlu ve kot niyetli uygulamalar bulunmaktadir.
Bu nedenle, bolgeleri yetkisiz IHA faaliyetlerinden korumak daha da nemli hale gelmis-
tir. Ancak, IHA tespit sistemlerinin olusturulmasi ve test edilmesi, bazi arastirmacilar
i¢in gerekli ekipmanlarin yliksek maliyetleri nedeniyle zorluklar icermektedir. Bu tezde,
Unreal Engine ile uyumlu bir Airsim GUI araci geligtirerek bu soruna yenilik¢i bir
yaklagim sunuyoruz. Bu arag, tek bir ekran tizerinde simiilasyon ortaminda THA
tespiti igin goriintli ve radyo frekans1 (RF) veri setlerinin olugturulmasimi saglar. Ye-
nilik¢i yaklagimimiz, USRP alicisini modelleyerek RF sinyallerini ham faz ici ve dik
evreli (IQ) verileri olarak toplamay: igerir. Ayrica, bu aracin kullanicilar otomatik
rota planlamayi, kayit konfigiirasyonlarini, cesitli kamera ve RF konfigiirasyonlarini
yonetebilirler. Aragtirmacilar artik fiziksel IHA lar, kameralar veya USRP’ler olmadan
cesitli THA tespit modelleri tizerinde deneme yapmay1 kolaylastiran cesitli goriintii ve
RF konfigiirasyonlarina sahip veri setleri olusturabilirler. Ayrica, geligtirilen aracin
farkll kullanim senaryolarmda kullanmimi gésteriyor ve IHA tespiti ile mesafe tahmini

modelleri oneriyoruz.
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1. INTRODUCTION

The drone industry is growing rapidly. According to Federal Aviation Admin-
istration statistics, as of 5 January 2024, 863,728 drones are registered in the US [1].
Also, in Turkey, registered drones became 68,426 in June 2023 [2]. In addition to
using drones for good reasons, they can also be used for illegal uses like prohibited
substance transportation, attacks for killing people, and more. Automated drone de-
tection systems must be developed to protect certain areas from these types of illegal

drone use.

Drones can be detected by different approaches. There are four main drone
detection techniques in literature: vision, RF, acoustic, and radar-based solutions.
Every method has advantages and disadvantages, as seen in Table 1.1. Building multi-

model drone detection systems close to vulnerabilities of different techniques.

Several studies have built their own drone detection hardware architecture in the
literature. However, drones and the hardware to detect them are inaccessible to every
researcher. These researchers generally use publicly available datasets. However, these
datasets are created for specific tasks like classifying drones and birds in images or
classifying three drone brands by using RF signals. Also, created labels could not be
sufficient for some tasks. We could not find any combined image and RF dataset in

the literature.

To solve the dataset problem for drone detection research, we propose a drone
image and RF dataset generation solution. In our solution, Unreal Engine is used as
a simulation environment, and the Airsim plugin is used for a drone simulator. We
developed an Airsim GUI, which communicates with the Airsim plugin in the Unreal
Engine to easily create datasets. From the Airsim GUI, drones, cameras, RF, recording,

and autonomous drone path settings can be configured for dataset generation.



1.1. Problem Definition

The thesis focuses on the problems associated with creating a dataset specifically
designed to test drone detection models. One of the primary issues in building a
drone detection system is the significant budget required to purchase drones and other
necessary equipment. Also, configuring the system and making tests takes a lot of time.
Furthermore, collecting synchronous data and manually labeling them is a burden for
researchers, which can further increase the cost and duration of the project. A ready-to-
use simulation system is needed to generate image and RF datasets for drone detection

models.

1.2. Key Contributions

The thesis contributions can be summarized as:

(i) A digital twin of a drone detection system (with multiple data modalities) is
implemented to ease the process of testing the drone detection algorithms.
(ii) Airsim GUI is created to communicate with the simulation environment, configure
some settings, and generate a dataset.
(iii) USRP feature is contributed into the Airsim GUI to generate collected 1Q signal.
(iv) By using the proposed image and RF dataset generation technique, three different

drone detection models are proposed.

1.3. Thesis Outline

First, in Chapter 2, we review the literature about related topics. This chapter

summarizes the related drone detection datasets and methods in the literature.

Chapter 3 presents overall simulation and dataset generation architecture. It
includes an overview of all the technologies used, their configuration, and the Airsim

GUTI step-by-step dataset generation workflow.



Chapter 4 introduces all RF-related implementations. We also summarize the

used channel model as a block diagram and explain every block.

Chapter 5 includes use cases for the Airsim GUI generated dataset. We provide
a model for drone detection by using an image dataset and an RF dataset. Moreover,

another model is provided for drone distance detection.

Finally, Chapter 6 summarizes the key contribution and provides a discussion on

the possible future directions.

Table 1.1. Advantages and disadvantages drone detection methods.

Method | Advantages Disadvantages
Camera | Cost-effective, provide visual | Different scale and shape of
evidence, etc. drones, similarities with birds,
different weather and light-
ing conditions, requires line-of-
sight, etc.

RF Resistance to different weather | Hard to differentiate from
and lighting conditions, long | other RF resources, can not
range detection, no need for | detect completely autonomous
line-of-sight, etc. drones, etc.

Acoustic | Easy to deploy, cost-effective, | A lot of background noise,
no need for line-of-sight, etc. short range, etc.
Radar | Long range, resistance to au- | Hard to detect small drones,
tonomous drones, localization, | high cost, etc.
etc.




2. RELATED WORKS

2.1. Drone Detection Datasets

Some types of equipment are required for creating drone detection datasets. These
pieces of equipment vary based on the created drone surveillance system, and drones
want to be detected. Cameras, USRPs, microphones, and drones are mainly used
for drone detection research. Because not everyone has enough budget, these pieces
of equipment can not be reachable for everyone. However, there are several public
datasets to use for free. These datasets are generally created for a single method, like
drone detection with image or RF. Because our work covers only drone detection with

camera and RF, we summarize the literature for these types of datasets.

2.1.1. Image Datasets

There are different workshops for drone detection with images. One of the most
popular workshops is the Anti-UAV Workshop & Challenge. They create a dataset for
challenges, and they are publicly published. This challenge happened three times. The
first one happened in CVPR as the 1st International Workshop on Anti-UAV Challenge
[3], and 160 video sequences, both RGB and infrared, were published. The 2nd anti-
UAV Workshop & Challenge [4] happened in ICCV 2021, and they extended their
dataset with 280 HQ videos. These videos are full HD thermal infrared video sequences
and contain different-scale multiple drones. And the last challenge [5] happened in
CVPR 2023. Again, the dataset was extended with more challenging thermal infrared

video sequences.

Another popular challenge for drone detection is the Drone vs. Bird Detection
Challenge. This challenge started in the first edition of the International Workshop on
Small-Drone Surveillance, Detection, and Counteraction Techniques (WOSDETC) [6]
at AVSS 2017 and happened five times. After it this challenge happen in 2019 at AVSS



[7], in 2020 [8], in 2021 at AVSS [9] and in 2022 at ICIAP [10]. The published datasets
in these challenges are mainly for creating autonomous drone detection systems to

differentiate birds and drones in different scales.

Another publicly accessible dataset published in [11]. Their main task is recon-
structing the 3D flight trajectories by using multiple cameras. This supplementary
dataset comprises five distinct sub-datasets, each featuring variations in the number of

cameras, locations, and synchronization configurations.

2.1.2. RF Datasets

There are several RF datasets for drone detection in the literature. Authors
of [12] shared one of the most popular RF datasets in the literature. It contains time
series RF data recorded using universal software radio peripheral (USRP) in 2.4 GHz.
Collected RF data contains Parrot Bebop, Parrot AR, and DJI Phantom 3 drones
and only background RF' activity. They also categorize the drone data into the drone
modes as on, hovering, flying, and video recording. The dataset serves 2 classes for
drone detection, 3 classes for drone type classification, and 10 classes for drone mode

classification.

Authors of [13] and [14] shared datasets that contain raw IQ data. Authors
of [13] shared a publicly available dataset DroneDetect V2. They created a dataset
with drone signals with other signal interference in the same frequency band like Blue-
tooth. A BladeRF software-defined radio (SDR) and three different drone models are
used. Created class types are similar to DroneRF dataset [12], and it has 2 classes for
drone detection, 4 classes for drone type classification, and 10 classes for drone mode
classification. The authors of [14] published a dataset containing remote controller
signals and drones. After signal recording, they applied Labnoise and Gaussian noise
to the drone signals. Also, they have a noise class that was generated using Labnoise

and Gaussian noise.



The authors of [15] shared publicly available dataset called the Cardinal RF
(CardRF) dataset. The main contribution of this dataset is that it contains line-of-
sight and non-line-of-sight labeled drone RF data. Also, it contains different types of

drones and a 2.4 GHz transmitters.

2.2. Drone Detection by Using RF Data

The DroneRF dataset [12] was used in different researches [16-21]. Authors of [16]
published the paper for the generated dataset, and they used a deep neural network.
The average accuracy is reported to be 99.7% for the 2-class problem, 84.5% for the
4-class problem, and 46.8% for the 10-class problem, respectively. Authors of [17]
and [18] proposed 1D convolutional neural network and they achieve 59.2% and 87.4%
accuracy in 10-class problem. Authors of [19] achieve 70.1% accuracy for the 10-class
classification by using XGBoost, which is a more resource-friendly machine learning
system than a deep neural network. Authors of [20] proposed a hierarchical model to
improve the 10-class problem by using concatenated classifiers. First, these classifiers
address a 2-class drone detection problem. Following that, if a drone is detected,
they proceed to solve a 3-class drone type detection problem. Finally, the last set
of classifiers is employed to tackle the task of identifying drone modes. Also, they
used two different classification methods in their classifiers: XGBoost and KNN. They
decided the classifier output by majority voting. And they achieve 99.2% accuracy for
the 10-class problem.

In addition to sharing the dataset, authors of [14] also compares the performance
metrics of drone detection by using IQQ data and 2D spectrogram. They used the VGG
network and demonstrated that a 2D spectrogram for drone detection is more robust

when there are lower SNRs.

Authors of [22] proposed a drone detection system with a custom setup. They
use two different SDRs and two different drones. They aim to localize the drone and its

controller in the 3D domain by combining angle of arrivals (AoA) and distances. Their



proposed system obtains 12.2 degrees of error in identifying the drones’ directions,
12.71 meters of error in localizing them, and the system obtains 9.9 degrees of error
in identifying the controllers’ directions, and 11.36 meters of accuracy in locating the

controllers.

2.3. Drone Detection by Using a Camera

Like all other object detection tasks, the YOLO series is commonly used in drone
detection. Authors of [23] used two different cameras for drone detection. One of them
has a dynamic platform and lens for a low-angle view, and the other one has a static
platform and lens for a wide-angle view. Their main approach is detecting objects in
wide-angle view cameras and classifying them with low-angle cameras with 35X zoom.
Thanks to this camera architecture, they can capture 6x6 pixels drones with YOLOv3.
As a result, their false alarm rate is 0%, and the true positive rate is 91%. Authors
of [24] used YOLOv4 for drone detection. They achieve a 74.36% mAP50 score using
a dataset that contains a combination of bird and drone images. Authors of [25] used
the latest version of YOLO, which is YOLOvS. Also, they modified the YOLOv8 and
increased the performance metrics. They achieved an 85.2% mAP score by using the
original version of YOLOv8s (YOLOvVS small model), and they improved it to 95.3%
with the optimized version of YOLOVS.

Authors of [26] used the drone-vs-bird dataset, and they proposed a solution for
static cameras. They split the drone detection problem into two phases: moving object
detection and classification. They used the background subtraction method to detect
moving objects and MobileNetV2 for classifying drones, birds, and backgrounds. For
evaluation, they shared the F1-score as 0.742 for IoU is 0.3.

2.4. Drone Detection in Simulation Environments

Because of the reality of game engines, they are used for drone detection tasks.

Drone detection via another drone camera is defined as a problem by authors of [27],



and they propose a solution using a depth map to solve this problem. They generate
synthetic data in Unreal Engine and test the approach in real scenarios. The same
team continues their study in [28]. Again, by using the same synthetic data generation

approach, they improved their approach.

In the Drone-vs-Bird challenge in 2021 at AVSS [9], the winning team used a
simulation environment to improve their score [29]. They implemented a 3D drone
model and different 2D backgrounds imaged into the Unity game engine. Then, they
recorded images from the game engine and merged them with the competition dataset.
They achieved better results for drone detection with YOLOv5 by only adding synthetic
data.



3. SIMULATION ENVIRONMENT SETUP FOR DRONE
DETECTION

3.1. Simulation Architecture

We created a digital twin (simulator) of a drone detection system that uses image,
RF, and other modalities. As the output, our digital twin produces output files for each
modality and the ground truth labels by simulating the environment and entities. We
especially focused on image and RF data generation systems in this thesis. However,
we created our system to be as modular as possible to add different types of data

generation processes like sound datasets for the future.

We can split our simulation architecture into three main parts: Unreal Engine as
a game engine, GUI module, and the file system. We mainly developed the GUI part,
which we called Airsim GUI, and we implemented small modules and configured other
parts for our simulation system. These three parts interact with each other to generate

desired measurement datasets.

Airsim GUI Unreal Engine

Airsim Client

Figure 3.1. The simulation component architecture.
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The simulation architecture is shown in the Figure 3.1. The Airsim component is
an open-source simulator plug-in developed by Microsoft for drones in Unreal Engine
that eases the implementation of drone-related operations. Airsim has an Airsim client
library, and we used it in the Airsim GUI to communicate with the Airsim in the
Unreal Engine. As a result of communication, we can manage and interact with the
simulation environment, take actions, and collect required data in the Airsim GUI.
Based on the simulation configuration, the generated dataset files are written into the

file system during and after the simulation.

3.2. Used Technologies

Here in this Section, we will elaborate on the technologies that are used in the

drone detection system simulator.

3.2.1. Unreal Engine

To create the environment and generate datasets in the digital twin, Unreal En-
gine 4 is chosen as a simulation platform. The Unreal Engine is a widely used game
engine in the gaming community, and its main competitor is Unity. Also, there are
different game engines like Godot and CryEngine. We used Unreal Engine rather
than Unity because of the more realistic vision and built-in Airsim compatibility. The
description of Airsim will be mentioned in the following subsection, but basically, it

provides drone functionalities in the Unreal Engine.

We need to understand Unreal Engine’s terminology to understand the imple-

mented parts.

e Project: It contains all of the files and folders in the created game.
e Blueprint: Unreal Engine supports a no-code development environment in ad-
dition to C++ support. The Blueprint Visual Scripting system contains nodes,

events, functions, and variables like a box. These boxes are connected to create
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flow. These boxes can refer to a reference of an object, an action in the keyboard,
or different functionalities. A blueprint example from our simulation environment
is shown in Figure 3.2.

e Object: It is a fundamental unit in Unreal Engine. In Unreal Engine, almost
everything inherits from an object.

e Level: Created sections of a game are called levels in Unreal Engine. This level
can be called a simulation environment in our case. Different types of objects
and functionalities can be implemented at different levels.

e Actor: It is the component that can be placed into a level. Lights, cameras, and
static meshes are some of the actors.

e Pawn: It is a subclass of actor. Pawns are characters that are controlled by users
or artificial intelligence on the level. Drones are an example of pawns in our

project.

Spawnbirds:

"® BP_AILFlying_BoundingBox

& ForLoop

Spawn Transform

f Print Sting
[ Append
A[Spawned] R
5

¢ [(Biras]

Figure 3.2. Blueprint example: adding actions to keyboard commands for adding

birds to the simulation environment.

3.2.2. Airsim

Airsim is an open-source cross-platform simulator for cars and drones. It was
developed by Microsoft. It is mainly used for autonomous technologies. Airsim can be

added as a plugin into an Unreal Engine project. Also, there is an Airsim client library



12

for Python to send requests to Airsim from outside of the Unreal Engine project. In

Unreal Engine, Airsim works as a server, and clients use the Airsim library.

We mainly used the drone and camera functionalities of Airsim and Airsim client
to communicate with Airsim. We send drone actions and collect data by using the

Airsim client library.

3.2.3. Pyphysim

Pyphysim is a Python library that provides simulation for digital communication
physical layer. It has different classes offering digital modulation techniques like BPSK
and QPSK, different types of channel models, and MIMO. This library is created with a
modular approach therefore, the communication process can be built by concatenating
the functions, and new functionalities can be added to this library. We used pyphysim

in the RF data generation steps.

3.2.4. PyQt

To make data generation steps easier for researchers we designed a GUI for them.
We chose PyQt for creating GUI. PyQt is a cross-platform GUI designer tool for
Python. It is binding for Qt which is a C++ framework. Because we used Python in

almost every part of the project, we chose a GUI solution in Python.

PyQt has a designer tool to make designing GUI easier. The view of the PyQt
designer with our project is shown in the Figure 3.3. PyQt has a wide range of widgets,
and they provide different functionalities. For example “Line Edit” is used to take input
from the user and “Push Button” is used for emitting the click button. Widgets are
located in the GUI with drag and drop by using the designer tool. A unique object
name must be defined for every widget. After finishing designing the GUI in the

¢

designer tool “.ui” formatted file is generated automatically. This “.ui” formatted file

contains all information about GUI and widget attributes in XML markup language.



13

Then this file is transformed into a Python file by using PyQt script. These created

widgets can be accessed from different Python scripts by using unique object names.

1 QtDesigner - X
Dosya Duzenle Form Gornam  Ayarlar

DpR BD FRRE NSHEHEBN
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Qainbindow
Quidget

1) QHBoxLayout
0] QHBoxLayout
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Figure 3.3. PyQt designer.

3.3. Unreal Engine Level Design

We chose some areas of the Bogazigi University north campus as a simulation
environment for our test scenarios. Our environment covers the library, computer
engineering building, basketball court, portal statue, and the pyramid. This area
covers approximately 10300 m?. The selected area’s map image is in Figure 3.4. The
modeled of Aptullah Kuran library which is shown in Figure 3.5 will be demolished
and rebuilt because of the building risk report [30].

We can split the level design part into two phases: creating materials and com-
bining these materials. In creating the materials part, we created chosen buildings
for the simulation environment. In the combining part, we made the selected area in

Unreal Engine by using the materials created in the first phase.
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Figure 3.4. Map image of the selected simulation environment.

Figure 3.5. Aptullah Kuran Library.



Figure 3.6. Screenshot images from the simulation environment. Top left image: the

basketball court. Top right image: the Atatiirk bust. Bottom image: the campus

view from East.

In the first phase, we used DJI Mavic Air 2 as a drone to take pictures of the
buildings we selected. We scanned all areas of the buildings with the drone. We
combined the inspected areas using Blender. Then, we created the buildings in one

piece with a 1:1 scale for the simulation environment.

In the second phase, we exported the created materials in the Blender and moved
to the Unreal Engine project. Then, we combined these materials in the Unreal Engine
level. As aresult, we built the chosen area in the Unreal Engine with a 1:1 scale. Images

from the simulation environment are shown in Figure 3.6.

We also added birds to the simulation environment. A free bird blueprint is
used [31]. There is a bird and a flying bounding box object. The flying bounding box
object limits the bird’s flying area. Multiple birds can be added to this box. In our
simulation environment, we defined actions for the “4”, “5” and “6” buttons to add

more birds with a level blueprint as seen in Figure 3.2.
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Also, we define actions to change simulation hours. The “7” button makes the
environment daytime and the “8” button makes it nighttime. This functionality is also

implemented by using a blueprint.

3.4. Airsim GUI Development

3.4.1. Airsim GUI

For data generation in Unreal Engine, we created a GUI that communicates with
the drone detection system in the simulation environment. We named this GUI as the
Airsim GUI. Communication between Airsim GUI and Airsim is performed by using
the Airsim client library for Python. The client library has several APIs for several
tasks. These APIs use an inter-process messaging library in Python. The name of the

messaging library is msgpack-rpce-python.

For designing the GUI, we used PyQt and its designer tool. As described in
Subsection 3.2.4 “.ui” formatted file is created for GUI design. We have a single “.ui”
file for the project. We gather all functionalities in this “.ui” file. The main screen
has three different sections. The first section covers only the “Connect to Server”
button. This button provides a connection to the running Unreal Engine project that
has the Airsim plugin. The second section covers the tab widget. This tab widget
has different types of tabs categorized based on different functionalities. For example,
functionalities about defining drone paths for autonomous driving are located in the
“Set Drone Path” tab, and configurations of RF data generation are located in “RF
Parameters”. Finally, the last section in the GUI is the logging part. Digital twin logs

of the drone detection system are displayed in this part.

3.4.1.1. Connect to Server. Airsim GUI can be used for real-time and offline data

generation. For real-time data generation, Airsim GUI needs to communicate with
Airsim in the Unreal Engine. Before establishing the connection between Airsim GUI

and Unreal Engine, some of the configurations need to be completed.
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"Tables": {
"Tablel": {
"E". =60,
"yv. -40,
"z -0.02,

"Rotation": 0

Figure 3.7. Table settings.

Airsim reads configuration from the “settings.json” file from the file system be-
fore running the Unreal Engine level. The location of the dataset, spawned drones,
and cameras are configured from this file. We also added a table object in this con-
figuration file. We created the table object, because we wanted to use two cameras
with a fixed distance between them. Changing two different cameras’ locations and
angles separately based on this camera configuration needs mathematical calculations.
However, by using table objects after setting only one coordinate and rotation, two
different cameras can be located at a fixed distance, rotated to the same angle, and
centered on the entered coordinates. For example in the JSON shown in Figure 3.7, a
single table is located in the (-50, -40, -0.02) coordinate in the Unreal Engine world.
And its rotation is 0. There are four different rotations, and every rotation refers to

different angles.

There is a button to prepare the “settings.json” file on the first screen of GUI.
After clicking this button, it creates two cameras in the settings file as shown in Fig-
ure 3.8. These cameras are called external cameras and they are not connected to any

of the drones.

After clicking the “Connect to Server” button, the GUI connects to Airsim in the
Unreal Engine instance and then spawns the table in the given location. After estab-

lishing the connection, we retrieve some information about the simulation environment
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and the configuration, like camera locations, drone names, and the dataset creation

directory. These pieces of information are used during the recording.

"table_Tablel left_camera": {
||X1|: _50’
yw. -40.5,
nZv. -1.02,
"Pitch": 0,
"Roll": O,
"Yaw": 0
¥,
"table_Tablel_right_camera": {
||X1|: _50,
yn. -39.5,
nZmv. -1.02,
"Pitch": 0,
"Roll": O,
"Yaw": 0
}

Figure 3.8. Located cameras based on configured table settings.

3.4.1.2. Tab Widget. In the tab widget, there are different tabs based on their func-

tionalities:

e Guide: It includes how to use GUI. It also has “Prepare the settings.json File”
described in the Section 3.5 in detail.

e Drones: This part has spawning and deleting drone functionalities in running
Unreal Engine instance. When spawning a drone, the drone name and XYZ
coordinates are taken as input. For deleting a drone, the drone name is selected
from the list.

e RF Parameters: In this part RF specific parameters are managed. These param-

eters are described in Chapter 4.
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e Set Drone Path: In this tab, different paths can be planned for every drone. After
defining paths, drones can follow the paths autonomously. The given paths can
be saved and loaded.

e Recording: In the recording tab, mainly recording functionalities are managed.
Initially, a user selects which cameras will be recorded in which format. Then, fill
or leave the checkboxes empty for recording functionality. These checkboxes are
“Save segmented images”, “Follow path while recording”, and “Generate RF after
recording”. “Save segmented images” allows for recording drone segmentation
while collecting camera images. “Follow path while recording” ensures that after
clicking the “Start Recording” button, drones will follow the given paths in the
“Set Drone Path” tab. If the “Generate RF after recording” option is selected, RF
data generation (with the configured RF parameters) starts after the simulation
scenario finishes in the Unreal Engine.

e Offline Data Generation: Because the RF generation step takes a long time, for
the same scenario, RF generation can be done with different parameters. We
created the “Offline Data Generation” tab to execute this process by considering
the simulation logs. In this tab, RF data can be generated by providing a specific

recording folder without connecting and doing the flight simulation again.

3.4.1.3. Logging. In the logging section, we display GUI-specific logs. We are capturing

the Python-specific logs and we are creating logs for our processes. This logging part

provides debugging logs and following triggered actions.

3.4.2. Airsim GUI Recording Structure

For recording the simulation output, we have four different functions that run
in different Python worker threads. These functions are categorized as requesting and
recording. Requesting functions are responsible for collecting data from Unreal En-
gine, and recording functions are responsible for writing collected data into the file
system. Between requesting and recording functions, there is a queue data structure

for communication. Every requesting function matches with only one recording func-
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tion. Splitting requesting and recording functionalities prevents the slower requesting

because of slow recording performance.

The first requesting-recording function pair is created for recording drone-specific
logs. When recording is started, the “vehicle_logs” folder is created in the parent
recording folder, and for every drone a new file is created. We are logging timestamp,

Cartesian coordinate position, and Cartesian coordinate velocity.

The second requesting-recording function pair is responsible for recording image
data. Only the views of the selected cameras in the “Recording” tab are recorded for
the dataset. During the recording with a single request, all selected cameras’ images
are collected in a single timestamp. These images are sent to the recording function
by using the communication queue between the requesting and recording functions.
Finally, the recording function writes images and their information to the file system.
A new folder is created to store information about the timestamp and image types of
the recorded images. The created directory name is “camera_logs”. For every camera, a
single file is created with the camera name to store the image timestamps, image types,
and image paths. In addition to the “camera_logs” folder, new folders are created with

the camera names to save images into these folders.

After a recording finish, the created folder hierarchy for dataset is shown in

Figure 3.9.

3.4.3. Airsim GUI RF Data Generation

We mainly used pyphysim library in Python to generate the RF data. The created
RF dataset refers to collected 1Q signals by USRPs in the simulation environment. The
RF data generation system supports multiple drones and USRPs. For this version of
our data generation system, drone controllers are excluded since they are assumed to
be out of coverage, as seen in Figure 3.10. Because of that, only drone-transmitted

data is generated. USRP, drone transmitters, and other RF simulation configurations
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are set in the “RF Parameters” tab of Airsim GUI. Then, the RF dataset can be
created directly after recording or using previously created datasets in the “Offline
Data Generation” tab. For offline data generation, the created “vehicle_logs” folder

must be given manually.

| vehicle_ logs

, dronel.csv

| drone2.csv

| camera_logs

|  cameral.csv

| camera?.csv

| _cameral

, cameral_timestampO.png
| cameral_timestampl.png
| cameral_timestampZ2.png
| camera?2

| camera?_timestampl.png
| cameraZ_timestampl.png
| cameraZ_timestampZ.png

e

Figure 3.9. Example of generated vehicle and image dataset folder hierarchy.

High-level RF dataset generation steps are shown in Figure 3.11. Initially, the
generated drone logs are read under the “vehicle_logs” folder. For every drone, data
transmission or not transmission state is chosen based on the Markov chain. If the
drone generates RF signals in a state duration, the drone transmitter generates ran-
dom symbols and modulates them with BPSK or QPSK over OFDM symbols. These
modulated signals pass through the channel. We implemented Jakes” and tapped delay
line channel models. Then distance related effects like path loss and phase shift for
USRPs are added. After these effects are added, each drone signal for a specific USRP
is summed together. At the end the AWGN channel is added to the signal and USRPs
receive these signals. These received signals are written to a file system as an 1Q) signal.
Also, the used RF parameters are written into a file system. The generated files are

written into the “rf_logs” folder as in Figure 3.12.
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USRP Coverage

Figure 3.10. The USRP coverage in our simulation system shows that drone

controllers are always out of coverage.

—

USRP

Markov Drone Transmission . (g
dronet.csv/— Chain Transmitter Channel AWGN Noise —>
=, e
] (
. i (d
vehicle_log drone2. csy— Markgv Drong Transmission AWGN Noisel—>
Chain Transmitter Channel Effects ([ ooo]

USRP-2

Figure 3.11. High-level RF data generation steps.

3.5. Airsim GUI Workflow

In this section, we will be clarifying the steps to execute a drone detection sim-
ulation in the digital twin of the drone detection system. The steps that we require
are as follows: Unreal Engine environment setup, Airsim configuration, preparing the
table of the detection system, running the Unreal Engine level, connecting to the client,
adding additional drones, setting the RF parameters, setting the drone path, recording

the experiment, and offline data generation.

l_rf_logs
rf_parameters.pickle
rf_ig datausrpl.pickle
rf_iq data_usrp2.pickle

Figure 3.12. Example of generated RF dataset folder hierarchy.
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3.5.1. Unreal Engine Environment Setup

We created a 3D model of the Bogazigi University north campus as the simulation
environment in Unreal Engine as described in Section 3.3. Users can change this
environment easily, a new Unreal Engine project can be created and Airsim needs to

be added to the project to change the 3D world of the digital twin.

3.5.2. Airsim Configuration

Settings file is used for the configuration of Airsim in the Unreal Engine. Airsim
requires this file in the “Documents\AirSim” folder with the “settings.json” name.
Before running the Unreal Engine level, this file needs to be prepared. Airsim reads

this file only once when the Unreal Engine level starts.

Airsim supports both cars and drones for simulation. Because of that, the drone
simulation option needs to be selected as in Figure 3.13. Configuring “ViewMode” as
“SpringArmChase” enables the chasing camera to view the drone perspective. How-
ever, it is not an important setting in our case because we are creating routes from

GUI and drones move autonomously.

"SimMode": "Multirotor",

"ViewMode": "SpringArmChase",

Figure 3.13. Airsim “SimMode” and “ViewMode” settings.

We are using the recording configuration of Airsim. Normally, there is only a
camera logging feature in Airsim, but we do not use it directly. Therefore, configuring

the recording folder is enough for our dataset generation system as in Figure 3.14.
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"Recording": {

"Folder": "D:/AirsimSavedData",

Figure 3.14. Airsim “Recording” setting.

“Subwindows” in the configuration provides displaying specified cameras in the
simulation screen as in Figure 3.16. This feature is good for debugging the cameras;
however, it decreases the logging frequency dramatically. Subwindows can be closed

by pressing the “0” button. Subwindows can be configured as in Figure 3.15.

"SubWindows": [
{
"WindowID": O,
"ImageType": O,
"CameralName": "front_center",
"Visible": true,
"External": false,

"VehicleName": "SimpleFlight"

Figure 3.15. Airsim “SubWindows” settings.

Airsim provides different types of camera configuration in Unreal Engine. These
camera types are chosen with an enumerator. The mapping of enumerators and camera

types is shown in Figure 3.17(a).

By configuring “CameraDefaults”, we can manage the default camera settings
of different camera types. We can change the field-of-view (FOV), width, and height
settings of cameras. An example of changing the default settings of “Scene” view is

shown in Figure 3.17(Db).
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Figure 3.16. Unreal Engine with Airsim. Three small images at the bottom of the

figure are subwindows in Airsim.

We can configure the deployed vehicles in the simulation environment. Also, we
can deploy configured vehicle types after running the Unreal Engine from the Airsim
GUI. We used the “SimpleFlight” type in Airsim because we do not need autonomous
drone system hardware simulation. An example of our used vehicle configuration is
shown in Figure 3.18(a). We need to set “AutoCreate” and “AllowAPIAlways” as true.
After Airsim GUI connects Airsim, it sends API requests to this drone. The deployment
coordinates and rotation can be configured by using “X”, “Y”, “Z”, “Pitch”, “Roll”,

and “Yaw” variables. Also, we can add cameras to the drones in this configuration.

Airsim cameras that are not connected to drones are called external cameras. We
are using this type of camera for different purposes. The first purpose is to capture the
simulation environment from a bird’s eye view. Using this view, we can set drone routes
in the following steps. The other purpose of using these camera types is to build drone
detection systems for detection by using cameras. We mainly manage these cameras
by using a table configuration that will be described in the next step. However, a
user can add cameras manually. The “map-camera” configuration needs to be copied

from Figure 3.18(b) directly. Because Airsim GUI directly connects “map-camera” for
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route planning. This camera looks towards the ground in the middle of the simulation

environment at an altitude of 150 meters. In addition to this camera, different cameras

can be added from this setting.

Scene = 0,
DepthPlanar = 1,
DepthPerspective =
DepthVis = 3,

Segmentation = 5,
Surfacelormals = 6,
Infrared = 7,
OpticalFlow = 8,
OpticalFlowVis = 9

2,

DisparityNormalized = 4,

"CameraDefaults": {

"CaptureSettings": [

{

"ImageType": O,
"FOV_Degrees": 90,
"Width": 1280,
"Height": 720

(a)

Figure 3.17. Camera types and default camera settings in Airsim. (a) Supported

(b)

camera types with enumerators in Airsim, (b) an example of changing the default

settings of “Scene” view.

As described in Section 3.3, we created another object type, and it is called table.

We created it to manage multiple cameras with the same configuration for different

scenarios. We created tables with two different cameras, and there is one meter between

them. We can also manage the rotation of the table. There are four different rotation

supports for tables, and every neighbor rotation has 90 degrees between them. An

example of table configuration is shown in Figure 3.7.

3.5.3. Preparing the Table of the Detection System

After completing the Airsim setting file configuration, press the “Prepare the

settings.json File” button in the “Guide” tab from Airsim GUI. The “Guide” tab is
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shown in Figure 3.19. This button reads the table configurations, deletes old tables’
external cameras, and then creates new tables’ external cameras. The created cameras

are shown in Figure 3.8.

"Vehicles": { "ExternalCameras": {
"SimpleFlight": { "map-camera": {
"VehicleType": "SimpleFlight", "CaptureSettings": [
"DefaultVehicleState": "Armed", {
"EnableTrace": false, "ImageType": 0,
"AutoCreate": true, "FOV_Degrees": 90,
"PawnPath": "", "Width": 1280,
"EnableCollisionPassthrogh": false, "Height": 720
"EnableCollisions": true, }
"AllowAPIAlways": true, 1,
"Pitch": 0, "Pitch": -90,
"Roll": 0, "Roll": O,
"Yaw": 0, "Yaw": 0,
"Eto13, "E": 0,
"y": -4b, nyn. 0,
"Zv: -10 "Z": -150
} }
} }
(a) (b)

Figure 3.18. (a) Airsim “Vehicles” settings, (b) Airsim “ExternalCameras” settings.

3.5.4. Running the Unreal Engine Level

Until now, all required Airsim configurations have been set. When we start
the prepared Unreal Engine Level, Airsim reads the configurations and prepares the

environment. All cameras and drones are located based on the “settings.json” file.
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B Airsim GUI — O =

Connect to Server

Guide Drones RF Parameters Set Drone Path Recording Offline Data Generation

Guide URL: Work in Progress

After finish the table configuration in the settings.json file, press the "Prepare the
settings.json File" button.

Prepare The settings.json File

Figure 3.19. Airsim GUI “Guide” tab.

3.5.5. Connecting to the Server

When we press the “Connect to Server” button in the Airsim GUI, a connection
is established between the Airsim GUI and the Airsim in the Unreal Engine. This main
connection is persistent but for different functionalities non-persistent connections are

established.

3.5.6. Adding Additional Drones

We spawned drones by using the “settings.json” file in the previous steps. How-
ever, we can spawn different drones from the Airsim GUI with prepared configurations
in the “settings.json” file. The “Drones” tab needs to be opened as in Figure 3.20.
A unique drone name and spawn location need to be provided. Then the drone can
be spawned by pressing the “Spawn Vehicle” button. Also, spawned drones can be

deleted by choosing them in the drone list in the Airsim GUIL

3.5.7. Setting the RF Parameters

If a user wants to generate RF data, all RF parameters need to be filled. These
fields are shown in the Figure 3.21. The RF data generation is described in Chapter 4.
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Guide Drones RF Parameters Set Drone Path Recording Offline Data Generation

Drone Drone Name

X | |‘r' | |z (negative is higher) | -

T Reeebrene |
Figure 3.20. Airsim GUI “Drones” tab.

We need to fill OFDM parameters with integer values. They are standard OFDM
parameters, and they are FFT size, number of used subcarriers, and cyclic prefix. For
Jakes’s channel model, we only have one parameter and it is the number of rays. Also,
this value needs to be an integer. As a path loss model, we used the free space path
loss model and this model accepts two different parameters from the user. They are
the path loss coefficient and carrier frequency. Both of them need to be a float and the

carrier frequency unit is MHz.

Guide Drones RF Parameters Set Drone Path Recording Offline Data Generation

OFDM Parameters TDL Channel Profile { tap_powers(dB) and tap_delays({nsec))

{
FFT size |64 | "tap_powers": [-5.7, -21.0, -24.0, -25.0, -28.0, -32.0, -40.0],
“tap_delays™: [0.0, 133.0, 151.0, 202.0, 231.0, 252.0, 231.0]

Number of used subcarriers |64 |

Cydlic prefix | 16 |

USRP Locations

Jakes Sample Generator Parameters

"usrp-1": [5, 5, 5],
"usrp-2": [5, 5, 4]

Number of Rays |20

Free Space Path Loss Parameters
Markov State Probabilities

Path Loss Coeffident |2.0

{
0" [[07, "1, [0.95, 0.05]],
"1%: [[0%, "1, [0.1, 0.9]]

Carrier Frequency (MHz) |2e3

oOther Parameters ¥

Receiver Gain (dB) |30 Markov States Metadata

Transmitter Gain {dB) |1[J | ~
o
AWGN SINR. (d) |50 | “transmit” : 0
¥
Mumber of IQ signals per sec |le6 | 'i.' 2 { ¥
Number of RF block per state 100 | mitial state [0

Rf block length = FFT size + Cyclic prefix
Mumber of IQ signal per sec / ((FFT Size + number of subcarrier} * Mumber of RF block per state) = 125.0
Update RF Parameters

Figure 3.21. Airsim GUI “RF Parameters” tab.
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"tap_powers" : [-5.7, -21.0, -24.0, -25.0, -28.0, -32.0],
"tap_delays": [0.0, 133.0, 151.0, 202.0, 231.0, 252.0]

Figure 3.22. An example of TDL channel settings.

"usrp-1" : [5, 5, 51,
"usrp-2" : [5, 5, 4]

Figure 3.23. An example of USRP settings.

Under the other parameters, there are parameters used in different parts of RF
data generation. Transmitter and receiver gains are used to increase the strength of
the signal. Their units are dB. We are using the AWGN channel for noise, and its
noise parameter is taken in the dB unit. The number of 1Q signals per second defines
the sampling rate of a received signal. If a user fills this value with 10° the sampling
rate will be 1 nanosecond. We also used Markov model with two states for traffic
generation. The number of RF block generations per state defines how many symbols
will be generated during a single Markov state. The calculation of it is described in

Chapter 4.

In the right panel of the RF parameters, mainly JSON formatted inputs are taken.
First, the TDL channel profile is filled with tap powers and tap delays information of
the channel. These two arrays must be filled with the same length. The tap powers
unit is dB and the tap delays unit is a nanosecond, and their values are float. An

example of the TDL channel which has six taps shown in Figure 3.22.
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{
I‘loll: {
"transmit" : 0
}!
rllil: {
"transmit": 1,
"power": 11,
{
"modulator_type": "BPSK"
"ow oo [Crmo™, m"1, [ 0.95, 0.0511,
wiw . o, "i7], [0.1, 0.9]1] ¥
} }

(a) (b)

Figure 3.24. An example of Markov chain probability and metadata settings. (a)
Markov chain probabilities, (b) Markov chain metadata.

USRP locations are set by describing the unique name of the USRP and the
values of its coordinates. There is no limitation for the number of USRP, but a higher
number can cause memory and speed problems in the RF generation. An example of

locating two different USRP is shown in Figure 3.23.

We used Markov chain for RF signal transmission or not transmission choice.
Markov chains have states and these states have probabilities for the next state and
metadata about RF signals. For state probability, a two-dimensional array needs to
be created for every state. The first row of the arrays describes which states can be
passed after the current state, and the second row shows the probabilities of passing
these states. Markov states metadata mainly shows whether drones generate RF or
not, and if data will be generated, the power and the modulation technique are written
into metadata. For every state, probabilities need to be set and metadata needs to
be filled. Finally, the state from which the simulation will start is given in the initial
state input. An example of Markov chain probability and state metadata JSON files

is given in Figure 3.24.
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B Airsim GUI - m| ®

Connect to Server

Guide Drones RF Parameters Set Drone Path Recording Offline Data Generation

Open Map Save Paths

Load Paths
Follow Path

Figure 3.25. Airsim GUI “Set Drone Path” tab.

7 MAP-SimpleFlight — [} X

Figure 3.26. Route planning example in the Airsim GUI.

3.5.8. Setting the Drone Path

The drones’ routes can be set in the “Set Drone Path” tab. The “Set Drone
Path” tab is shown in Figure 3.25. First, the drone is selected from the drone names
combo box. Every spawned drone is shown in it. After choosing the drone, click the

“Open Map” button. In the open map, the checkpoints can be placed with the altitude.
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Altitudes are adjusted by scrolling down and up. The distance between checkpoints
needs to be close as in Figure 3.26. The altitude information is located at the top right.
After setting the path for a drone, press the “QQ” button to exit the route planning
window. After finishing the route planning, paths can be saved. The paths are saved
in the “Documents/Airsim” folder as “saved_paths.json”. When pressing the “Load
Paths”, Airsim GUI searches this file in the same path. After setting the drone path is
finished, drones can start following the route after clicking the “Follow Path” button.

Also, it can be configured as drones follow the path when recording starts.

7 Airsim GUI - ] bl

Connect to Server

Guide Crones RF Parameters Set Drone Path Recording Offline Data Generation

Drone Name | ~ |
Camera Mame | w |
Image Type | ~ |

Vehicle Mame Camera Mame Image Type

Preview Selected Camera

|:| Save segmented images
[ Follow path while recording

[] Generate RF after recording 0%

Figure 3.27. Airsim GUI “Recording” tab.

3.5.9. Recording the Experiment

The “Recording” tab is shown in Figure 3.27. In the “Recording” tab, which
camera will record with which mode can be selected and removed from the list. To

choose external cameras for recording, first, a drone needs to be selected. The se-
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lected external camera is not related to the chosen drone. After selecting the recording

cameras, checkboxes need to be filled or not filled.

“Saved segmented images” provide create and save segmentation of drones for
selected cameras. An example of a segmented image is shown in Figure 3.28. “Follow
path while recording” triggers the following drone routes after starting the recording.
Finally, if “Generate RF after recording” is checked, after stopping the recording, RF

generation starts with the provided RF configurations.

=

Figure 3.28. Segmented drone (ground truth) image example.

After the recording configuration is finished, pressing “Starts Recording” starts
the recording, and “Stop Recording” ends the recording. After the recording finishes,
the dataset is created under the recording folder set in the setting.json file. The dataset
contains different folders and files based on configuration. An example of a dataset

directory system is shown in Subsection 3.4.2.

3.5.10. Offline Data Generation

Because RF signal generation is a heavy process, and RF can be generated with
different parameters for the same scenario we added offline RF signal generation under
the “Offline Data Generation” tab shown in Figure 3.29. This RF signal generation

function also uses the RF parameters.
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B Airsim GUI - O >

Connect to Server

Guide Crones RF Parameters Set Drone Path Recording Offline Data Generation

RF
Browse Vehicle Log Folder and RF Logging Location

Generate Signal

0%

Figure 3.29. Airsim GUI “Offline Data Generation” tab.

Before starting the signal generation, the “vehicle_logs” folder must be selected
from a previously created dataset. Then, a new directory needs to be created to save
generated RF data and chosen as a save location. Finally, after pressing the “Generate
Signal”, data generation starts and the generated RF signals with the RF parameters

are saved in a provided directory.



36

4. RF DATA MODEL AND GENERATION

RF generation is a special topic in this thesis. In the literature, there is no
other example of generating RF data by using Airsim. We are using drone location
records and processing them to create 1Q) signals collected by USRP in the simulation

environment.

4.1. Pyphysim Library Usage

For RF data generation, we mainly used the pyphysim library in Python. In
this library, there are different types of channel models. We focused on the single-user

channel model.

4.2. RF Generation and Channel Model

4.2.1. Airsim GUI RF Parameters

We are taking different types of input from users to generate RF data. We
described these input and valid types in the Subsection 3.5. These parameters are
related to different parts of the model. For the OFDM part, we are taking three
different inputs; FFT size, number of subcarriers, and cyclic prefix. In the channel,
we implemented Jakes’ model and it takes only the number of rays as an input. For
the path loss model, we used a free space path loss model which takes the path loss
coefficient and carrier frequency. In the other parameters part we are taking inputs for

different parts of data generation steps.

In the right part of GUI, we mainly take json formatted data. We are using
the tapped delay line (TDL) channel model which uses tap powers and tap delays.
The length of them are equal and every index in these two arrays refer to the same

tap information. Then USRP locations are acquired in Unreal Engine format. Users
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can give different names to USRPs and can locate different numbers of them. Finally,
Markov state-related inputs are taken in Markov state probabilities, Markov state
metadata, and initial state sections. The Markov state is used in data transmission

states in every iteration. These taken inputs are analyzed in Subsection 4.2.3.

4.2.2. RF Generation

The detailed RF generation steps are shown in Figure 4.1. Firstly, we calculate
how many symbols are generated in a single iteration. This iteration length is fixed
for every simulation and calculated based on user inputs. Then, based on the Markov
state, RF signal output for active transmission or idle state is generated. The state
architecture will be described in the following subsection in detail. If state 1 is selected,

then an RF signal is generated and this signal is passed through the channel.

Path symbols are defined in signal generation using a random number generator.
Then, using generated random symbols BPSK or QPSK modulation and OFDM mod-
ulation are applied in order. After these modulations and multiplying with transmitter
gain, IQ) data is prepared to pass through the channel. Our channel is a single-user
channel and it contains Jakes’” and TDL channel models. Because we support multiple
USRPs in simulation after the single-user channel, other steps will be applied sepa-
rately for every USRP. For every drone, USRP pair path loss is calculated individually,
and then the phase difference is applied. After this step, the signals of other drones
are summed together. After that, white noise and receiver gain are applied. Finally,

the received 1Q signal is generated for every USRP.

4.2.3. RF Data Generation Steps

We mentioned the steps for data generation in previous sections. This subsection
will describe the RF data generation steps in detail. Described parts can be followed
in Figure 4.1 with the related step numbers. In the diagram for every process, a

corresponding number is placed.
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4.2.3.1. Calculate the Number of Symbols. In the simulation, we are generating RF

data simulating the drones. For every drone, we have a Markov chain that decides, for
the following time slots, to generate RF data for idle or busy states. For every state
in the Markov chain, the same number of symbols are generated in a simulation based

on given inputs. First of all, we are calculating this value with OFDM parameters.

We are using OFDM in the following steps. The OFDM block output length is
affected by its parameters. And we are calling this output length 'RF Block Length’.

RF Block Length parameter is calculates as
Lrb = nfs + ncp, (41)

where L, is RF block length, ns, is the FF'T size, and n,, is the cyclic prefix size.

We are taking how many RF blocks will be generated in a state as an input.

Then we calculate how many symbols will be generated in a state as
Lss = Ly X Nyp, (42)

where, L, is the symbol length, and n,; refers to how many RF blocks will be used in
a state. We calculated the RF data lengths in a state with Equations (4.1) and (4.2).
As described in Subsection 3.4.2 we create a log file for each drone. We are calculating
the time difference between two consecutive logs to find how many states will run for
RF data generation. We are using the state symbol block length that is calculated in

Equation (4.2) and the number of IQ) signals per second input parameter.

To ensure that the generated data length compatible with RF inputs, we are

using three consecutive equations as

le = (niqs X Atlog) +7r, (43)
L

Ng = \\LSLJ , (44)

r = le — (nsl X le). (45)

In Equation (4.3), the number of symbols that need to be generated between two

consecutive logs is given. n;qs is the number of IQ signals per second parameter taken
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from Airsim GUIL. At is the time difference between two consecutive logs. r is the
remainder and calculated in Equation (4.5). Because the symbol length of Markov
states is fixed and calculated in Equation (4.2), the number of states could not fit
the required symbols between two logs. We used a remainder to generate exactly the
number of symbols based on the number of IQ) signals per second. Equation (4.4)

calculates the number of required states between two consecutive logs.

4.2.3.2. Markov Chain. We are deciding whether to send data from a drone by using a

Markov chain (transmitting/busy state). Markov chain is created by connecting states.

Every state has metadata and probabilities of moving to other states.

There is an example of a Markov chain in Figure 4.2. This Markov chain has
two different states. These states refer to transmitting/busy and not-transmitting/idle
states and used for signal generation. There are two probabilities for every state, and
their values are written in Figure 4.2. Passing from state 0 to state 1 is 5% and staying
in the same state is 95%. Passing from state 1 to state 0 is 10%, and staying in the

same state is 90%. The sum of outgoing probabilities must be 1.

0.05
(( 1
- = B
/ \\ y. \
/ / \ :
/j1> § \ / (=
f e ," "|I I." '-II 0»9
| State 0 | | State 1 | J
0.95 { | not transmitting [ | transmitting <; J
\ / \\ /
\\R"“‘--.,_ = ,// \\E- ) =
1 J]
R 4
0.1

Figure 4.2. An example of Markov chain.
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We are taking the Markov chain inputs from GUI by using two different JSON
files, one of them for probabilities and the other one for metadata. We are taking trans-
mitting information and if there is a transmission what is the modulation technique

and the transmitting power as metadata.

4.2.3.3. RNG for Symbol Generation. For transmitting RF signals, we randomly gen-

erate symbols. Because we support two different modulation techniques in the next
step, random values are changed based on it. For BPSK, generated symbols are 0 or
1, and for QPSK, they are 0, 1, 2, and 3. We are using Numpy’s random function as

a random number generator, and we are using uniform distribution.

4.2.3.4. Modulation. As described in the previous step we support two different mod-

ulation techniques: BPSK and QPSK. In this step, [QQ data are generated for every
symbol, and the power of generated signals is 1 in this step. For example Figure 4.3
shows the outputs of QPSK modulation. Four different red dots represent four different

symbols. The x-axis represents I and the y-axis represents Q.
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Figure 4.3. QPSK modulated data in 1QQ plane. Red points refer noisy signal and

blue points refer to the original signal centers without noise.
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4.2.3.5. OFDM (Digital) Modulation. We also use OFDM modulation in the transmit-

ter. We used the standard OFDM processes and we can separate steps as in Figure 4.4.
We are taking three parameters for OFDM: FFT size, cyclic prefix size, and number

of subcarriers.

Prepare Input
Signal

IFFT Add Cyclic Prefix Flatten

Figure 4.4. OFDM Diagram.

First, an input signal is prepared for OFDM. This process covers adding zero
padding if it is required, and serial to parallel shifter. The input signal length for
OFDM modulation needs to be equal to the number of subcarriers or integer multiples.
If it is not zero padding is added at the end of signals. We ensure the signals do not
need any zero padding when Airsim GUI is used. However, if someone uses our RF
data generation functions rather than Airsim GUI zero padding can be applied. To
calculate the length of zero padding, Equations (4.6) and (4.7) are performed. Then
zero padding is concatenated into the input signal. After the zero padding process, the
serial to the parallel shifter is applied. One-dimensional data is transformed into two-
dimensional to modulate every row as one OFDM symbol. The shape will be “Number
of OFDM symbols X Number of subcarriers”. The number of OFDM symbols and the

length of zero padding are calculated as

L.
LO m .= 9 46
fd [nsj (4.6)
LZP = (nsc X Lofdm) — Ly;. (4.7)

In these expressions, the generated OFDM symbol length and the required zero padding
length are calculated respectively. L,; is the input signal length of OFDM block and

ns. is the number of used subcarrier parameter.

For the next block input, which is IFFT, a new empty array is created. This

array shape is “Number of OFDM symbols x FFT size”. Because columns represent
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subcarrier indexes, used subcarrier indexes are calculated and the prepared data is
moved into this array. If the number of subcarriers is less than the FFT size, some
columns will be filled with 0s. These columns represent DC subcarriers. Now the the

data is ready for the IFFT block.

In IFFT block IFFT is performed with FFT size. Then the output is multiplied
by the square root of the power that needs to be applied in the modulator. This total
power is shared among useful samples and the cyclic prefix in one OFDM symbol.
Therefore, the larger the cyclic prefix size the lower this power to account for energy

loss due to sending the cyclic prefix. The power is calculated as

P s 48
ofdm — nsc+ncp- ( . )

After each IFFT output, the cyclic prefix is added as
CP output = IFFT output,,[:, —n, ;] || IFFT Output,,|:, ], (4.9)

where || stands for concatenation operation. To overcome intersymbol interference, a

cyclic prefix extension is added to each frame.

At the end of the OFDM, data is flattened by transforming two-dimensional data
to one-dimensional data. This process is called parallel to serial converter. The parallel

time domain data is rearranged into serial frames.

4.2.3.6. Transmitter Power and Transmitter Gain. Once the OFDM block has been

processed, transmitter power and transmitter gain need to be applied to the IQ sig-
nal. Transmitter power is taken from a user in a dB scale in Markov state inputs.

Transmitter power is transformed into amplitude as

ATX =4/2 X PTX' (410)

Also, we are taking transmitter gain information from a user as dB. Transmitter

gain is transformed from dB to linear scale as

Gy (dB)

GTx: 107 w00 . (411)
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By using converted versions of transmitter power and transmitter gain, they can

directly multiply them with OFDM output signal as
$ch(t) = ZL'Ofdm(t) X GTx X ATx, (4.12)

where x.,(t) represents the signal that will pass through the channel and %, (%)

represents the output of the OFDM block.

4.2.3.7. Jakes’ Channel Model. We developed the RF data generater model in a flex-

ible manner and different channel models can be implemented easily for future works.
We chose Jakes’ channel model because it is based on the Rayleigh model and has
a Doppler frequency parameter. It also contains different scatters that come from

uniformly distributed angels and phases around a circle.

We took three parameters for Jakes’ model: the Doppler frequency (Hertz), the
sampling interval (second), and the number of rays. Only the Doppler frequency is not
taken from a user. We are creating Jakes’ sample generator object in every transmitting

state to generate random values from scratch.

When Jakes sample generator object is created, first ¢; and ¢; components are

generated for every single ray by using the uniformly distributed random function as
Y, = 2xm7 xrandom(L, 1), (4.13)
¢ = 2xm xrandom(L, 1). (4.14)

In these expressions ¥; and ¢; are L X 1 dimensional matrix. 1, is generated for random

phases and ¢, is generated for random arrival time. The used random function refers

to a uniformly distributed random function.

Then by using generated random phases and random arrival angels, the channel

matrix is created as
= .
h(t) = —= Z exp {j (27 Fycos(dn)t + ]}, (4.15)
VL=

where L is the number of rays and F; is Doppler frequency.
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4.2.3.8. TDL Channel Profile. In addition to Jakes’s model, we also use the tapped

delay line (TDL) channel model. TDL channel model is used to model the multipath
characteristic of a wireless communication channel by using given tap delays and pow-
ers. We are taking tap delays and powers from a user as two arrays. Tap delays are

taken as nanosecond and tap powers are taken as dB.

Before using the tap delays and tap powers, they are discretized with the used
sampling interval. During the discretizing process, every tap delay is calculated and

mapped which indexes they are mapped. The mapped delay index is calculated as

=|Z] a0

where 7 is the tap delay and the T, is the sampling interval.

If there is more than one tap that maps the same index, their powers are summed

together in linear scale, and new TDL channel profile arrays’ lengths are shrunk.

4.2.3.9. Single User Channel. In the 7th and 8th steps, Jakes’ and TDL channels were
created. These channels are merged under a single user channel to send signals in this

channel. Jakes’ sample generator shape also changed to apply Jakes” model to every

TDL channel tap.

4.2.3.10. Corrupt Data. Corrupt data represents a function in a single-user channel

designed to transmit a signal through the channel. Initially, channel samples are gener-
ated with the shape 'Number of TDL channel taps x Number of symbols,” and Jakes’
sample generator fills this matrix. To apply the TDL channel, each row is multiplied
by the square root of the corresponding tap power in linear scale. Now, our channel

samples are prepared to undergo both Jakes’ and TDL models simultaneously.

Before applying these channel samples, an empty output array is created to store
the resulting signal, incorporating zero padding. Zero padding is employed due to the

applied tap delays extending to the last symbol.
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1: for i,d in enumerate(tdl_channel tap_indexes) do

2: output_signal[d : d + number_of symbols| += channel samples|i]*input_signal

3: end for

Figure 4.5. Corrupt data algorithm.

Then every row in the channel sample is multiplied by the input signal and then
added to the output array based on TDL channel delay. The process can be seen in

Figure 4.5.

4.2.3.11. Path Loss. Up to this point, the steps were common for all simulated USRPs.

But in this step, it is separated for all USRPs since different location result in different
path loss, phase shift, and random noise. For path loss, we implemented a free space
path loss model. Input parameters for the free space path loss model are path loss
coefficient, carrier frequency, and distance. Path loss coefficient and carrier frequency
are taken from a user at the beginning of a simulation and distance is calculated for

every single log. The path loss is calculated as

4

4.2.3.12. Phase Shift. Because there is a distance between USRP, there is also a phase

difference for the received signal. The phase difference is calculated as
~ 2mAd x f,

C

where Ad is the distance difference according to the first USRP and the c is the speed

0 (4.18)

of light. By using calculated phase difference phase shifting is applied to the signal.

4.2.3.13. Sum Other Drones’ RF Signals. Until this step, every drone generates its RF

signal individually. At this point generated signals by drones are superposed.
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4.2.3.14. Additive White Gaussian Noise. We are adding an AWGN channel to create

a noisy channel when there is no signal generation from drones (idle channel). We are
taking the AWGN SINR parameter in dB and then we convert it into the linear scale

and apply it to the IQ signal.

4.2.3.15. Receiver Gain. In addition to transmitter gain, receiver gain is also taken

from a user. And similar to Equation (4.11), receiver gain is converted into a linear

scale. Then the signal is multiplied by it.

4.2.3.16. USRP. Adding the AWGN channel was the last process. After that, for every

USRP a file is created, and the generated signal is written into these files in a binary

format. Also RF generation parameters are written into another file as an object.
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5. EXAMPLE USE CASES

We created a dataset using the implemented simulation environment and Airsim
GUI for the example use cases. We decided on six different drone paths as different
scenarios. Decided scenarios are shown in Figure 5.1. We put the table in three
different locations for every scenario and collected data during day and night hours in
the simulation environment. In the end, the simulation count became 36. We spawned
ten birds into the environment to raise the difficulty of drone detection via image data.

The created dataset occupies approximately 43 GB.

o NG m A wN

Figure 5.1. Dataset scenarios.

Because of the table configuration, there was one meter between cameras. We also
put USRPs in table locations with a half meter between them. To summarise, we used
two cameras, two USRPs, a drone, and ten birds for the simulation. Cameras views
were recorded in the “Scene” camera type, and drones were segmented automatically
using the recording feature in the Airsim GUI. Recorded images are full HD (1920X1080

pixels). RF parameters are used with default values except USRP locations.
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We worked on three different problems for the use cases: drone detection via

image data, drone detection via RF data, and drone distance estimation via RF data.

5.1. Drone Detection via Image Data

For the drone detection system, which uses just cameras, we used the YOLOvS8
object detection model created by Ultralytics [32]. It is the state-of-the-art model for
object detection and tracking, instance segmentation, image classification, and pose

estimation. We used just an object detection model for this use case.

Ultralytics proposes five different-sized YOLOv8 models: nano(n), small(s), mid-
dle(m), large(l), and extra-large(x). Their main difference is the number of parameters
used in the model. Comparison between these models for 640-pixel images trained on
the COCO dataset [33] is shown in Table 5.1. As the table shows, increasing param-
eters increases the mean average precision(mAP) score and detection speed. Because
speed is a crucial point for detection systems, we used the smallest model YOLOv8n.

The bigger networks require more time to detect targets and more advanced hardware.

Table 5.1. YOLOvVS8 object detection model performance comparison (adapted

from [34]).
Model mAP50-95 Speed (ms) Params (M)
(A100 TensorRT)
YOLOvV8n 37.3 0.99 3.2
YOLOvS8s 44.9 1.20 11.2
YOLOv8m 50.2 1.83 25.9
YOLOvS8I 52.9 2.39 43.7
YOLOv8x 53.9 3.53 68.2

Table 5.1 contains the mAP score, which stands for mean average precision. mAP

score is one of the primary performance evaluation metrics for assessing an image
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detection system. The numerical value following mAP indicates that the metric is
computed by averaging precision values over a range of loU thresholds from 0.5 to 0.95

with a step size of 0.05 as
1
mAP50 — 95 = I E mAPt. (5.1)

The precision-recall curve corresponding to a specific loU threshold determines the

average precision. The formulas for precision and recall can be written as

Precisi True Positives (5.2)
recision = , )
True Positives + False Positives

True Positives
Recall = . 5.3
eea True Positives 4+ False Negatives (5:3)

The average precision is the area under the precision-recall curve.

IoU is a measure of the overlap between the predicted bounding box and the
ground truth bounding box. It is defined as the area of the intersection divided by the

area of the union. It is expressed as

Area of Intersection
ToU = ) A4
ouU Area of Union (5.4)

YOLOvVS is divided into three parts: the backbone, neck, and head. These parts are
used for feature extraction, multi-feature fusion, and prediction output. The architec-

ture of the YOLOVS network is illustrated in Figure 5.2.

The feature extraction network utilizes the C2f and SPPF modules to extract
individual scale features from images. The C2f modules are inspired by CSP, and it
reduces the amount of calculation needed for feature extraction [35,36]. The SPPF
module is used to extract features through three pooling operations, which improves
the receptive field of the network. FPN (feature pyramid network) and PAN (path
aggregation network) are used in the neck as a feature fusion method. YOLOvS8 com-
bined these features to improve feature fusion ability and solve the multi-scale target
problem. The head part performs localization and classification tasks separately. Also,
the head part uses an anchor-free approach rather than an anchor-based one used in

earlier YOLO versions. Anchor-free object detection methods eliminate the need for
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predefined anchor boxes, offering increased flexibility and adaptability to diverse object

scales and aspect ratios in a more streamlined architecture.

Backbone
CBS H CBS C2fx3 CBS C2fx6 CBS C2fx6 CBS C2fx3 SPPF
(128,3,2) (128,3,2) (128) (256,3,2) (256) (512,3,2) (512) (1024,3,2) (1024) )
Neck
C2fx3
Concat Upsample 512
Output
C2fx3 CBS C2fx3 CBS
C t
(256) (256,3,2) (5}2) (512,3,2)

CBS SPPF
[ I [ 1
‘ Conv H BN H SiLu ‘ ‘ CBS H Maxpool2D H Maxpool2D H Maxpool2D |—| Concat H CBS |’

Figure 5.2. YOLOv8 network architecture (adapted from [36]). CBS components are
composed of Convolution, Batch Normalization, and SiLu activation function. The

SPPF is composed of three Maxpool tiers and two CBS components.

To train the model, labels of the dataset are prepared for the required format.
The dataset has segmented images as ground truth, as shown in Figure 3.28. However,
the YOLOvVS drone detection model accepts bounding box center coordinates and the
height and width. The labels are prepared based on it. The dataset was divided into
training validation and test datasets as 60%-20%-20%, respectively.

The hardware configuration used for the experiment is an 8GB Nvidia GTX
1070 graphic card, the deep learning framework PyTorch 1.13.1, Python version 3.8,
CUDA version 11.0, and Windows 10 as the operating system. The YOLOv8n model
is trained by the created dataset to detect only drones. The training process was run
for 1 hour and 15 minutes, with the pre-trained model on the COCO dataset. We
trained the model in a 1024x576 pixel image format. Because of that, for every image,
preprocessing is applied for resizing the images. After 14 epochs, the mAP50 became
0.73839. The overall training metrics are shown in Table 5.2.
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Table 5.2. YOLOvS8n training process for drone detection via image dataset.

Epoch | Precision | Recall | mAP50 | mAP50-95
1 0.76755 | 0.53322 | 0.55266 0.2614
2 0.61498 | 0.51329 | 0.53621 0.27792
3 0.74676 | 0.48494 | 0.54547 0.27878
4 0.80832 0.5604 | 0.61579 0.35433
5 0.68501 | 0.52492 | 0.5474 0.29289
6 0.80637 | 0.62261 | 0.67955 0.40068
7 0.85189 | 0.64014 | 0.68377 0.40726
8 0.82561 | 0.65275 | 0.72545 0.44725
9 0.84713 | 0.65615 | 0.70576 0.41265
10 0.91571 | 0.59552 | 0.71363 0.4251
11 0.87754 0.6711 | 0.73256 0.4228
12 0.85971 | 0.62292 | 0.707 0.41085
13 0.8656 0.63953 | 0.71531 0.44009
14 0.90008 | 0.65947 | 0.73839 0.45815

We calculated the model’s speed using the prepared testing dataset for testing.

On average, for preprocessing, 4.2ms is spent, and for inference, 12.8ms is used.

After training the model, we analyzed it for two cameras simultaneously. The
main reasons for using two cameras are drones can be seen from only a single camera
because of occlusion, and the model could not detect from a single camera. For this
approach, we processed all the images through the model and analyzed every image
frame captured at the same time. In the dataset, there are 7616 images; half (3808)
were captured from the left camera, and the other half from the right camera. The
drone can seen 2331 times from the left camera and 2155 from the right camera. When
capturing a drone from only a single camera counted as there is a drone, a drone exists
2383 times in 3808 time units. So when a drone exists, the left camera can not detect

904 times, and the right camera can not detect 911 times. However, when trusting a
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single camera, the detection failure is decreased to 798. The ROC curve for the drone

detection with two cameras is shown in Figure 5.3, and confusion matrices can be seen

in Table 5.3.
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Figure 5.3. ROC curves for drone detection with two cameras and a single camera.

The average confidence score is used as a threshold for detection with two cameras.

5.2. Drone Detection via RF Data

For the drone detection model via RF data, we used the same model in the

detection via camera. However, we used a classification task rather than the object

detection task. For classification, performance metrics are different than the detection.

For classification, again, there are five different sizes.

For different-sized YOLOvVS

models for 244-pixel images, which are trained with ImageNet dataset [37], performance

metrics are shown in Table 5.4.

The primary evaluation metric for classification tasks is accuracy. Topl and top5

accuracies are used to compare models in the table. The topl accuracy indicates how

many times the network predicts the correct label with the highest probability. The

toph accuracy indicates the correct label how many times it appears in the network’s
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top 5 predicted classes. Because we used the model for binary classification, the topl

accuracy is used in our case.

Table 5.3. Confusion matrices of drone detection by using a single and two cameras.
When a single camera can see the drone, it means positive. OR logic is used when

both cameras are used.

Actual

Left Camera
Positives | Negatives

Positives 1479 22
Negatives 904 1403

Predicted

Actual

Right Camera
Positives | Negatives

Positives 1472 22

Predicted
Negatives 911 1403

Actual

Left and Right Camera
Positives | Negatives

Positives 1585 31
Negatives 798 1394

Predicted

In our created dataset, there are only true cases, meaning a drone exists. For false
cases, we generated Gaussian noise signals and we called it noise class. We split our
generated signals into the 0.25-second sequences and labeled them. Because YOLOvVS
is a model for images, we calculated the short-time Fourier transform(STFT) of the
signals and saved them as an image. Because we used two USRP in the simulation
environment, we merged two USRP signals” STFTs vertically. Then, generated images

were divided into training validation and test datasets as 60%-20%-20%, respectively.

The used training environment is the same as the environment in section 5.1. We
choose YOLOvS8n-cls as a classifier with a 768x768 pixel image. After the first epoch,
the accuracy metric did not change much, as seen in Table 5.5. The best accuracy is

calculated in the third epoch, which is 0.92531.
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We calculated the model’s speed using the prepared testing dataset for testing.

On average, 6.6 ms and 6.4 ms were spent on preprocessing and inference, respectively.

Table 5.4. YOLOVS classification model performance comparison (adapted from [38]).

Model acc | acc | Speed (ms) | Params (M)
topl | top5 | (TensorRT)
YOLOv8n-cls | 66.6 | 87.0 0.31 2.7
YOLOvS8s-cls | 72.3 | 91.1 0.35 6.4
YOLOv8m-cls | 76.4 | 93.2 0.62 17.0
YOLOvS8Il-cls | 78.0 | 94.1 0.87 37.5
YOLOv8x-cls | 784 | 94.3 1.01 57.4

Table 5.5. YOLOvS8n-cls classification training process for drone detection via RF

dataset.

Epoch | acc topl
0.92304
0.92485
0.92531
0.92531

N N

5.3. Drone Distance Detection via RF Data

As a final use case, we created a custom convolutional neural network (CNN) to
predict the distance between USRPs and the drone. For the USRP location, we chose
the middle of the USRPs.

We trained two different models for 0.25 and 0.50 second sequences. We split our
signals into 0.25 and 0.50 second sequences with distance as a label. For 0.50-second
sequences, we start the sequences for every 0.25 second to create a similar number of

data. We chose the average distance for sequences as a label. Because the sampling
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frequency was 108, 0.25-second sequences contain 250,000 time points, and 0.50-second
sequences contain 500,000 time points. For an input of the model, we split the I and
Q signals for both USRPs and merge them vertically, as shown in Figure 5.4. So,
we created 4x250000 and 4x500000 shaped arrays as input for our CNN models. The
dataset was divided again into training, validation, and test datasets as 60%-20%-20%,

respectively.

[... USRP11I Values ..]
... USRP1 Q Values ..
[... USRP21 Values ..
... USRP2 Q Values ...]

Figure 5.4. Input matrix format of drone distance detection model.

‘ Reshape input to (None, 4, 250000, 1) ‘ ‘ Reshape input to (None, 4, 500000, 1) ‘
l l
‘ 2D Convolution Layer 1, filters = 32, kernel size = (2, 10) stride = (2, 10) ‘ ‘ 2D Convolution Layer 1, filters = 32, kernel size = (2, 10) stride = (2, 10) ‘
] I
‘ 2D Convolution Layer 2, filters = 64, kernel size = (2, 10) stride = (1, 10) ‘ ‘ 2D Convolution Layer 2, filters = 64, kernel size = (2, 10) stride = (1, 10) ‘
] I
| 2D Average Pooling, kernel size=(1, 2), stride=(1, 2) ‘ ‘ 2D Average Pooling, kernel size=(1, 2), stride=(1, 2) ‘
] I
‘ 2D Convolution Layer 3, filters = 128, kernel size = (1, 10) stride = (1, 10) ‘ ‘ 2D Convolution Layer 3, filters = 128, kernel size = (1, 10) stride = (1, 10) ‘
] I
| 2D Average Pooling, kernel size=(1, 2), stride=(1, 2) ‘ ‘ 2D Average Pooling, kernel size=(1, 2), stride=(1, 2) ‘

Dropout = 0.2 Dropout = 0.2

| Dense layer units = 2048 ‘ ‘ Dense layer units = 4096 ‘
| Dense layer units = 512 ‘ ‘ Dense layer units = 2048 ‘

Dropout = 0.2

Dropout = 0.2

| Dense layer units = 128 ‘ ‘ Dense layer units = 512 ‘
| Dense layer units = 1 ‘ ‘ Dense layer units = 128 ‘

‘ Dense layer units = 1 ‘

(a) (b)

Figure 5.5. Drone distance detection CNN model. (a) 0.25-second sequences, (b)

0.50-second sequences.
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We propose the CNN architectures shown in Figure 5.5 for the drone distance
detection system. Our CNN models has three 2D convolution layers and two 2D average
pooling layers. To avoid overfitting two dropout layers with 20% probability added.
Because the input shape for 0.50-second sequences is multiple times of 0.25-second

sequences, we added one more dense layer to it.

Table 5.6. Drone distance detection statistics for the absolute difference and
percentage error between ground truth and estimations. For statistics, we trimmed

rows that in the min 10% and max 10% percentage error.

0.25 second frames (RMSE = 7.29) (Epoch 8)

mean | std | min | 25% | 50% | 75% | max
6.26 | 3.73 1093 | 3.16 | 5.70 | 854 | 17.98
mean | std | min | 25% | 50% | 75% | max
14.82 | 7.73 | 3.33 | 8.20 | 14.10 | 20.22 | 34.23
0.50 second frames (RMSE = 6.07) (Epoch 10)
mean | std | min | 25% | 50% | 75% | max
5.32 293064 | 294 | 465 | 7.16 | 14.96
mean | std | min | 25% | 50% | 75% | max
12.50 | 5.53 | 3.17 | 7.92 | 11.76 | 16.72 | 25.71

Absolute Difference (m)

Percentage Error (%)

Absolute Difference (m)

Percentage Error (%)

Training these models runs in the same hardware configurations with the hyper-
parameters. Training these models runs in the same hardware configurations with the
hyperparameters. The batch size is chosen as 10. Adam optimizer is used, and the
learning rate is chosen as 0.001. Rectified linear units are used as an activation layer.
The model for 0.25 second frames gave better results at the 8th epoch and 0.50 second
frames at the 10th epoch in the test dataset. The model for 0.50 second frames gave
better results than the model for 0.25 second. However, it requires 0.25 seconds more
RF signal. The root mean square errors are 7.29 and 6.07 for 0.25 second and 0.50
second models, respectively. Also, absolute differences and percentage error statistics

are shown in Table 5.6.
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6. CONTRIBUTIONS AND FUTURE WORK

6.1. Summary of Contributions

The main contributions of this thesis can be summarized as:

e To overcome the complexity and budget problems of building drone detection
systems for research, we proposed Airsim GUI, which works with Unreal Engine.
It provides building drone detection systems in a simulation environment and
generates both image and RF datasets.

e We implemented a drone RF data generation model in Airsim GUI. Different
transmitter, receiver, and channel configurations can managed in Airsim GUI to
generate specific datasets.

e An image and RF dataset is generated using the proposed dataset generation
system. We used the generated dataset for drone detection via image dataset,

drone detection via RF data, and drone distance detection via RF data.

6.2. Future Work

There are different methods to detect drones, like acoustic and radar. As a future

work, we plan to add an acoustic dataset generation feature to the Airsim GUI.

In the RF data generation part, we implemented limited channel model types
and transmission methods. Also, we need to separate line-of-sight and non-line-of-
sight channel models in the system. We plan to work on these weaknesses in our

system.
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