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ABSTRACT

DESIGN AND IMPLEMENTATION OF
A CONTAINERIZED MONITORING SYSTEM
FOR PUBLISH/SUBSCRIBE NETWORKS

This work presents the design and implementation of a functional monitoring
system for robotic applications. The monitoring system comprises components, tools,
and processes to detect anomalies in the robot’s behavior, alert users, and provide
performance feedback. It also offers predictive maintenance by analyzing behavior over
time and suggesting necessary repairs or parameter tunings. Developed using Robot
Operating System (ROS), the monitoring system observes the behavior of a vehicle
robot inside a simulation. Monitoring package includes tools, libraries, and processes
to provide feedback on the robot’s internal state (speed, actuator, and sensor status)
and external conditions (environmental data, position, obstacles, other robots). It
generates alarms, alerts, and notifications as needed, providing reports to enable robotic
operations managers and operators to take appropriate action. The system is designed
to be agile and efficient, capable of dynamically scaling according to domain-specific
demands. Additionally, this work investigates the integration of runtime verification
containers within publish/subscribe networks, which are crucial for applications like
the Internet of Things (IoT) and robotics. Runtime verification techniques ensure the
correctness of these highly dynamic and large-scale networks. By leveraging modern
containerization technology, runtime verification tools are deployed to monitor message
flow, ensuring real-time verification of network behavior. Each runtime verification
container operates alongside other containerized participants, monitoring the system’s
integrity. This approach is benchmarked through several experiments and a real-world

case study from the software-defined vehicle domain, demonstrating its performance.



OZET

YAYIN/ABONE AGLARI ICIN
KONTEYNERLESTIRILMIS BIiR IZLEME SISTEMININ
TASARIMI VE UYGULANMASI

Bu caligma, robotik uygulamalar igin iglevsel bir izleme sisteminin tasarim ve
uygulamasim sunmaktadir. Izleme sistemi, robotun davramsindaki anormallikleri tespit
etmek, kullanicilara bildirimde bulunmak ve performans geri bildirimi saglamak igin
bilegenler, araclar ve siirecler icermektedir. Ayrica, davranigi zaman iginde analiz ed-
erek ve gerekli onarimlar veya parametre ayarlamalar: onererek kestirimci bakim sunar.
Robot Isletim Sistemi (ROS) kullamlarak geligtirilen izleme sistemi, bir simiilasyon
icindeki bir arac robotunun davramgini gozlemlemektedir. Izleme paketi, robotun ic
durumu (hiz, aktiiator ve sensor durumu) ve dig kogullar (gevresel veriler, konum, en-
geller, diger robotlar) hakkinda geri bildirim saglamak icin araclar, kiitiiphaneler ve
siirecler icermektedir. Gerektiginde alarmlar, uyarilar ve bildirimler {iretir, robotik op-
erasyon yoneticileri ve operatorlerinin uygun aksiyonlar alabilmesi i¢in raporlar sunar.
Sistem, alan spesifik taleplere gore dinamik olarak clgeklenebilir sekilde gevik ve ver-
imli olacak gekilde tasarlanmigtir. Ayrica, bu caligma, Nesnelerin Interneti (IoT)
ve robotik gibi uygulamalar igin kritik olan yayimnla/abone ol ag1 i¢inde ¢aliyma za-
mani1 dogrulama konteynerilarin entegrasyonunu aragtirmaktadir. Caligma zamani
dogrulama teknikleri, bu son derece dinamik ve biiyiik 6lgekli aglarin dogrulugunu
saglar. Modern konteyner teknolojisini kullanarak, ¢aligma zamani dogrulama araclar
mesaj akigini izlemek i¢in konuglandirilir, ag davraniginin gercek zamanlh dogrulanmasini
saglar. Her calisma zamani dogrulama konteyneri, sistemin biitiinliigiinii izleyerek diger
konteyner katihimcilariyla birlikte ¢ahigir. Bu yaklagim, cesitli deneyler ve bir gercek

diinya vaka ¢aligmasi ile degerlendirilmistir.
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1. INTRODUCTION

The development of robots is a growing trend with applications across many do-
mains, from domestic use to industrial automation. These robots vary in complexity
depending on the tasks they execute and the environments in which they operate. A
functional monitoring system, a key component of a robotic system, monitors robot
performance and safety. These systems also differ in complexity, directly correlating
with the composition of the robotic system and its mission. Traditional monitoring
approaches do not satisfy the requirements of complex robotic systems that demand
stringent correctness, agility, efficiency, reliability, and fault tolerance. These spec-
ifications impact the design and implementation phases of a functional monitoring
system, necessitating the selection and integration of appropriate hardware, software,

and monitoring methodologies to ensure the desired performance and reliability.

Self-driving cars exemplify highly complex systems in safety-critical applications
due to their dangerous missions in environments that involve human agents. Thus,
they require sophisticated design and implementation practices for a real-time mon-
itoring system, a cumbersome task due to the system’s inherent hardware, software,
and algorithmic complexities. Furthermore, a good monitoring system must be scalable
and uniform. Uniformity eliminates variations in existing tools and programming lan-
guages used for the monitoring system, achieving a uniform framework that simplifies
further development and debugging. Scalability is essential because, unlike traditional
robots, self-driving car operations are not based on simple, predefined maneuvers and
perception tasks. Such systems must dynamically scale up or down depending on

domain-specific requirements.

Modern software applications are increasingly distributed, with components lo-
cated on edge devices and in the cloud. These components interact asynchronously
with each other and external services, necessitating robust and reliable communica-

tion mechanisms. A common approach to facilitate communication within these dis-



tributed systems is the use of a publisher/subscriber (pub/sub) network architecture.
In pub/sub networks, publishers disseminate messages, often containing data or event
notifications, to a pool of subscribers. Subscribers express interest in specific cate-
gories of information by subscribing to relevant topics. While this loosely coupled
communication pattern enables scalability and flexibility, it also introduces challenges
in ensuring correct operation, maintaining software across iterations, and managing

the complexity of distributed system development.

Runtime Verification Containers

~ A ~
Application Runtime Test DB
Pub/Sub g Verification Enforcer
Participants < Engine
Dashboard

Pub/Sub Network

Figure 1.1. Runtime Verification Containers on a Publish/Subscribe Network.

Runtime Verification (RV) is an appealing technology for dynamically verifying
and monitoring pub/sub architectures. Its key advantage is its ability to integrate
into the pub/sub model by functioning as both a subscriber and a publisher. As a
subscriber, online RV tools can continuously monitor message flows by subscribing
to relevant topics, allowing for real-time analysis of message content and behavior,
ensuring adherence to predefined properties and requirements. Additionally, RV tools
can act as publishers to detect property violations and anomalies at runtime, facilitating
proactive error detection and enforcement. This dual subscriber-publisher capability
enables comprehensive monitoring and analysis, ensuring system-level reliability and
correctness, especially in dynamic environments. However, deploying and maintaining
pub/sub participants, including RV participants, is a complex task. This presents a

significant challenge for creating a streamlined RV framework for pub/sub networks.



Containerization of pub/sub network and runtime verification participants offers
an attractive solution for overcoming deployment and maintenance challenges. Con-
tainers simplify deployments, enhance portability, enable efficient scaling, and facilitate
rapid updates, contributing to a more reliable, adaptable, and efficient communication
infrastructure. Therefore, in this work, we propose and study runtime verification
containers. Figure 1.1 illustrates RV containers encapsulating runtime verification
functionality and receiving messages from subscribed topics. Runtime monitors can
be designed to listen to message synchronizers and publish verdict messages to cen-
tral test results databases or dashboards. However, the performance of containerized
networks is critical for the successful implementation of this approach. Therefore, in
this work, alongside the design and implementation of functional monitoring we study
runtime verification containers from a performance perspective, making the following

contributions in general:

e In the course of this work, we first designed and implemented a real-time func-
tional monitoring system specifically tailored for overseeing the behavior of an
autonomous vehicle within a simulated real-world environment. This monitoring
system is capable of providing real-time feedback on both the internal operational
states of the vehicle and the external environmental conditions in which it oper-
ates. By aligning with user-defined requirements and specifications, this system
ensures that the monitoring information provided is precisely suited for testing
the system under specific scenarios or for verifying the correctness of particular
software modules of the vehicle.

e Building upon this, we developed a containerized approach for integrating runtime
verification applications within publish/subscribe networks, facilitating seamless
communication with other participants in our distributed ecosystem. To thor-
oughly evaluate the performance of these runtime verification tools, we conducted
a series of experiments across varying levels of complexity, starting with baseline
performance evaluations.

e Our initial experiments involved baseline performance evaluations of container-

ized pub/sub network participants, aimed at measuring their inherent networking



capabilities within a minimalistic architecture. This setup was intentionally de-
signed to exclude additional participants, such as runtime verification tools or
other applications, that could introduce networking overhead. In these experi-
ments, we utilized two widely adopted pub/sub networking protocols commonly
used in robotic applications and explored various container runtime networking
modes to ensure a comprehensive assessment.

After establishing baseline performance, we proceeded to containerize a specification-
based runtime verification tool and re-evaluated its networking performance within
the pub/sub network. This evaluation was critical for understanding how the
inclusion of runtime verification impacts the overall ecosystem’s networking ef-
ficiency. Similar to the baseline tests, we employed two different pub/sub com-
munication protocols and explored various container runtime networking modes
to ensure a thorough assessment of the runtime verification tool’s performance
within the pub/sub framework.

Finally, we extended our evaluation to a real-world case study centered on au-
tonomous driving. In this scenario, we integrated a containerized runtime verifi-
cation tool with two additional participants: a containerized autonomous driving
software stack and a containerized photo-realistic simulation. These components
operated within two distinct pub/sub communication protocols. The primary
objective of this scenario was to evaluate the performance of the runtime verifica-
tion container within a system of computationally intensive processes, all working
together to execute a realistic autonomous driving scenario. To achieve a thor-
ough assessment, we carried out these experiments across two different hardware
configurations: one where all containerized participants were deployed on a single
host, and another where they were distributed across two separate hosts. In both
configurations, we analyzed the effects of various container runtime networking

modes on the overall system performance.



2. BACKGROUND

In this chapter, we provide a general overview of the design and implementation
of robotic software and offer background information on publish/subscribe networks

and software containerization.

2.1. Design and Implementation of a Robotic Software

Robotic systems are increasingly prevalent across a variety of domains, from do-
mestic environments to industrial automation. These systems range in complexity
based on the tasks they perform and the environments in which they operate. A fun-
damental component of any robotic system is a functional monitoring system, which
ensures the robot’s performance and safety. The complexity of these monitoring sys-

tems is directly correlated with the complexity of the robotic system and its mission.

Not all robots are autonomous; many are designed to perform specific, repetitive
tasks under human supervision. However, as the field of robotics evolves, there is a
growing demand for autonomous robots—machines capable of performing tasks without
human intervention. Autonomous robots can operate independently, making decisions
based on their perception of the environment. This autonomy introduces significant
challenges in design, implementation, and verification, particularly for safety-critical

applications such as self-driving cars.

For self-driving cars, levels of autonomy are defined by the Society of Automotive
Engineers (SAE), known as SAE levels. The definitions of autonomy levels for self-

driving cars are as follows:

e Level 0: This level does not contain any automation and the driver is fully re-
sponsible for all aspects of driving.

e Level 1: In this level the human driver is responsible for most of the driving tasks,



but the vehicle can assist with steering and acceleration/deceleration. Adaptive
cruise control and lane-keeping are examples of this level of autonomy.

e Level 2: This level introduces partial automation in which the vehicle can control
steering and acceleration/deceleration commands simultaneously under specific
conditions, but the human driver must remain alert and monitor the environment.
Tesla’s Autopilot technology [1] is an example for this level of autonomy.

e Level 3: In this level, the vehicle can completely operate autonomously but the
human driver must be ready to take over when necessary. As an example we can
mention Audi Traffic Jam Pilot [2].

e Level 4: This level indicates high automation in which the vehicle can perform
all driving tasks and also monitor the environmental factors under certain con-
ditions and environments; for example, geofenced areas. In the broadest sense,
geofencing is simply a virtual boundary around a physical area. In the world of
self-driving cars, it describes a crucial subset of the operational design domain —
the geographic region where the vehicle is functional. Other than these specific
conditions and areas, human driver intervention is needed. Waymo’s autonomous
taxis [3] can operate in level 4 only in limited areas.

e Level 5: This level represents full automation in which the vehicle can perform
all autonomy tasks under any condition and environment without human inter-

vention. Full autonomous vehicles are not available for the public yet.

Such vehicles with high levels of autonomy inherit two major issues regarding test
and verification of such applications. First, because these robots operating dangerous
missions in human scale, environments that also include humans, they are considered
as safety critical applications with high correctness requirements that must be proved
to hold. Secondly, because such robots operate in complex conditions, their functional
objectives are much higher than traditional autonomy objectives that only rely on
the existence of predefined maneuvers or static environments which is satisfiable via
low scene perception and simple control algorithms. Thus require high performance
hardware /software components and more intelligent algorithms like neural networks

which in turn makes it hard to analyze these components, therefore complicating the



implementation phase and also pushing the limits of traditional functional correctness

checking tools and theories that complicates verification task.

In this work, we utilize widely-used and well-tested open-source frameworks to
address the complexities of the implementation phase. We employ the Robot Operating
System (ROS) [4] for developing our robotic software. ROS is a flexible framework that
includes essential tools and libraries, simplifying the creation of complex and reliable
software for various robotic platforms. Although it is not an operating system in
the traditional sense, ROS provides necessary services such as hardware abstraction,
low-level device control, base functionality implementations, message-passing among
processes, and package management. By offering standard functionalities for accessing
hardware devices, component communication, and visualization, ROS establishes a

solid foundation for developing standard robot applications.

ROS is available in two versions of ROS 1 and ROS 2. As shown in Figure 2.1,
these versions have significant differences. ROS 1 uses custom protocols, TCPROS
and UDPROS, instead of the standard TCP/IP and UDP protocols, which are not
optimized for real-time performance and scalability. In contrast, ROS 2 adopts the Data
Distribution Service (DDS) [5], an industry-standard communication protocol for real-
time systems. By incorporating DDS for decentralized discovery and communication
among nodes, ROS 2 eliminates the need for the central master node (ROSCORE) used
in ROS 1. This removal increases reliability by eliminating a single point of failure and

reduces latency that a central communication point can introduce.

ROS 1 employs the Nodelet API, enabling multiple algorithms to run within
the same process. ROS 2 replaces this with intra-process communication, providing
better control over scheduling and prioritization, which significantly reduces latency.
Additionally, ROS 2 introduces Quality of Service (QoS) policies, allowing control over
communication behavior regarding latency, reliability, and priority. ROS 2 also sup-
ports a wider range of operating systems. Due to these advantages, we chose ROS 2

as the primary framework for implementing our pipeline.
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Figure 2.1. Comparison of ROS 1 and ROS 2 Architectures.

The focal point of our work is to demonstrate the application of runtime mon-
itoring and verification within a real-world autonomous driving stack. We chose Au-
toware [6] as our framework because it is a comprehensive, open-source software stack
built on the Robot Operating System, which serves as the foundation for self-driving
car software development. As shown in Figure 2.2, Autoware includes a wide range
of components and functionalities essential for autonomous driving, such as sensing,
localization, perception, planning, and control. These well-defined functionalities pro-
vide a structured framework for autonomy, significantly reducing the complexity of

configuring and tuning the interdependencies of the system’s architecture.

Autoware’s modular design, as shown in Figure 2.2, is a key advantage that allows
developers to selectively use only the components needed for their specific applications

and seamlessly integrate them into custom solutions. This modularity not only en-



hances flexibility but also supports scalability and adaptability, making Autoware an
ideal choice for various autonomous driving projects. Additionally, being built on ROS
2, Autoware leverages the robust communication infrastructure, tools, and libraries of
ROS, further enhancing its capability and reliability in real-world applications. The
extensive community support and continuous contributions to the Autoware project
ensure it remains at the forefront of autonomous driving technology, providing devel-

opers with cutting-edge tools and resources.

— Perception =~ |--e-eee > Planning - . Control <o
: . :
A A A A A A A
Localization
X x X

v
Sensing Map Data Vehicle Interface
A A

....................................................................................................................................

Figure 2.2. General Autoware Design.

2.2. Publish/Subscribe Networks

In this work, we primarily focus on DDS [5] and Zenoh [7] communication pro-
tocols, which are based on the publish/subscribe paradigm and are widely used for

implementing complex real-time systems, particularly in robotics.
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Data Distribution Service (DDS) is an open, data-centric publish/subscribe com-
munication protocol for real-time and embedded systems, standardized by the Object
Management Group (OMG). Unlike traditional message-passing systems, DDS features
a fully decentralized architecture, allowing network participants to automatically dis-
cover each other through a dynamic discovery service, thus eliminating the need for a
central broker. This decentralized approach is particularly advantageous for systems
that require high availability and reliability, as it removes the single point of failure as-
sociated with central brokers. Each DDS participant, whether a publisher, subscriber,
or both, independently maintains the state of the system, leading to a robust and

resilient communication network.

DDS supports a wide range of Quality of Service (QoS) policies, which enable
developers to specify the behavior of data flows in terms of reliability, latency, dura-
bility, and resource usage. These QoS policies allow DDS to address the stringent
requirements of real-time systems, such as those found in autonomous vehicles and
industrial automation. The protocol’s flexibility in adjusting these parameters ensures
that the communication infrastructure can be adjusted to meet specific application
needs, providing the right balance between performance and resource consumption.
Another key feature of DDS is its use of the Common Data Representation (CDR)
format for serializing messages. CDR ensures that data is efficiently encoded and de-
coded, enabling high-throughput and low-latency communication. The interoperability
of different DDS implementations, facilitated by adherence to this standard, allows for
seamless integration of heterogeneous systems. Despite potential challenges related to
the dynamic discovery service, which can become a performance bottleneck with many
participants, various optimization techniques and configurations can be employed to

mitigate this issue.

DDS has been widely adopted as the default middleware for the Robot Operating
System (ROS), a framework extensively used in academia and industry for developing
robotic applications. ROS leverages DDS to handle the communication between its

distributed nodes, benefiting from the protocol’s real-time capabilities and robust data



11

exchange mechanisms. The use of DDS in ROS proves its applicability in diverse
and demanding environments, highlighting its role in advancing the state of the art in
robotic systems. In general, DDS offers a powerful and flexible communication solution
for real-time and embedded systems. Its decentralized architecture, comprehensive QoS
policies, and interoperability make it a preferred choice for many critical applications.
DDS remains a foundation of modern robotic frameworks, enabling reliable and efficient

data exchange across complex and distributed systems.

Eclipse Zenoh is a recently introduced open-source communication protocol op-
erating under the Eclipse Foundation. It leverages both the publisher/subscriber and
client-server paradigms, addressing limitations found in existing protocols like DDS.
Zenoh enables the creation of highly configurable network topologies that can span
beyond a single physical location, facilitating the development of scalable distributed
systems that operate seamlessly across cloud and edge devices. This capability is par-
ticularly important in modern IoT and robotic applications, where the integration of
various devices and systems across different environments is crucial for efficient oper-

ation and data management.

Unlike other protocols, Zenoh does not impose a specific serialization format;
users can choose any format, provided that publishers and subscribers agree on it.
This flexibility allows developers to optimize data serialization based on their spe-
cific application needs, enhancing performance and interoperability. For instance, in
scenarios requiring high-speed data transmission, lightweight serialization formats can
be employed to reduce latency, while more complex formats can be used when data
integrity and richness are important. The absence of a specific type of serialization
format also simplifies integration with existing systems that may already use propri-
etary or specialized data formats, reducing the overhead associated with converting

data between different representations.

Zenoh’s modern, library-oriented design is a significant advantage over more es-

tablished alternatives. It provides a lightweight, efficient, and easily deployable commu-
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nication middleware that can be integrated into a wide range of devices, from resource-
constrained edge devices to powerful cloud servers. This design philosophy aligns with
the current trend towards microservices and containerized applications, where modu-
lar and reusable components are preferred. Zenoh supports various Quality of Service
(QoS) policies, enabling fine-grained control over communication behavior, such as re-
liability, latency, and resource utilization. These features make Zenoh a good choice

for developers looking to build resilient and high-performance distributed systems.

Additionally, Zenoh’s ability to operate over different transport protocols, in-
cluding TCP, UDP, and even shared memory, further enhances its adaptability and
performance. This multi-transport support allows Zenoh to optimize communication
based on the underlying network conditions and application requirements, providing
a robust and efficient communication solution. The extensive documentation and ac-
tive community support under the Eclipse Foundation ensure that developers have
access to the resources they need to effectively implement and leverage Zenoh in their
projects. In general, Zenoh’s innovative features and flexible design make it a powerful
tool for building next-generation distributed systems that require efficient, reliable, and

scalable communication across diverse environments.

The landscape of pub/sub networks extends beyond DDS implementations and
Zenoh. Other popular protocols, such as MQTT and Redis, are widely used, particu-

larly for applications that prioritize flexibility over high performance.

2.3. Modern Container Technology

Containers are lightweight virtualization solutions that can be traced back to
the chroot utility in early UNIX systems. The introduction of isolation features like
namespaces and cgroups in the Linux kernel marked a significant milestone in the
early 2000s, leading to the emergence of various containerization technologies since
then [8]. Namespaces provide isolated views of system resources, ensuring that pro-

cesses within a container cannot see or affect processes outside it. Meanwhile, cgroups
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allow precise control over resource allocation, such as CPU, memory, and 1/O band-
width, among containers. Docker containers [9], later standardized by the Open Con-
tainer Initiative (OCI), have become the most popular containerization technology,
offering a vast ecosystem of user-friendly tools and conventions. Docker simplifies the
process of packaging, distributing, and running applications, making it easier for devel-
opers to create reproducible environments. This standardization has driven widespread
adoption across various industries, from web development to scientific computing, and
has promoted a vibrant community that continually enhances and extends Docker’s

capabilities.

For CPU-intensive tasks, containers can achieve near-native performance. This
is due to the minimal overhead introduced by containerization compared to traditional
virtual machines, which require a full OS stack for each instance. Containers share the
host OS kernel, resulting in more efficient use of system resources and faster startup
times. It is possible to restrict computing resources individually per container, which
simplifies deployment in resource-constrained environments. This granularity in re-
source allocation ensures that applications run efficiently and predictably, even under
varying loads. However, container network isolation can introduce significant overhead
for inter-container communication tasks. This overhead arises from the additional lay-
ers of abstraction required to isolate network traffic between containers. Consequently,
modern container runtimes support multiple networking modes to balance network iso-
lation and performance [10,11]. These modes include bridge networks, host networks,
and overlay networks, each offering different trade-offs between security, performance,
and ease of configuration. By selecting the appropriate networking mode, develop-
ers can optimize containerized applications for their specific use cases, whether they

prioritize security, simplicity, or high throughput.
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3. RELATED WORK

3.1. Design and Implementation of a Robotic Software

In [12], the authors conducted a comprehensive survey on the design, implemen-
tation, and verification of embedded software for robotic applications, with a focus
on mobile robots like self-driving cars. These robots fall into a high-level autonomy
category and face two major challenges regarding testing and verification. First, as
safety-critical applications operating in human-populated environments, they require
stringent correctness guarantees. Second, their complex operational conditions demand
advanced hardware and intelligent algorithms, such as neural networks, which compli-
cate both implementation and verification. This paper highlights challenges relevant to
our work in addressing these issues which is explained in following sections regarding

the design and implementation phases.

3.1.1. Design of Robotic Software:

In this section authors emphasize the need for a unified framework(languages,
IDEs, and APIs) as a synthesis of low-level autonomy modules(e.g perception, control,
planning) and high-level softwares for functionalities like goal specification and fault
tolerance. This unified platform can address the need for systematic design of a com-
plex autonomous robot system which is cumbersome and many-layered. In traditional
understanding two main objectives or specifications for mobile robots were to reach
from location A to B while avoiding obstacles. These two specifications could be cap-
tured via methods like Linear Temporal Logic (LTL) [13] in order to generate a finite
set of robot’s actions over time. Later several approaches like SMT solvers or Mixed-
Integer Linear Programming tools could be used to come up with robot’s trajectories
to complete the mission by determining low-level control polices and high-level motion
plans [14-17]. On the other hand, in modern approaches for a systematic design of

autonomy task, there are several designed platforms like Antlab [18] for controlling
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multiple robots that streams down high level user defined tasks all the way into low-
level robotic sub-tasks like controlling and planing. Antlab provides the user with a
high-level programming environment in which they can specify a sequence of actions
for multiple robots. These tasks are then scheduled and distributed among robots by
a runtime system and then compiled to specific tasks for each of them automatically
without even needing the user to know current state of these robots.

Another important aspect of a systematic design is to involve a monitoring sub-system
to capture the real-time actions of the robot in order to report faulty behaviors and en-
force the system to a fail-safe state. Considering the expectations from and complexity
of current high-level safety-critical robotic systems and their sub-systems(e.g. percep-
tion and planning modules), the need for a more complex monitoring emerges to ensure
the correct perception of environment, execution of plans and enforcement of a fail-safe
behavior. Such a monitoring system can be designed via high-level specification lan-
guages like Regular Expressions and Temporal logic that can satisfy the requirements of
a complex monitoring [19,20] by providing a pattern about temporal, quantitative infor-
mation of parameter space of a robotic system like how the value of a sensor in different
intervals has changed. One sophisticated approach is to generate the monitoring system
as a network of individual modules for the sake of temporal logic [21], timed specifica-
tions [22], quantitative [23], and parametric specifications [24,25]. However the design
of a monitoring system as a network of modules provides an abstractive composition of
specifications that offers better extensibility and several other advantages [26,27], the
tools that implemented such monitoring system like [28-31] are developed in different
programming languages and have different interfaces that complicates the monitoring
task. Therefore there is still need for a comprehensive general framework that handles
all monitoring tasks at once as a whole. ROSMOP [29] is a general software monitoring

framework that constitutes from a set of softwares handling all specifications together.

3.1.2. Implementation of Robotic Software:

Besides a fault tolerant and safe design of the system, implementational details

also play a big role in the correctness of the system which can be considered by choosing
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the right hardware to run the even complex code and algorithms like neural networks
which are energy consuming and are of high space complexity and also need an op-
timized software to handle the concurrency and parallel executions. Finite precision
arithmetic in which the results of calculations are limited to a finite number of sig-
nificant digits can also reduce the amount of memory and time needed to perform
operations which in turn makes it suitable for computer vision and robotic applica-
tions. Finite precision arithmetic can be used to implement robot’s feedback controller
software. As an example [32], employing an stochastic optimization approach [33],
designs a controller that can minimize state and control costs alongside minimizing
the error in finite precision implementation of the controller. Another application of
finite precision arithmetic is to come up with an optimal compilation scheme for feed-
back controller software. As an example, [34] uses a genetic programming technique
to minimize controller error using fixed-point arithmetic in which the range of soft-
ware’s output error is defining the fitness score. However the non-linear complexity
of some robotic systems’ controller still remains as verifying/synthesizing challenge of
neural-network based controllers [35] lack stability, abstractive interpretation [36] lacks
precision, and reduction to SMT problem [37] lacks scalability for complex systems.

Another issue in implementation phase of a robotic system is to come up with a reliable
scheduling algorithm which is very related to the existing hardware components used
in multi-core, heterogeneous computer architectures in order to meet the computation-
ally intensive requirements of autonomy software modules. In general a safety-critical
application should provide a perfect compatibility between autonomy software, un-
derlying real-time operating system and hardware; [38] conducts a survey for this
objective. Another work [39], Implements an autonomy software module along with
its Predictable Execution model (PREM) that reaches less Worst-Case Execution Time
(WCET) via scheduling the program into compute and memory phases. Worst-case
execution time is an important issue which fluctuates depending on the hardware that
algorithms are executed on; this fact emerges a need to know the behavioral patterns
of individual hardware in order to have a better estimation about temporal correctness
related parameters. [40], and [41] provide surveys around the issue for GPU applica-

tions in general and specifically NVIDIA GPUs respectively that facilitates the process
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of choosing the right hardware for application specific purposes.

Finally, to wrap up the aspects of an efficient implementation for a safety critical robotic
application, the issue of how to implement neural networks has to be mentioned. Neural
networks are prevalent in robotic realm due to their good performance. Because these
algorithms consume too much computational, memory, and energy resources, their im-
plementation must remain efficient. On the other hand, from monitoring perspective

regardless of algorithms’ efficiency, their consumption must be estimated.

3.2. Runtime Verification Containers for Publish/Subscribe Networks

Various runtime verification frameworks have been proposed in the literature,
offering diverse runtime monitors and checks for publish/subscribe networks, particu-
larly for the Robot Operating System (ROS). The first version of ROS used a custom
pub/sub protocol, while ROS 2 utilizes the DDS protocol. Early efforts to apply run-
time monitoring to ROS-based applications include the ROSRV framework [42] and
[43]. Monitoring has been identified as a promising direction for robotics [12]. The
work in [44] and the framework in [45] focus on supporting components for monitor-
ing, while code generation from requirements and specifications is explored in [46].
Temporal logic monitoring on ROS has been investigated in [47]. However, these
approaches lack viable strategies for integration into industrial workflows. Recently,
a comprehensive survey on runtime verification in the ROS ecosystem was presented

in [48].

Containerization and microservices architectures have gained significant traction
in robotic applications [49-51]. Similarly, the automotive industry is transitioning to
software-defined solutions, as seen in industrial consortia like Eclipse SDV [52] and
SOAFEE [53]. The overhead of system virtualization in robotic and automotive appli-
cations has been studied in [54]. The granularity of containerization is also a concern,
with a comparative study presented in [55]. Real-time and mixed-criticality containers
are another important topic, as standard containers do not offer real-time guaran-

tees. In [56], the authors study real-time schedulers for Kubernetes orchestration in
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robotic applications, but their container and system monitoring is limited to basic
health checks, unlike the functional system properties that a runtime verification tool

can provide.
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4. CONTAINERIZATION

This chapter outlines our approach to containerizing an existing specification
based runtime verification tool. Reelay is an online runtime verification library de-
signed to monitor message streams against past-time metric and first-order temporal
logic specifications [57]. Previous works have mainly focused on demonstrating the
performance of online monitoring using logfile-based Timescales benchmarks [58]. In
contrast, we explore several containerized architectures that integrate runtime verifi-

cation functionality and evaluate their performance, as detailed below.

4.1. Target Architectures

The central element in our architectures is the runtime verification engine con-
tainer. This container houses an executable that employs the Reelay library and the
appropriate pub/sub API for the selected communication protocol, such as DDS or
Zenoh. The executable subscribes to designated topics, processes each incoming mes-
sage with the RV engine, and then publishes the resulting verdict message. By default,
Reelay monitors read JSON strings, and both DDS and Zenoh networks support the
transmission and reception of these strings. Figures 4.1, 4.2, 4.3, 4.4 depict the con-
tainer architectures examined in this work for performance evaluation and case studies.
We begin with a straightforward benchmarking setup shown in Figure 4.1 , where the
benchmark publisher component sends simulated data messages in JSON format on a

specific topic.

The second setup, shown in Figure 4.2, represents a typical application configura-
tion involving multiple participants, with the RV container integrated into the network
as an additional participant. Publish/subscribe networks generally use asynchronous
communication, while runtime verification tools like Reelay require a strictly synchro-
nized message stream. To address this, we incorporate an adapter component, which

is our monitoring ROS2 node, between the RV container and the publish/subscribe
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network. This monitoring node consolidates and synchronizes messages from the sub-
scribed topics into a single topic for the RV container to subscribe to. We will elaborate

on the implementation of this approach and its current limitations in Chapter 6.

Figures 4.3 and 4.4 depict our multi-network setup for benchmarking and appli-
cations. Given the widespread use of the DDS protocol and the emerging potential of
Zenoh, we primarily focus on the DDS-to-Zenoh scenario where the system operates
on DDS and the runtime verification component functions on Zenoh. In these setups,
we utilize a bridge component to translate messages between the two protocols. While
this introduces some overhead, it is a common scenario when dealing with containerized
pub/sub networks. Additionally, in native Zenoh networks, participants can discover
each other using multicast, a feature not available for containers. Therefore, a Zenoh

router is required unless participants are aware of each other’s network addresses.

Runtime
Benchmark
Verification
Publisher
Engine

Pub/Sub Network

Figure 4.1. Single Pub/Sub Network for Benchmarks.
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Monitoring . .
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o Node .
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Figure 4.2. Single Pub/Sub Network for Apps.
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4.2. Container Networking Modes

Networking overhead between containers can be excessively high for applications
that require high frequency and throughput, as the added layers of abstraction and iso-
lation can introduce latency and reduce data transfer rates. To address this, container
runtimes offer various networking modes that allow users to balance performance and
isolation requirements. Docker containers, for example, support several networking
modes including bridge, host, ipvlan, macvlan, and direct one-to-one connections be-
tween containers. The bridge mode, which is the default networking mode in Docker,
creates a private internal network on the host where containers can communicate with
each other through a virtual bridge. While it provides a good balance between usability
and isolation, it may not offer the best performance for high-throughput applications.
The host mode removes the network isolation between the Docker container and the
Docker host, allowing the container to use the host’s networking directly, thus reducing
latency but at the cost of reduced isolation. Ipvlan and macvlan modes enable con-
tainers to have their own network interfaces, which can improve network performance
and allow for more flexible network configurations. Direct one-to-one connections, of-
ten implemented using techniques like container-to-container networking or container-
specific virtual network interfaces, can provide the highest performance by minimizing
the layers of network abstraction and reducing the overhead associated with packet
processing. By selecting the appropriate networking mode, developers can fine-tune
their containerized applications to meet the specific needs of their workloads, whether

they prioritize maximum performance, security, or a balance of both.

4.3. Container Orchestration

We utilize Docker Compose (docker-compose) to manage multi-container appli-
cations. This tool simplifies the orchestration of applications that depend on several
containers operating together. Docker Compose allows for the declarative specification
of services, network settings, data volumes, and other dependencies within a single

YAML file, typically named compose.yml. This centralized configuration file makes
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it easy to define and run multi-container Docker applications, reducing the complex-
ity involved in manually managing individual containers. By using Docker Compose,
we can ensure that all the necessary containers are started in the correct order, with
the appropriate network configurations and shared volumes, thereby streamlining the
development and deployment processes. This is particularly beneficial for handling
the multiple container configurations examined in this study, as it allows for consistent
and reproducible environments across different stages of development and testing. Fur-
thermore, Docker Compose supports various features such as scaling services, defining
environment variables, and setting up health checks, which enhance the robustness and
flexibility of the container orchestration process. By leveraging these capabilities, we
can efficiently manage the intricate dependencies and interactions between containers,

ensuring optimal performance and reliability of the overall application.

4.4. Multi-stage Container Build

Multi-stage container builds are an effective technique for creating small and
efficient container images. Given that containers are frequently downloaded online,
minimizing container size is vital for optimizing deployment times and reducing band-
width usage. This technique separates the build and runtime environments within a
single container file, allowing developers to include only the necessary dependencies
and artifacts in the final image while excluding unnecessary build tools and interme-
diate files. By discarding these elements after the build phase, multi-stage builds can

significantly reduce the overall image size.

In a multi-stage build, each stage within the Dockerfile can use a different base
image and have its own set of instructions, allowing for a clean and organized build
process. The initial stages are typically used to compile the application, run tests, and
package the application, while the final stage contains only the essential components
needed to run the application. This results in a final image that is not only smaller
in size but also more secure, as it contains fewer components that could potentially

introduce vulnerabilities.
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By leveraging multi-stage builds, developers can streamline the development
workflow, as each stage can be independently optimized and maintained. Additionally,
this approach promotes better practices in container image creation by encouraging
the separation of concerns and modularity. The ability to create lean and efficient
containers ultimately leads to faster deployments, lower bandwidth consumption, and
reduced storage requirements, making multi-stage builds an essential technique for

modern containerized applications.
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5. CONTAINERIZED NETWORK PERFORMANCE
EVALUATION

Throughput and latency measurements are essential metrics for evaluating the
performance of networked applications. Network throughput refers to the rate at which
data is successfully transmitted over a network connection, usually measured in mes-
sages per second or megabits per second. Network latency, often defined as half the
total time for a message round-trip, involves sending a message to another participant
and having that participant immediately respond with another message. These metrics
illustrate the network’s data-carrying capacity and responsiveness. Throughput and
latency are influenced by various factors that affect real-world data transfer, including

network congestion, protocol overhead, and processing delays.

The delivery guarantee for pub/sub messages is crucial for safety-critical runtime
verification applications where data loss could have severe consequences. To address
this, we use DDS with Reliable4+KeepAll quality of service (QoS) settings, ensuring that
all published messages are delivered to subscribing participants. Similarly, Zenoh offers
reliable QoS settings, which we enable in our experiments. The protocols’ versions and
configurations are detailed as follows: For the DDS experiments, we utilize the Eclipse
CycloneDDS implementation (cyclonedds v0.10) from distribution repositories. For
the Zenoh experiments, we use the C library bindings (zenoh-c¢ v0.10.2-rc) and the
Zenoh-DDS bridge plugin of the same Zenoh version. All benchmarks are performed

on a computer with the following specifications:

CPU: Intel(R) Core(TM) i7-10750H CPU @ 2.60GHz, 12 cores

Memory: 32GB RAM

GPU: NVIDIA GeForce RTX 2060

Network: Intel Corporation Wi-Fi 6 AX201 & Realtek RTL8111/8168/8411 PCI

Express Gigabit Ethernet Controller
Kernel: Linux (5.15.0-105-generic)
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e Operating System: Ubuntu Linux 22.04

We present our baseline performance experiments for the Zenoh and DDS pro-
tocols in Section 5.1. Section 5.2 details our experiments with runtime verification
containers, demonstrating their performance in comparison to the baseline and non-

networked settings.

5.1. Baseline Experiments in Containers

For our baseline DDS experiments, we use the industry-standard ddsperf utility to
measure DDS performance. For the baseline Zenoh cases, we utilize custom Zenoh ap-
plications from the Zenoh C repository [59] to measure throughput and latency. These
applications provide fine-grained control over message payload size and frequency, en-
abling comprehensive benchmarking. We containerize these applications using Docker
and orchestrate them with the docker-compose utility to test various message param-
eters and container network modes. Below, we present the performance results from
these experiments. These experiments belong to two different architectures which are
shown in Figures 5.1 that depicts the single-protocol benchmarking scenario and Figure
5.2 which outlines the multi-protocol scenario in our baseline experiments combining

both Zenoh and DDS protocols in the benchmarking process.
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The throughput measurement in Figure 5.3 shows the expected decrease in mes-
sages per second for the DDS protocol as the payload size increases. However, for very
small messages, the performance stays constant because the protocol overhead is more
important. Figure 5.4 shows the throughput in bits per second for the DDS proto-
col, giving another view of data transmission efficiency. Similarly, Figure 5.5 shows the
throughput in messages per second for the Zenoh protocol. Zenoh follows a similar pat-
tern to DDS, with declining message counts as payload size increases, but starts with
about twice as many messages. This indicates that Zenoh can support much higher
throughput for smaller message sizes. Finally, Figure 5.6 shows the throughput in bits
per second for the Zenoh protocol, highlighting its ability for efficient data transmis-
sion. Notably, container network modes have a substantial impact on the throughput
performance of containerized pub/sub networks in these benchmarks. Cases with no
network isolation (host, direct) perform significantly better than those with full (bridge)
or partial (ipvlan, macvlan) network isolation. The Zenoh protocol outperforms others,
achieving rates of 4M msg/s for small messages and sustaining 2M msg/s for medium-
sized messages. In comparison, CycloneDDS reached rates of up to 1M msg/s in our

experiments.

The latency measurement plots in Figure 5.7 and Figure 5.8 reveal an interesting
phenomenon in pub/sub networks, exhibiting two distinct behavior regimes based on
message frequency—Ilow-frequency and high-frequency. This phenomenon, previously
reported in [60], is reproduced in our containerized setup across all networking modes.
Latency for low-frequency messages can reach up to 300 microseconds for both DDS
and Zenoh, while at higher frequencies, latency drops to around 20 microseconds.
In our experiments, the threshold appears to be between 1K and 10K messages per
second. The sharp change in latency is attributed to context switching within the
operating system; high-frequency messaging keeps the process active, preventing the
OS from putting it to sleep and avoiding the costly wake-up operation for new messages.
Additionally, we observed that Zenoh protocol latency values were more consistent
across different network modes. Although DDS generally outperforms Zenoh in terms

of latency, this advantage diminishes under network isolation.
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Finally, we present our benchmark results for the cross-protocol DDS-to-Zenoh
case in Figures 5.9, 5.10, and 5.11, where Zenoh network subscribers can receive mes-
sages from DDS network participants. This setup is facilitated by an additional par-
ticipant known as the Zenoh-DDS bridge, which performs the necessary translation
between networks by subscribing to specified topics on one network and publishing
them to the other. It’s important not to confuse this with the bridge container net-
work mode discussed earlier. This scenario is particularly relevant as many legacy
systems currently use DDS-based architectures and won’t transition to a new pub/sub
framework like Zenoh immediately, despite its promise for new applications. This con-
sideration also applies to our context, where we recognize the need to monitor DDS

networks while developing our runtime verification application on Zenoh.
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5.2. Runtime Verification Experiments in Containers

This section outlines our performance evaluation of containerized runtime veri-
fication applications. We utilize the Reelay library, designed for online monitoring of
Metric Temporal Logic (MTL) formulas. In our experiments, Reelay is containerized
as a subscriber to listen to a single pub/sub topic that streams propositional values
for atomic propositions within formulas. On the publisher side, we use a custom par-
ticipant to publish messages to the pub/sub network one by one, after reading them
from Timescales benchmarks, which are commonly used to assess MTL monitoring
tools” performance. Reelay expects JSON-formatted messages as propositional values
by default, so we use JSON strings as the message payloads. Timescales messages are
small, containing at most four propositional values, resulting in JSON strings no larger

than 32 bytes.

We containerize Reelay as standalone CycloneDDS and Zenoh participants that
subscribe to a dedicated topic and expect JSON-formatted strings as inputs. The con-
tainer requires an MTL formula to operate, where the names of propositional atoms
in the formula must match the names of Boolean fields in the JSON document. At
startup, the Reelay library constructs a runtime monitor inside the container and up-
dates the monitor state with each incoming message from the network. Reelay monitors
are designed to require a strict time ordering of input messages, so we must ensure syn-
chronization and ordering of these propositions if they originate from different pub/sub

topics before feeding them to the runtime monitor.

We present our latency measurements for the runtime verification case in Fig-
ures 5.12, and 5.13. These measurements capture the time from message publishing
to when the runtime monitor publishes the current verdict back to the network. We
observe an additional wake-up delay of 100 microseconds. Notably, the actual pro-
cessing delay attributable to the Reelay runtime verification functionality is likely less
than 1 microsecond for these benchmarks, making it visually indistinguishable in the

plots. Nevertheless, this measurement is valuable as it provides insights for accurately
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predicting the overhead of runtime monitors, especially when used in feedback loops

for real-time processes.

Table 5.1 illustrates the performance overhead of pub/sub networking and con-
tainerization compared to reading propositional values directly from local log files. We
benchmark Reelay containers using Timescales benchmarks for DDS and Zenoh pro-
tocols across various container network modes. The table displays the total processing
times when replaying each Timescales log file through the pub/sub network. The fi-
nal column provides Reelay’s raw performance when accessing data directly from local
files, serving as a baseline for comparison. As expected, there is a noticeable increase
in processing time due to pub/sub networking and containerization compared to di-
rect local file access. Additionally, the results indicate that this overhead might be
relatively lower for more complex MTL formulas, suggesting the potential for runtime

verification containers to host multiple properties more efficiently.

These performance values align with our baseline performance benchmarks. In
terms of throughput, Zenoh outperforms CycloneDDS and comes closer to non-networked
tests. However, in these application experiments, we did not find compelling evidence
to justify trading off container network isolation, as the two extreme networking modes
showed similar performances. This distinction might not be significant for real-world

applications, particularly for compute-intensive tasks, as discussed in Chapter 6.
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Table 5.1. Runtime verification container performance on pub/sub networks.

CycloneDDS Zenoh Filesystem

Bridge Host Bridge Host Local

AbsentAQ10 1.56 1.38 0.71 0.72 0.39
AbsentAQ100 1.55 1.35 0.64 0.67 0.36
Absent AQ1000 1.54 1.37 0.65 0.68 0.36
AbsentBQR10 1.54 148 0.82 0.80 0.52
AbsentBQR100 1.49 1.46 0.73 0.74 0.48
AbsentBQR1000 1.50  1.50 0.74 0.74 0.48
AbsentBR10 141 1.39 0.66 0.70 0.42
AbsentBR100 1.39 1.37 0.67 0.73 0.42
AbsentBR1000 1.40 1.38 0.66 0.67 0.42
RecurGLB10 1.35 1.35 0.63 0.69 0.30
RecurGLB100 1.32  1.31 0.58 0.61 0.23
RecurGLB1000 1.34  1.33 0.56 0.56 0.22
RespondGLB10 1.54 1.50 0.83 0.85 0.56
RespondGLB100 1.50 147 0.89 0.91 0.46
RespondGLB1000 1.51 1.44 0.80 0.89 0.45
AlwaysAQ10 1.42  1.41 0.66 0.65 0.38
AlwaysAQ100 1.41 143 0.65 0.63 0.35
AlwaysAQ1000 143 1.39 0.64 0.64 0.34
AlwaysBR10 1.42 141 0.67 0.69 0.40
AlwaysBR100 1.43 140 0.74 0.74 0.42
AlwaysBR1000 1.44 1.39 0.66 0.67 0.42
AlwaysBQR10 1.58 1.50 0.74 0.74 0.51
AlwaysBQR100 1.52 147 0.77 0.78 0.47
AlwaysBQR1000 1.58 1.46 0.75 0.74 0.46
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Table 5.1. Runtime verification container performance on pub/sub networks. (cont.)

CycloneDDS Zenoh Filesystem

Bridge Host Bridge Host Local

RecurBQR10 1.59  1.57 0.79 0.77 0.62
RecurBQR100 1.58 1.57 0.79 0.79 0.56
RecurBQR1000 1.57 1.54 0.78 0.78 0.54
RespondBQR10 1.79 1.74 0.93 0.91 0.84
RespondBQR100 1.83 1.66 0.88 0.93 0.74
Respond BQR1000 1.79 1.71 0.87 0.90 0.74
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6. AUTOWARE CASE STUDY

This case study introduces two example deployment configurations to assess the
feasibility of using runtime verification containers in practical applications. Specifically,
we deploy the Autoware autonomous driving stack [6] and the Carla simulator [61] for

our evaluation.

Autoware is a comprehensive, open-source software stack based on ROS 2, com-
prising over 250 ROS packages that are crucial for the sensing, perception, localization,
planning, and control aspects of autonomous vehicles. A typical Autoware setup can
create a network with nearly 100 DDS participants engaged in compute-intensive tasks
such as object detection and collision avoidance. In contrast, Carla is an autonomous
driving simulator built on Unreal Engine. The simulator inherently uses a client-server
architecture and does not employ a pub/sub network internally. However, it can in-
teract with external programs via its C++ and Python APIs. Both software stacks
are resource-intensive in terms of compilation, deployment, and execution, posing chal-
lenges for setting up an autonomous driving testing environment. Consequently, con-
tainers and containerization technologies prove to be highly beneficial in managing this

complexity.

Our initial deployment setup, depicted in Figure 6.1, involves running Autoware,
the Carla simulator, and the Reelay runtime verification engine on a single host ma-
chine. This straightforward configuration minimizes network overhead, making it ad-
vantageous for early development and testing phases where performance optimization
is not yet critical. However, this setup necessitates a robust workstation and may not
scale effectively for more complex scenarios with high resource demands. Additionally,
the DDS network has a participant limit of 120, meaning this configuration is already

close to its capacity. This setup is belonging to the architecture depicted in Figure 4.2.
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Figure 6.1. Container Deployment Setup Using a Single Host Machine.

Alternatively, we investigate a second deployment setup, depicted in Figure 6.2,
where Autoware and the simulation /verification components are run on separate host
machines. Although this setup is more complex and introduces additional networking
overhead, it offers the advantage of isolating the system under test (Autoware) from
the testing environment. This separation can be particularly beneficial or necessary
when the deployment platform differs from the development environment. To facilitate
this, we incorporate the Zenoh-DDS bridge on the first host, leveraging Zenoh’s flexible
configuration options to finely control message flow between hosts. This allows us to
permit or restrict specific topics, giving the system architect greater control and poten-
tially reducing network bandwidth usage. This setup is belonging to the architecture

depicted in Figure 4.4.

The final element of these architectural setups is the monitoring node, which is

also responsible for synchronizing messages. This will be elaborated in the next section.
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Figure 6.2. Container Deployment Setup Distributed Over Two Host Machines.

6.1. Monitoring Node Participant

A significant challenge in Autoware and similar distributed software stacks is the
absence of synchronization across message streams. As pub/sub participants oper-
ate independently and exchange data asynchronously, it is difficult to ensure that all
participants share a unified system view. This is especially problematic for runtime

verification tools like Reelay, which require a synchronized input message stream.

To tackle this challenge, we developed a ROS Monitoring Node participant re-
sponsible for message synchronization that can be deployed alongside other Autoware
nodes. This node plays a vital role in facilitating runtime verification by dynamically
analyzing system behavior, ensuring adherence to specified predefined properties and

requirements throughout execution.

Our Monitoring ROS package encapsulates two different ROS sub-packages: one
for creating a custom ROS message for our monitoring node to publish to reflect the

behavior of our simulated vehicle under experiment, and the other for the functionality
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of the node itself. Inside the custom message file, we can include any set of messages
belonging to either built-in ROS or Autoware messages. In our case, we include nine
messages from the autoware_auto_vehicle_msgs and tier4d_external api_msgs packages.

These message topics and their corresponding packages are listed in Table 6.1.

In the second sub-package, we implement the monitoring node itself. Upon ini-
tialization, the monitoring node subscribes to relevant ROS topics to gather perti-
nent data for verification by capturing a snapshot of the vehicle’s operational status.
Alongside these topics, the monitoring node also subscribes to the clock topic from
the rosgraph_msgs package to encapsulate the current simulation time, providing the

timestamp of the message to be published by the node.

After collecting data, the monitoring node synchronizes messages from different
topics using the ApproximateTime policy from the message filters library. Unlike the
ExactTime policy, ApproximateTime does not require messages to have identical times-
tamps. Instead, it synchronizes messages with slightly varying timestamps, regardless
of their arrival time, ensuring that messages experiencing arbitrary network or pro-
cessing delays can still be synchronized. This policy identifies the best match for a set
of messages based on their timestamps without needing a predefined time difference
threshold. Each message is used only once, creating contiguous synchronization sets
with no unused time between consecutive sets, thereby ensuring tight synchronization
and minimal delay. However, a limitation of the ApproximateTime policy is that it can
synchronize a maximum of nine messages by design. Consequently, our synchronizer
subscribes to nine different messages from two distinct Autoware packages, generated
and published by the Autoware stack, to verify the vehicle’s current operational status
in simulation. After synchronization, these messages are unified and published under

a dedicated runtime verification topic in the network.

Users can select any subset of messages from Table 6.1 for subscription, with the
collected data publishable as either a ROS custom message or serialized into a flat

JSON format. These specific messages were chosen because they encompass crucial
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Table 6.1. Evaluation of deployment setups.

Package Name Message Setupl  Setup2
autoware_auto_vehicle msgs SteeringReport 25.10 23.55
autoware_auto_vehicle msgs GearReport 25.02 23.69
autoware_auto_vehicle msgs ControlModeReport 24.95 22.59
autoware_auto_vehicle msgs TurnIndicatorsReport 24.88 22.68
autoware_auto_vehicle msgs HazardLightsReport 25.07 23.70
autoware_auto_vehicle msgs Engage 9.95 7.95
tier4_external _api_msgs FailSafeStateStamped 9.95 7.84
tier4_external _api msgs Emergency 10.05 8.90
tier4 external api msgs VehicleStatusStamped 4.99 2.97

vehicle state and control parameters such as steering angle, gear position, control mode,
turn indicators, hazard lights, and engagement status. These parameters are vital for

assessing the vehicle’s maneuverability, control state, and signaling system.

Safety-related messages like FailSafeStateStamped and Emergency are included
to monitor the vehicle’s response to potential faults or hazardous conditions, ensuring
appropriate handling of unexpected situations. The VehicleStatusStamped message

offers a comprehensive overview of the vehicle’s overall status.

By synchronizing and analyzing these messages, the monitoring node can accu-
rately depict the vehicle’s operational state in real-time. This capability is particularly
valuable for testing and verifying complex maneuvers, safety-critical decision-making,
and the vehicle’s interactions with dynamic environments. For instance, during an
emergency braking scenario, the synchronizer ensures that the Emergency message is

correctly correlated with the vehicle’s braking and signaling actions.

The publishing rate of the monitoring node is significantly influenced by the
frequency of the messages it subscribes to, which can be as low as three msg/s, as
indicated in Table 6.1. Due to limitations imposed by simulation speeds, we have

not conducted extensive performance tests like those in Chapter 5. However, our
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observations suggest that the overhead of the Reelay verification tool on communication

is minimal at these publishing rates.

6.2. Evaluating Deployment Setups

In our deployment experiments, we tested both setups. The first setup resulted
in a very low simulation speed, dropping to as low as five frames per second on the
machine specified in Chapter 5. While the setup remains functional at these speeds, it
raises concerns about the practicality of the simulation. Early-stage simulation-based
testing relies heavily on visualization, where engineers visually validate scenarios. Such

low performance hinders these development workflows.

For the second setup, we implemented a distributed approach using an additional
machine with specifications identical to the initial one. This setup offloads some com-
putationally intensive tasks to the second machine, resulting in enhanced simulation
speed and a smoother visual experience for the engineer. As anticipated, simulations
run more smoothly, and the runtime verification engine subscribes to the synchronized
topic. Containerization is vital for ensuring flexibility and modularity within these
deployment configurations. Moreover, migrating between these configurations would

be significantly more challenging without containerization.
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7. CONCLUSION

In this thesis, we presented a comprehensive exploration of containerized runtime
verification solutions within publish/subscribe networks, particularly focusing on their
application to complex real-world systems like autonomous driving stacks. Our research
began with the design and implementation of a real-time functional monitoring system
capable of observing the behavior of an autonomous vehicle in a simulated environment.
This system provides real-time feedback on both internal vehicle states and external
environmental conditions, aligned with user-defined specifications, thereby ensuring

targeted and effective monitoring for various testing scenarios.

We then introduced a containerized approach to integrating runtime verification
applications within pub/sub networks, facilitating seamless communication with other
participants in our distributed ecosystem. To thoroughly assess the performance of
these runtime verification tools, we conducted a series of experiments across varying
levels of complexity. Our initial baseline performance evaluations focused on measuring
the inherent networking capabilities of containerized pub/sub network participants in
a minimalistic setup, without additional participants that could introduce networking
overhead. These evaluations provided a foundational understanding of the network’s

performance under standard conditions.

Building on this, we containerized a specification-based runtime verification tool
and re-evaluated its performance within the pub/sub network. This step was crucial
in understanding how the inclusion of runtime verification impacts the overall ecosys-
tem’s networking efficiency. Finally, we conducted a real-world case study centered
on autonomous driving, where we integrated the runtime verification tool along with
a containerized autonomous driving software stack and a containerized photo-realistic
simulation. These experiments were executed across different hardware setups to assess
the performance of runtime verification within a computationally intensive environ-

ment, providing a comprehensive evaluation of the entire system’s performance under
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realistic conditions.

Key findings from our research highlight the significant efficiency gains achieved
through the use of runtime verification containers. By grouping related properties into
cohesive containerized units, we enhanced synchronization efficiency and reduced over-
all system complexity. This approach proved particularly beneficial in high-participant
environments, such as those found in autonomous driving systems, where the deploy-
ment of multiple containers to manage functional properties and verify system behavior

in real-time became both feasible and advantageous.

Our exploration also revealed the potential advantages of pull-based subscrip-
tions within pub/sub networks, which could offer increased efficiency and reliability for
runtime verification components. While our experiments were limited to push-based
subscriptions, the potential for pull-based approaches to enhance network throughput

and reduce unnecessary data transfer suggests a promising area for future research.

Furthermore, we underscored the importance of flexible message formats, such
as protobuf and flatbuffers, in optimizing verification processes. Zenoh’s support for
diverse wire formats, in contrast to the more rigid DDS implementations, provides
an opportunity to improve performance and resource utilization within the runtime

verification framework.

Containerization has proven to be a powerful tool for managing and verifying
complex software stacks, offering significant benefits in terms of deployment flexibility,
management simplification, and adaptability to evolving verification requirements. As
demonstrated in our case studies, containerized environments enhance both the devel-
opment and operational phases, making them a critical component in the future of

real-time monitoring and verification systems.

Future work should focus on refining these methods and addressing current lim-

itations while exploring the potential of emerging technologies. Key areas for further
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investigation include developing and documenting support for pull-based subscribers
to optimize network throughput and reduce unnecessary data transfer, and integrating
more complex and varied temporal logic specifications into containerized runtime ver-
ification. Additionally, expanding the application of containerized monitoring systems
to other domains, such as industrial automation and IoT, will be crucial for broadening

the impact of these technologies in increasingly complex and distributed systems.
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