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Abstract
Software-Defined Networking stands as a pivotal technology in attaining the essential levels of flexibility and scalability
demanded by pervasive and high-performance network infrastructure required for digital connected services. Nonetheless,
its disaggregated and layered architecture makes it open to the time-based fingerprinting attacks. Besides, limited flow table
capacity of the switches alleviates table saturation attacks. In this paper, an automated attacker tool called TASOS is proposed
to infer flow table utilization rate, size and replacement algorithm. With this set of information, the attacker can conduct
intelligent saturation attacks. Furthermore, a lightweight defense mechanism (LIDISA) for proactively deleting flow rules is
described. A comprehensive simulation setup with different network conditions shows that the proposed techniques achieve
superior success rate in diverse settings.

Keywords SDN security · Fingerprinting · Reconnaissance · Denial of service attack · Saturation attack

1 Introduction

Next-generation networks are envisioned to cultivate the
future of a universally connected, data-intensive, and intel-
ligent society. Serving this pivotal goal, Soft-ware-Defined
Networking (SDN) integrates programmability as an inher-
ent attribute of networks, ushering in automation and
enhanced flexibility in network management by decoupling
the control plane from the data plane. In contrast to traditional
networks, SDN empowers a central controller to dynami-
cally program the data plane and execute applications and
network policies with a precise granularity of information,
enabling the efficient steering and control of network traffic.
Nonetheless, the improved flexibility and control achieved
via SDN are accompanied by new security vulnerabilities,
such as control plane saturation attacks [1]. Thus, the realiza-
tion of SDN’s full potential is hampered by security concerns,
challenging its widespread practical implementation. Con-
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sequently, the security of SDN constitutes a dynamic and
multifaceted domain of research [4, 7, 9, 13, 18, 33].

One of the primary threat vectors within the data plane
is the flow table of SDN switches. Due to constraints
such as high power consumption and cost, commercial
SDN/OpenFlow switches possess restricted flow table capac-
ities, typically ranging from hundreds to thousands [25]. This
capacity is often inadequate for managing the millions of
flows commonly encountered in enterprise and data center
networks [40]. It is evident that future switches are expected
to support larger flow tables. However, the efficiency of flow
table management remains a significant concern. This is
particularly important because TCAMs (Ternary Content-
Addressable Memory) consume much more power and are
costly, e.g., reported as approximately 100 timesmore power-
hungry and expensive compared to conventional RAM in
[11].

In SDN, given that switches are relatively simplistic
devices, they rely on communication with the controller to
handle packets that do not align with any existing flow rule.
This communication method can be exploited by attackers
in various manners. A notable instance of such an attack
involves targeting an SDN switch with the aim of over-
whelming its flow table by generating traffic that leads to
numerous new flow table entries. Additionally, if the attacker
can ascertain the TCAM size of the switch and flow table
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replacement algorithm, they can fine-tune the flow genera-
tion rate to overwhelm the switch with a minimal number of
packets efficiently. This restricted packet generation benefits
the attacker in terms of performance and reduces the risk of
detection before the attack accomplishes its objective.

To assess whether a network is vulnerable to these attacks,
an attacker needs to establish whether it operates as an SDN
and gather relevant information. One method for identifying
an SDN is to exploit the concept of First Packet Processing
Time (FPPT), which is defined as the variation in Round-Trip
Time (RTT) between the first and second packets of a novel
unmatched flow. These techniques are commonly referred to
as SDN fingerprinting and are often followed by methods
aimed at determining pertinent SDN characteristics, such as
flow rule timeout values, flow match fields, active flow rules
and flow table capacity [2, 5, 8, 10, 14–16, 21, 25, 26, 35,
39, 40].

Following SDN fingerprinting, attackers can transition
from the reconnaissance phase to the subsequent stages of
the cyber kill chain and execute attacks that, in the most
dire scenarios, have the potential to result in the complete
shutdown of the entire network by utilizing the fingerprint-
ing information. Nonetheless, it is essential to recognize that
SDN fingerprinting research remains in its nascent stages
with the integration of this technology into diverse network
infrastructures and predominantly centers on the attacker’s
perspective, specifically on methods to extract increasingly
reliable data from networks. Strategies for preventing attack-
ers from gaining access to such information in the first place
are seldom explored.

In our previous work [34], we inferred network type
(SDN or traditional) and flow timeout values (hard and idle).
Besides, a lightweightmechanism that adjusts timeout values
to increase complexity and costs for attackers was proposed
for defense. Likewise, our new research covers both offen-
sive and defensive techniques regarding SDN fingerprinting,
and their effectiveness is assessed through simulation-based
experiments. The principal contributions of our work can be
summarized as follows:

• A comprehensive and automated module for conducting
flow table saturation attacks, named Table Analyzer and
Saturation Orchestrator for SDN (TASOS). This module
effectively fingerprints flow table-related details, includ-
ing size, utilization rate and replacement policy, enabling
the execution of efficient saturation attacks using this
information.

• Extensive simulations of TASOS demonstrate the high
accuracy and adaptability of these proposed methods
across various network conditions.

• Development of an agile and dynamic defense mech-
anism that enhances the complexity and expenses for

Fig. 1 SDN packet processing flowchart

attackers by adjusting flow table attributes in response
to changes in network status.

The structure of this paper is as follows: We begin by pre-
senting fundamental aspects of SDN relevant to this work in
Sect. 2. Subsequently, we delve into a discussion of related
work in Sect. 3. This is followed by an introduction to TASOS
in Sect. 4 and our defense mechanism in Sect. 5. In Sect. 6,
we detail the methodology of our extensive simulations and
present the results, with a particular emphasis on the per-
formance of TASOS and our defense mechanism. Section7
addresses limitations and open questions, providing a critical
perspective on our outcomes. Finally, in Sect. 8, we explore
potential avenues for future research and conclude the paper.

2 SDN fundamentals

Figure1 illustrates the packet processing logic within SDN.
It delineates three distinct paths for a packet, demarcated
by dashed rectangular regions in the diagram. Upon packet
arrival in the data plane, the header information undergoes
checks against the match fields of pre-existing flow rule
entries. When a match is found, the action field of the cor-
responding entry is executed (Fast Path). In cases where no
match is identified, the data plane triggers a packet-in
message, which is subsequently processed by the controller.
The controller then establishes a new flow rule to manage
this novel flow (Slow Path). However, the switch must ascer-
tain whether adequate space remains within the flow table
for this new entry. In situations where the flow table is at full
capacity, the controller or switch is compelled to undertake
flow table replacement operations. This involves the removal
of certain flow rules according to the table replacement algo-
rithm, potentially leading to further performance degradation
across the network (Slowest Path).

We will use the designations T1, T2 and T3 to represent
RTT required for the Fast Path, Slow Path and Slowest Path,
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respectively. An attacker can dispatch an initial packet to
generate a new flow, and then the corresponding RTT, T2,
can be calculated. Subsequently, a second packet is transmit-
ted and its RTT, designated as T1, is calculated. Following
this, packets are dispatched with the intention of inducing the
installation of a new flow for each of them, until the RTT for
such a packet significantly surpasses T2. This occurs when
the flow table reaches full capacity, making the slowest path
relevant. This specific RTT is indicated as T3. For successful
SDN fingerprinting, T2 and T3 should be significantly bigger
than T1 and T2, respectively.

An essential aspect of the processing logic involves com-
prehending how and when flow rules are purged when the
flow table is not at full capacity.OpenFlow [20], having estab-
lished itself as the primary southbound protocol, incorporates
two fundamental mechanisms for flow rule deletion in the
majority of SDN environments: deletion orchestrated by the
controller and deletion predicated on timeouts. OpenFlow
also defines two distinct timeout values: hard and idle [20].
In the context of idle timeouts, flow rules are removed fol-
lowing a designated period of inactivity. Conversely, hard
timeouts dictate the removal of flow rules after a specified
period, irrespective of their activity status. These timeout val-
ues hold critical significance for attackers, as they candirectly
impact their fingerprinting efforts and the performance of
their attacks.

When the flow table becomes full, newly arriving flows
face two possibilities: they are either dropped, or an existing
flow is evicted from the table to make space for the new
request. However, removing an existing entry from the table
introduces latency and places an additional workload on the
controller. This initiates a sequence of message exchanges
between the controller and the switch, ultimately driving the
flow table operations. The flow replacement policy becomes
relevant when the controller attempts to install a new flow
on a switch with a full table. The switch responds with a
table_fullmessage and the controller can either choose
to drop the new flow or install it by removing an earlier flow
table entry.

OpenFlow currently offers three mechanisms for flow
table management: flow timeouts, flow entry deletion and
flow entry eviction, as specified in the OpenFlow speci-
fications [20]. Switches are responsible for implementing
timeouts and eviction, while the controller can delete flows
by sending flowdeletemessage. InOpenFlow1.4, an “impor-
tance” field for the flow rules was introduced as an optional
feature. This field is used in the eviction process and flow
entries are evicted strictly in order of importance. Flow
entries with lower importance will always be evicted before
those with higher importance.

Two significant consequences can be deducted from the
packet processing and flow rule logic described above.
Firstly, an attacker can deduce valuable insights into the

switch’s state by comparing the RTT values of packets. This
is due to the fact that each path taken by a packet involves
distinct interactions and iterations. By analyzing the path
information of a packet, which is contingent on flow rule
timeouts, the attacker can gather data concerning the state
and size of the flow table, the timeout configurations in use
and even details about the flow rules themselves, including
the match fields. Secondly, armed with this acquired infor-
mation, an attacker could conduct more efficient and tailored
attacks, exploiting these insights to optimize their malicious
activities.

3 Related work

Fingerprinting encompasses the process of identifying and
gathering information regarding a specific computer system
or network, with the aim of discerning its unique char-
acteristics and potential vulnerabilities. This involves the
collection of various data points, including details on open
ports, the operating system in use, software applications,
network topology and configuration settings [29]. The infor-
mation acquired through fingerprinting can serve multiple
purposes, ranging from launching targeted attacks to enhanc-
ing securitymeasures designed to safeguard against potential
threats [32].

In this section, we offer a comprehensive overview of the
literature concerning general SDN fingerprinting and strate-
gies aimed at devising advanced fingerprinting techniques.
We begin by providing an overview of general SDN finger-
printing works, followed by a more detailed examination of
those specifically related to flow tables and saturation attacks.

Klöti et al. [15] stands as the inaugural theoretical
work delving into the realm of SDN fingerprinting. The
authors introduced the concept of employing flow rule time-
out randomization as a potential defense mechanism. On
the practical front, [26] is the first paper to demonstrate
SDNfingerprinting by analyzingRTTdiscrepancies between
packets. Additionally, in [8], the authors conducted an explo-
ration into the influence of hop count and bandwidth on the
accuracy of RTT-based fingerprinting. As a countermeasure
against RTT-based fingerprinting, they suggest introducing a
delay to a selection of packets from newly established inac-
tive flows.

In [14], the authors address various challenges encoun-
tered when conducting SDN fingerprinting in real-world
environments. These challenges include factors such as the
presence of unknown background traffic, issues related to
rule granularity and rule overlapping. Moreover, the authors
introduced two defensive strategies: flow timeout randomiza-
tion and traffic-aware mitigation. The latter recommendation
entails the implementation of proactive rules for the ICMP
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protocol and the application of rate limiting for the UDP
protocol, with the aim of diminishing the attack surface.

The controller and SDN switches are also susceptible
to saturation attacks. Early studies, such as [26] and [23],
explore packet-in flooding attacks in which attackers aggres-
sively generate a massive volume of packet-inmessages
to flood the SDN controller. High packet-in rates are a key
characteristic of this attack type.AVANT-GUARD[27] intro-
duces a connection migration module and actuating triggers
module to extend the data plane functions, but it is applica-
ble to TCP protocol only. Subsequently, FloodGuard [31]
presents a protocol-in-dependent defense framework that
pre-installs proactive flow rules to reduce table-miss packets
and forwards those packets to additional data plane caches
formitigation. FloodDefender [23] takes a different approach
by offloading table-miss packets to neighbor switches and
employing a two-phase filtering strategy to filter out attack
traffic. Lineswitch [3] extends OpenFlow with the goal of
mitigating the same type of attack.

In [2], the authors endeavor to identify a broad spectrum
of SDN policy parameters, encompassing attributes such as
hard and idle timeouts, the match fields of flow rules and
the controller’s response to a table_full event (whether
it rejects or deletes flow rules). Additionally, they leverage
the common utilization of the fat-tree topology in SDN-
deployed data centers to deduce certain information about
the network’s structure, including in-rack, in-pod and inter-
pod groupings. As a defensive strategy, the paper proposes
dynamic timeout assignment and the adjustment of the num-
ber of match fields in accordance with the load on the flow
table. However, there is no performance evaluation available
for the table_full event fingerprinting.

In [10], the state of the flow table, including its size and uti-
lization rate, is deduced using peak and level-shift detection
algorithms in conjunction with the T1, T2 and T3 logic. For
the replacement algorithm, only FIFO is considered.Notably,
their algorithms are tailored to operate in scenarios where no
background traffic is present and flow rules are permanent,
which severely limits their practical applicability.

In [16, 40], the authors employ the T1, T2 and T3 met-
rics to ascertain the size of the flow table and the number
of active flow rules within it. Additionally, they leverage
measurements to deduce whether the flow table replacement
algorithm used is LRU or FIFO, achieving an 80% accu-
racy rate. Furthermore, the authors put forth two defensive
strategies, namely routing aggregation and multilevel flow
table architecture, although these solutions remain theoreti-
cal and lack practical implementation. It’s worth noting that
their timeout fingerprinting algorithms have been identified
as having certain limitations, as pointed out in our previous
work [34].

In [39], the authors identify the match fields of flow rules
by changing packet headers. This information is then uti-

lized to perform a packet-in flood. Additionally, they infer
the policy for statistics collection enabling statistics-related
attacks, which are out of scope of this paper. This allows
the attacker to trigger statistics collection at their discretion.
However, the paper does not provide performance tests to
evaluate the accuracy of these methods. For defense, the
authors propose the use of a multi-queue based structure
in the switches, along with scheduling different downlink
messages with specific types and priorities. Simultaneously,
the controller monitors downlinkmessage events and assigns
varying priorities to different messages as a protective mea-
sure. This defense mechanism needs to modify the switch
design to be integrated into a practical system.

In [35], an intelligent control plane saturation attack is
devised, which incorporates a reconnaissance stage to gather
information about the flow table size, utilization and the
replacement policy (LRU or FIFO). The success ratio of the
attack is reported as 90%. It’s important to note that the attack
design assumes that all the rules are stored in a single table.
The reconnaissance stage is ideally carried out during peri-
ods of light background traffic, as heavy traffic significantly
diminishes the accuracy of the reconnaissance. The algo-
rithm is unable to precisely determine the flow table size
and replacement policy, necessitating multiple iterations for
improved accuracy.

In [25], a flow table saturation attack targeting dynamic
timeouts is introduced. The attack is divided into three
phases: inference, triggering and maintenance. Firstly, in the
inference phase, the attacker deduces the type of timeout
strategy being used (fixed, random, or dynamic) and iden-
tifies the potential timeout values for inserted flow rules. In
the triggering phase, the attacker initiates flow rule instal-
lation. This is accomplished by employing multiple rounds
of probes to induce the reinstallation of flow rules, com-
pelling the controller to assign lengthy timeouts to them. This
phase generates attack flows and contaminates the flow table
with malicious flow rules. Finally, in the maintenance phase,
the attacker crafts and dispatches packets with inter-arrival
times falling within the idle timeout period, ensuring that the
corresponding flow entries remain active indefinitely. Appar-
ently, the timeout fingerprinting algorithm outlined does not
account for hard timeouts when searching for idle timeouts.
This oversight could potentially yield misleading results.

In [12], the authors combine the packet-in rate and
the control channel occupation rate (CCOR) as inputs for
Linear Discriminant Analysis (LDA) to detect saturation
attacks. Subsequently, the controller assembles a white-list
and installs migration flow rules as part of their defense strat-
egy.

In [5], match fields, including their bit-masks and flow
rule timeouts are inferred during the probing phase. To flood
the flow tables based on the inferred network configurations,
the lower bound of the attack rate is calculated. Each attack
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packet is designed to trigger or maintain the consumption
of one flow rule. However, it’s worth noting that their time-
out fingerprinting algorithm demands numerous iterations,
resulting in a substantial number of probing packets and
potentially requiring several hours to complete.

In [21], flow timeouts and flow table size are determined
using algorithms from the literature. Subsequently, a slow
TCAM exhaustion attack is executed based on the inferred
parameters by compelling the installation of new forwarding
rules and perpetually maintaining them active. Botnets are
employed for flow installation. As a defense mechanism, it
suggests randomly selecting rules to be dropped whenever
the system is overloaded.

The flow replacement algorithm determines how the flow
table manages entries when it becomes full. Therefore,
knowledge of the flow table replacement algorithm is cru-
cial for an effective saturation attack. That algorithm governs
the internal state transition of an SDN network, making it
an essential part of the inference model. Replacement fin-
gerprinting has been explored in [2, 16, 35]. However, [2]
only determines if a replacement algorithm exists or not,
while [16, 35] focus on LRU and FIFO. Our algorithm cov-
ers four different algorithms: REJECT (rejecting new flows),
LRU, FIFO and RANDOM. REJECT is important since
default controller applications typically do not respond to
table_full errormessages, relying on automatic removal
of flow entries through the timeout mechanism [2]. RAN-
DOM is also popular, as it performs better than FIFO with
considerably less overhead [30].

References [10, 16, 35] try to find flow table size and uti-
lization. However, [16, 35] use fixed thresholds and none
of them employ statistical methods to calculate thresholds
based on response times. Additionally, [5] does not provide
an algorithm for table size fingerprinting but mainly presents
their measurement procedure. Our algorithm, TASOS, stands
out by incorporating statistical methods in threshold calcu-
lation for a more adaptive approach.

In the saturation attack, it is imperative not only to deplete
the TCAM memory of the SDN switch by compelling the
installation of new flow rules but also to sustain their per-
petuity, thereby obstructing new rules from being installed
to cater to legitimate endpoints. Consequently, the inference
of timeouts becomes essential. Furthermore, a mechanism
must exist to ensure the steady activation of the inserted flow
rules. The attacker sends packets with a meticulously cal-
culated inter-arrival time, ensuring that the flow rules never
expire due to timeouts. Another consideration is that the rate
and duration of packet-in messages serve as common indi-
cators for detecting such attacks, as observed in studies like
[12, 31]. Hence, maintaining a low packet-in rate during the
attack is crucial to elude detection. Notably, [10, 35, 39] do
not incorporate flow timeouts into their analyses. In [16],
attempts are made to flood the flow table within a single

timeout duration, potentially revealing the probing attack. In
TASOS, the attacker retains the ability to adjust the packet-
in rate, allowing for a gradual flooding of the flow table
with malicious flow rules and ultimately achieving satura-
tion of the entire storage space, thereby circumventing the
mentioned defenses.

Evidently, the dimensions of the flow table, encompassing
its size and replacement algorithm, are of central importance
in orchestrating efficient and sustained saturation attacks.
Without precise knowledge of the flow table size, the attacker
remains incapable of determining when to cease the influx of
new flow rules. The choice of replacement algorithm is also
pivotal, as it dictates the fate of the attacker’s flows when
the table reaches its capacity. For example, if FIFO is imple-
mented as the replacement algorithm, the attacker simply
needs to dispatch update packets without letting the flows
expire. Conversely, in the case of LRU, the attacker must
extend the update packet intervals, considering that the least
recently used flows are evicted. Notably, [5, 21, 25, 39] over-
look the consideration of replacement algorithms, while [25,
39] neglect to account for the flow table size.

When executing a saturation attack, the number of pack-
ets required is directly related to the cost of the attack, which
is why an attacker is typically interested in keeping it as
low as possible. During the reconnaissance phase, TASOS
systematically gathers flow table-related data. Subsequently,
guided by this intelligence and the attacker’s chosen packet-
in rate, the saturation attack is orchestrated with minimal
resource expenditure. Noteworthy is also the O(n) compu-
tational complexity of TASOS, surpassing the at least O(n2)
complexities evident in works such as [5, 16, 21, 25, 35].

In summary, TASOS stands out as the only work that
comprehensively addresses all essential fingerprinting infor-
mation, including flow table size, utilization rate, and
replacement algorithm. TASOS fingerprints a broader range
of replacement algorithms, including the new RANDOM
algorithm, and employs statistical methods to determine
thresholds. It maintains a low rate relative to flow timeouts
and replacement algorithms in a significantly more efficient
manner. Additionally, TASOS uniquely performs fingerprint-
ing and saturation attacks simultaneously.

Table 1 succinctly encapsulates key technical contribu-
tions, delineating their core methodologies, inferred SDN
information through fingerprinting, and any applied defense
mechanisms where present.

In a nutshell, a comprehensive survey of existing literature
underscores the plethora of SDN fingerprinting approaches,
yet their robustness remains subpar, often thriving solely
in controlled environments. Concurrently, current satura-
tion attack designs exhibit drawbacks such as inefficiencies
and a lack of practical/real-world implementations, signal-
ing the need for enhancements. Furthermore, the scarcity
of solutions addressing slow-rate saturation attacks in the
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Table 1 Related work Work Mechanism and Fingerprint Info

Ahmed et al. [2] Infer SDN policy parameters such as hard and idle timeouts, match-fields,
controller reaction at table_full event and information about the
topology

Gregorczyk et al. [10] Infer flow table capacity and flow table usage

Leng et al. [16, 40] Infer flow table capacity and flow table usage. Determine flow replacement
algorithm (LRU or FIFO)

Zhang et al. [39] Infer match-fields and statistics policy (period and type). Packet-in flood and
statistic query attacks. Defense via multi-queue based structure to schedule
messages

Yu et al. [35] Infer flow table capacity and flow table usage. Determine flow replacement
algorithm (LRU or FIFO). Intelligent packet-in flood attack

Shen et al. [25] Infer flow timeouts. Advanced saturation attacks against dynamic timeouts

Huang et al. [12] Detection of saturation attacks by using packet-in rate and control channel
occupation rate

Cao et al. [5] Infer match-fields including their bit-masks and flow timeouts. Low rate
saturation attacks

Pascoal et al. [21] Low rate saturation attacks by using existing fingerprinting techniques. As
defense, randomly evict some flow rules when the flow table is full

domain of defense mechanisms underscores the need for
more robust approaches on the attacker side. In particular,
adopting a lightweight defense strategy centered on satura-
tion attacks becomes pivotal to foster broader acceptance of
anti-fingerprin-ting techniques.

4 Table analyzer and saturation orchestrator
for SDN (TASOS)

In this section, we introduce TASOS as a tool to deduce
flow table size, load, and replacement algorithm, facilitating
efficient saturation attacks. TASOS demonstrates enhanced
efficiency and accuracy in fingerprinting compared to previ-
ous methods, particularly in diverse and challenging network
conditions. Employing statistical methods tailored for such
conditions,TASOS operates as an automated saturation attack
tool. Once the attacker selects the target network, the finger-
printing process operates autonomously. In our prior work
[34], we established that an attacker can discern the net-
work type (traditional or SDN) and flow rule timeouts (hard
and idle). TASOS builds upon this information, enabling an
attacker to initiate a saturation attack effectively.

The procedure initiates with the identification of the net-
work type. If recognized as an SDN, the process starts
timeout fingerprinting to deduce hard and idle timeouts. Sub-
sequently, flow table fingerprinting is activated, discerning
flow table utilization rate, replacement policy and flow table
size, respectively.

TASOS relies on three key assumptions. First, the attacker
possesses knowledge of at least one flow match-field. This
information can be obtained through SDN fingerprinting, as

demonstrated in [5], but it is beyond the scope of this paper.
Second, the attacker utilizes a host capable of sending pack-
ets to a server in the target network. Lastly, there exists a
single SDN network on the path to the target network. The
attacker sends packets to measure RTTs and infers informa-
tion based on RTT deviations. To mitigate network jitter, the
attacker sends two packets almost consecutively in back-to-
back mode. Increased intervals between packets could result
in significant network jitter affecting the results.

In our threat model, we assume an adversary who has
access to one or multiple hosts to send packets to a server
within the targeted network without needing to compromise
any other devices on the network, including switches, con-
trollers, and applications. Consequently, the attacker cannot
block, save, alter, drop, or replay any communications within
the SDN. Additionally, the attacker is incapable of deploying
fake network entities to initiate a Sybil attack.

OpenFlow provides two timeouts for flow rules: hard and
idle. According to the OpenFlow specification, these time-
outs can be assigned values ranging from 0 to 65535 seconds
[20]. A value of 0 signifies that the timeout is unset, allow-
ing flow rules to persist until prompted for deletion by the
controller. The idle timeout mechanism is deemed more
adaptable than hard timeouts. Hard timeouts may result in
rule expiration during bursts of packet transmission, leading
to issues such as packet loss, increased latency, or degraded
network performance [17]. Furthermore, the literature indi-
cates limited adoption of hard timeouts [36]. Consequently,
hard timeouts are not factored into the execution of our sat-
uration attack.

To fingerprint an SDN and infer flow table states, care-
ful determination of T1, T2 and T3 thresholds is crucial.
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Therefore, in TASOS, the initial two packets of a new flow
are dispatched to a server within the target network. The
first RTT (RTT1) and second RTT (RTT2) values are sub-
sequently measured. To render this statistically meaningful,
these measurements need to be conducted multiple times.
The measurements can be performed in parallel or sequen-
tially; however, parallel execution may elevate the risk of
detection for the attacker. Once a set of RTT1 and RTT2 mea-
surements is amassed, the sample mean and variance of RTT
values are leveraged to determine thresholds, which are then
used to infer the slow and slowest paths. Consequently, the
sample means (RTT1mean and RTT2mean) and sample stan-
dard deviations (RTT1std and RTT2std ) of RTT values are
computed initially.

The slow path or T2 indicates the installation of a new
flow, providing valuable information for flow deletion con-
trol in the context of saturation attack. Statistically, 99.7% of
the data falls within three sample standard deviations of the
mean. Consequently, to establish a statistically valid thresh-
old, the formula T2 = RT T2mean+3×RT T2std is employed.
Thus, when the RTT of a packet surpasses T2, it is inferred
that the flow associated with the packets has been deleted.
The slowest path with T3 indicates an attempt to install a new
flowwhen the table is full, offering insights into the flow table
state. Similar to T2, the statistically valid threshold is deter-
mined using the formula T3 = RT T1mean + 3 × RT T1std. If
the RTT of a packet exceeds T3, it is concluded that a flow
rule is sent to the switch while the switch’s flow table is full.

The parameters utilized in our algorithms are detailed in
Table 2. Initially, TASOS operates in two distinct threads:
one for the installation of new flows and another for sending
periodic packets to ensure the longevity of generated flows.
Both threads run periodically. Given that SDN saturation
attacks do not demand extensive traffic and existing defenses
are often triggered by traffic volume [21], the attacker
can strategically choose a flow installation rate, denoted as
flowCountPerSecond, to circumvent defense mechanisms.
The period of the flow installation thread is determined as
1/flowCountPerSecond. Additionally, the period of the flow
updater thread can be adjusted by setting the flowUpdatePe-
riod parameter. It’s essential for flowUpdatePeriod to be less
than the idle timeout, denoted as Tidle.

The flow update algorithm is outlined in Algorithm 1.
The flow update thread assesses active flows and their last
update time (Line 1). If the time elapsed since the last
update surpasses Tidle − Tresidual, a packet is dispatched
for that flow and its update time is refreshed (Line 3).
Here, Tresidual is pivotal, necessitating a setting between
f lowUpdatePeriod < Tresidual < 2 × flowUpdatePeriod
to ensure that flows never expire.

The flow table fingerprinting algorithm is shown in
Algorithm 2. Initially, the process commences with the ini-
tialization of parameters (Lines 1–5). Subsequently, within

Algorithm 1: Flow Update Algorithm
Data: Tidle, Tresidual

1 for flow, timestamp in flows do
2 if (now - timestamp) >(Tidle - Tresidual ) then
3 update flow and its timestamp

Algorithm 2: Flow Table Fingerprinting Algorithm
Data: iterationCount (τ ), T3
Result: FTsi ze, FTresidual , RA

1 FTsize ← −1
2 FTresidual ← −1
3 RA ←“Searching”
4 sendNewFlow ← True
5 algori thmCounter ← 0
6 while sendNewFlow do
7 Send new flow and get RTT
8 if RT T > T3 then
9 if (FTresidual == −1) then

10 FTresidual ← NoAF
11 if RA is “Searching” then
12 Replacement Algorithm Identifier(RTT)
13 else
14 remove deleted entries
15 FTsize ← NoAF + 1

Algorithm 3: Replacement Algorithm Identifier
Data: RTT, iterationCount (τ )
Result: RA

1 if RTT == maxValue then
2 RE J ECT ← RE J ECT + 1
3 if RE J ECT > τ then
4 RA ← “REJECT”
5 return
6 else if algori thmCounter == 0 then
7 sendNewFlow ← False
8 if not (sendNewFlow) then
9 if some of our entries are deleted and these entries have

shortest remaining time for flow update then
10 LRU ← LRU + 1
11 if LRU > τ then
12 RA ← “LRU”
13 sendNewFlow ← True
14 Tresidual ← Tidle
15 else
16 algori thmCounter ← algori thmCounter + 1
17 if algori thmCounter > τ then
18 sendNewFlow ← True
19 else
20 if some of our entries are deleted and these entries are in

order then
21 F I FO ← F I FO + 1
22 if F I FO > τ then
23 RA ← “FIFO”
24 sendNewFlow ← False
25 else
26 RANDOM ← RANDOM + 1
27 if RANDOM > τ then
28 RA ← “RANDOM”
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3472 B. Yiğit et al.

Table 2 Parameters for flow
table fingerprinting algorithm

Parameters Explanation

iterationCount (τ ) Number of times the replacement algorithm identifier algorithm
is executed

flowCountPerSecond Number of new flows per second

Tidle Idle timeout

flowUpdatePeriod Period of the flow update mechanism (in seconds)

Tresidual Residual idle timeout time used for flow update

FT size Flow table size

FT residual Residual flow size of the flow table

RA Flow replacement algorithm

NoAF Number of active flows

a loop, new flows are sent. If the RTT of a newly intro-
duced flow exceeds the threshold denoted as T3 (Line 8),
it is inferred that the flow table has reached its capacity. Fol-
lowing this, a check is performed to ascertain the status of
FTresidual (Line 9). If it remains unset, FTresidual is estab-
lished as the count of active flows (Line 10). Thereafter, an
assessment is made regarding the existence of a Replacement
Algorithm (RA) (Line 11). In the event of its absence, the ini-
tiation of the flow table replacement fingerprinting procedure
is started (Line 12).

The flow table replacement finder algorithm is delineated
in Algorithm 3. Initially, an examination is conducted to
determine if theRTT is equivalent to the designatedmaxValue
(Line 1). Here, maxValue denotes the timeout of the new
connection. The intention is to establish a new connection
with the transmitted packet. However, when the connection
fails, a timeout has occurred. Detecting a timeout implies that
the controller rejects the new connection due to a full table.
Consequently, the “REJECT” counter is incremented. Nev-
ertheless, it is imperative to acknowledge that timeouts may
also arise from network instabilities. Thus, prior to defini-
tively attributing the replacement algorithm as “REJECT",
multiple validations are executed to mitigate the impact of
variations originating from network fluctuations (Line 3).
If the “REJECT" counter surpasses the prescribed itera-
tionCount (τ ), the decision is that the replacement algorithm
is unequivocally designated as “REJECT."

In the event that the RTT does not equate to maxValue
and the algorithmCounter stands at zero (Line 6), the gen-
eration of new flows is terminated (Line 7). Subsequently,
at Line 8, a validation ensues to determine whether the new
flow has been generated. These checks are imperative due to
the iterative nature of the replacement algorithm identifier,
leading to diverse execution paths. The halting of new flow
generation is essential, as, in the scenario of a full table with
a replacement algorithm other than “REJECT", the deletion
of a flow becomes imperative. In the case of “LRU" as RA, it
is highly probable that one of our flows will be deleted since

we update them conservatively. For “FIFO", the likelihood is
elevated that a benign flowwill be deleted, given their earlier
installation. In the case of “RANDOM", the probability of
the deleted flow belonging to either our flows or benign ones
is contingent upon the ratio of FTresidual and FTsi ze.

On Line 8, given its straightforward nature, the next step
unfolds with “LRU”. Upon the deletion of some of our active
flows (this information is derived from the flow updater pro-
cess), analysis is directed towards ascertaining whether these
deleted flows also possess the shortest remaining update time
(Line 9). If this condition is met, the LRU counter is incre-
mented; otherwise, the algorithmCounter is incremented.
RA is not definitively assigned as “LRU", considering the
possibility of it being “RANDOM" where deleted flows are
coincided by chance. Consequently, a check is instituted to
confirm that the LRU counter exceeds the stipulated iter-
ationCount (τ ) (Line 11). If this criterion is fulfilled, the
replacement algorithm (RA) is set as “LRU” (Line 12). Con-
currently, the newflowgeneration is started (Line 13), aiming
at the removal of pre-existing benign rules. To facilitate this,
Tresidual is established as Tidle (Line 14), ensuring the peri-
odic update of our flows at each flowUpdatePeriod which
makes our flows less likely to be selected for removal.

If algorithmCounter exceeds τ (Line 17), the genera-
tion of new flows recommences (Line 18). In this scenario,
RA is either “FIFO” or “RANDOM”. Therefore, additional
flowgeneration is indispensable to forcefully displace benign
flows. The process includes an examination to ascertain if
some of our active flows are deleted and if the deletions
adhere to a specific order (Line 20). If so, the FIFO counter
is incremented (Line 21); otherwise, the RANDOM counter
is increased (Line 26). Once again, “FIFO" is not explic-
itly assigned to RA, as it may also be “RANDOM", where
the deletion occurrences are happenstance. Consequently, a
verification is conducted to confirm that the FIFO counter
surpasses τ (Line 22). If so, RA is set as “FIFO” (Line 23).
Besides, the generation of new flows is ceased (Line 24)
since the table is full and FIFO is started to choose our flow
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entries for deletion. Similarly, an examination is conducted
to determine if the RANDOM counter exceeds τ (Line 27).
If affirmative, RA is configured as “RANDOM” (Line 28).
Notably, the generation of new flows is not halted, as benign
flows may still be present.

Upon determining the replacement algorithm (RA), the
initiation of flow table size fingerprinting unfolds. Deleted
flows are discarded and excluded from updates (Line 14).
This approach enables the preservation of solely the active
flows, mitigating the need for further replacements. Subse-
quently, FTsi ze is designated as the count of activeflows (Line
15).

Our algorithm is engineered to both fingerprint the net-
work and execute saturation attacks simultaneously in a
single run. The attacker can perpetuate this process, sustain-
ing saturation attacks for an extended duration as desired.

5 Lightweight defense against flow table
fingerprinting and saturation attacks
(LIDISA)

Flow table fingerprinting is crucial for orchestrating efficient
DDoS attacks against an SDN controller. Through the dis-
cernment of flow table size and replacement algorithm, the
attacker can sustain flow rules within the table with optimal
resource allocation. Acquiring insights into the flow table’s
utilization provides a metric for evaluating the effectiveness
of the attack in terms of obstructing legitimate flows.

The efficientmanagement of flow tables stands as an active
area of research, as exemplified by works such as [30, 37].
However, these endeavors primarily concentrate on enhanc-
ing the efficiency of flow tables rather than fortifying their
security. Consequently, an attacker can still exploit SDN fin-
gerprinting to orchestrate saturation attacks. Some works,
such as [2, 40], offer theoretical guidance on actions to take
when the flow table reaches full capacity or how to prevent
flow table overflow but lack practical implementations or
actionable insights.

In [38], the authors prioritize flows based on evaluation
scores to counter saturation attacks. The “importance" field
of malicious flows is assigned lower values, with evalua-
tion scores determined by the volume of packet-in instances
originating from a specific source address within a given
time frame. Conversely, [30] proposes the random eviction
of flow rules when flow table utilization surpasses a prede-
fined threshold.

In [24], akin to the approach in [30], flow rules are evicted
when TCAM utilization exceeds a predetermined thresh-
old. The selection of flow rules for removal is based on
historical flow-removed messages data, where flows that
have been removed and subsequently reinstalled after an
extended period are candidates for removal. These defensive

mechanisms, however, do not effectively thwart flow table
fingerprinting or saturation attacks, as they become opera-
tional only when the table is full or nearing full capacity.
Additionally, a learning attacker employing methodologies
like those illustrated in [25] could potentially bypass these
mechanisms.

For a defense solution, three distinct success criteria are
specified: the prevention of flow table fingerprinting, themit-
igation of flow table saturation and compatibility to the SDN
with a lightweight mechanism. To counteract fingerprinting,
we develop a lightweight randomization mechanism, intro-
ducing complexity and uncertainty into the network. This
approach necessitates increased investments from poten-
tial attackers, rendering the network more challenging to
explore. Network parameter randomization, a well-explored
domain within Moving Target Defense [6, 28, 29], serves
as the foundation for this proposal. Through randomization,
data associated with the flow table become a moving tar-
get, impeding attackers from predicting network operations
and compelling them to expend additional packets and time.
The absence of knowledge regarding flow table operations
also extends the time and packet requirements for saturation
attacks, thereby elevating the likelihood of detection by the
defender. This method strategically leverages network statis-
tics while applying randomization to flow table operations,
introducing higher levels of unpredictability for attackers
while maintaining minimal impact on network functional-
ity.

Our defense proposal in this work embodies an SDN-
friendly mechanism, as it can be implemented without
necessitating alterations to SDN components or protocols.
Given that it randomizes flow rule operations based on basic
statistics, its impact on performance is negligible. Moreover,
the mechanism is executed by a background thread to pre-
vent any increase in flow setup latencies. The core concept of
LIDISA revolves around proactive eviction by the controller.
Proactive evictions serve as a valuable tool for evading flow
table saturation. However, the eviction of an active flow car-
ries the risk of undesired consequences and degradation of
network performance. To mitigate this, evictions should be
as infrequent as possible, a goal easily attained by evicting
only when utilization of the flow table surpasses an accept-
able threshold. Additionally, the selection of the flow to be
evicted must be executed judiciously, ideally targeting mali-
cious ones. Evicting such flows serves to save TCAM space
without adversely affecting legitimate users.

5.1 Design and operation

The defense parameters of LIDISA are presented in Table 3.
In our solution, the defense module periodically checks the
occupancy of the flow table. We measure the number of
flow rules by counting packet-in and flow-removed
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messages instead of relying on statistic message usage. This
approach ensures that the resources of the controller, switches
and even the control channel are notwasted. Upon surpassing
a designated threshold, proactive rule deletion mechanism
is initiated. However, relying on a fixed threshold presents
inflexibility and susceptibility to inference by a learning
attacker. To address this concern, we introduce randomness
to the threshold in each period using the randomization coef-
ficient (β). This randomization ensures dynamic variations
in flow table operations, rendering it challenging for even
a learning attacker to adapt to these changes. Our mecha-
nism randomly selects the FTUthreshold value in every period
according to the following rule:

FTU Bthreshold × (1 − β) < FTUthreshold

< FTU Bthreshold × (1 + β)
(1)

For proactive rule eviction, the selection and deletion of
certain rule entries are imperative. The objective is to target
malicious entries, guided by two key differentiators between
normal traffic and attack traffic: the frequency of new flows
and the packet count per flow, as noted in [38]. In the pur-
suit of minimizing attack costs, attackers often opt for a
minimal Packet-Per-Second (PPS) ratio, aiming tomaximize
the impact with fewer packets. To identify malicious flows,
we utilize Openflow aggregate flow statistics mechanism to
gather information on the number of packets and the duration
of flows. Flows are then ranked based on PPS metric, and we
select flows with the lowest PPS. The number of selected
flows, Nsf, is determined by the following formula:

Ns f = FTUthreshold × FT RDeletion (2)

In this manner, our objective is to exclude normal flows by
focusing solely on mice flows. This approach also mitigates
the inadvertent impact of unintentionally selecting legiti-
mate flows. To exemplify our mechanism, let’s assume that
FTUBthreshold , β and FTRDeletion are set at 90%, 0.05 and
0.1, respectively. Additionally, FTsi ze is set as 1000. There-
fore, FTUthreshold can fall within the range of 85.5% and
94.5%. Basically, the FTUBthreshold is multiplied by the ran-
domization coefficient, and the result is added/subtracted to
find the range of FTUthreshold . Suppose in a given period, the
flow table has 900 flows, and then FTUthreshold is assigned
as 880. We gather the statistics and subsequently choose
880 ∗ 0.1 = 88 flows with the least PPS and proceed to
delete them.

6 Simulations and performance evaluation

The topology employed in the experiments is depicted in
Fig. 2. Our configuration encompasses two hosts, serving as a

Table 3 Parameters for defense mechanism

Parameters Explanation

FTUthreshold Flow table utilization threshold

FTU Bthreshold Flow table utilization base threshold

Randomization Coefficient (β) Randomization coefficient

FT RDeletion Ratio of flow rules for deletion

Nsf Number of the selected flows

Fig. 2 Simulation topology

traffic generator and a server, a controller and a single switch.
To emulate hosts and switches, Mininet [19] is chosen for
its flexibility in configuring link parameters such as band-
width and delay. RYU [22] serves as the SDN controller. The
proposed algorithms are implemented in Python. For simula-
tions and RTT measurements, TASOS utilizes UDP packets.
However, any other network tool, such as ping, can also be
employed. Simulations are executed on a computer equipped
with an Intel i7-6500U2.5GHz (2 cores) processor and16GB
RAM.

6.1 Fingerprinting and saturation experiments

In this section, we conduct experiments to deduce the flow
table information. We assume that the network type has
already been fingerprinted and we are aware that it is an
SDN with known flow rule timeouts [34]. To comprehen-
sively assess the impact of network parameters and explore
the robustness of our solution, we generate the same topol-
ogy with different characteristics. Thus, we investigate the
fingerprinting success rate concerning link delay, bandwidth
and background traffic (BT). Network and algorithm param-
eters for the fingerprinting simulation are listed in Table 4
and Table 5, respectively. There are 27 distinct network
conditions and each condition is simulated 100 times to
analyze accuracy. The network parameters (link delay and
bandwidth) are applied to the link of the attacker (Featured
Link in the Fig. 2). For background traffic, a traffic genera-
tor generates traffic for the server. The algorithm parameters
remain constant as we aim to observe the effect of the net-
work parameters. Tidle is set to 10 seconds, as idle timeout is
typically configured within the range of 9 to 11s [21]. flow-
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Table 4 Network parameters

Network parameters

Link delay (ms) 0, 50, 100

Bandwidth (Mbps) 10, 100, 1000

BT (Mbps) 10, 100, 1000

Table 5 Algorithm parameters

Parameter Value

iterationCount (τ ) 3

flowCountPerSecond 1

Tidle 10

flowUpdatePeriod 1

FT size 1000

Tresidual 1.5

FT residual 500

RA REJECT

Table 6 FTsi ze accuracy for different network parameters

(BW, BT) LD = 0 LD = 50 LD = 100

(10,10) 1 1 1

(10,100) 1 1 1

(10,1000) 1 1 1

(100,10) 1 1 0.99

(100,100) 1 1 1

(100,1000) 1 1 1

(1000,10) 1 1 0.99

(1000,100) 1 1 1

(1000,1000) 1 1 0.99

CountPerSecond is set to 1 to demonstrate that a low-rate
packet-in generation is still sufficient for saturation attacks.
The benign flows are initiated at the onset of the attack. They
are continually updateduntil theflow table reaches full capac-
ity. Subsequently, they are gradually displaced by malicious
flows or evicted due to timeouts.

The accuracy of TASOS for flow table size fingerprinting
under different network parameters is presented in Table 6.
TASOS consistently identifies the flow table utilization and
replacement algorithm correctly. Highlighted cells indicate
results that differ from 1. The overall success ratios of the
simulations range between 0.99 and 1.0. Notably, as the link
delay increases, the success probability appears to be nega-
tively impacted. This observation is significant, as a larger
link delay limits the effect of the flow setup delay. Although
RTT also increases in such scenarios, the flow setup time for
the network remains constant. Bandwidth and background

Table 7 Algorithm parameters

Algorithm parameters

FT size 100, 500, 1000

FT residual 50%, 75%

RA LRU, FIFO, REJECT, RANDOM

traffic appear to have a negligible impact on the success ratio
of TASOS.

TASOS exhibits superior accuracy undermore challenging
network conditions compared to relatedworks [2, 10, 16, 35].
For scalability analysis, we conduct 27 different simulations
to examine the effects of background traffic, link delay and
bandwidth. Notably, [2, 10, 16, 35] do not consider link delay
or bandwidth in their experiments and only [35] examines
the effect of background traffic, which severely degrades its
performance.

Subsequently, to understand the impact of certain algo-
rithm parameters, we conduct additional experiments using
maximum values for the network parameters for a marginal
case. Thus, link delay, bandwidth and BT are set to 100 ms,
1000 Mbps and 1000 Mbps, respectively. Algorithm param-
eters for this simulation are detailed in Table 7. FTresidual is
established as a ratio of FTsi ze. There are 24 different condi-
tions and each condition is simulated 100 times to assess the
accuracy performance.

Similar to the network parameter experiments, the success
ratio for flow table utilization and replacement algorithm is
1.0. The accuracy of TASOS for fingerprinting with differ-
ent algorithm parameters is presented in Table 8. The success
ratios ofREJECT, LRUandFIFOare consistently high, rang-
ing between 0.98 and 1.0. RANDOM exhibits lower success
ratios, as, after the flow table is filled with our flows, it is
probable that one of our flows is evicted. Consequently, the
flow table size may be inaccurate if the simulation duration
concludes before determining the exact table size. However,
we generally determine the table size with a margin of error
of minus 5%. Another noteworthy finding is that the flow
table size or utilization rate does not significantly affect the
success ratio of our algorithms.

We do not exclusively perform simulations for saturation
attacks, as accurately fingerprinting flow table parameters
necessitates executing saturation attacks. These parameters
cannot be determined without saturating the flow table. Con-
sequently, the efficiency of the saturation attacks mirrors the
results related to flow table size. Once fingerprinting is com-
pleted, the attack can proceed with greater efficiency since
the attacker knows the required number of flows to saturate
the flow table and how tominimize the probability of eviction
of their flows.

In saturation attack, the switch’s flow table becomes satu-
rated, hindering its ability to accommodate newbenignflows.
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Table 8 Flow table size fingerprinting accuracy results

(FT size, FT residual) REJECT FIFO LRU RANDOM

(100,50%) 1 1 0.99 0.98

(100,75%) 0.99 0.98 1 0.98

(500,50%) 1 1 1 0.97

(500,75%) 1 0.98 0.99 0.97

(1000,50%) 0.98 1 1 0.94

(1000,75%) 0.99 0.99 0.99 0.93

Consequently, the switch struggles to serve these new flows
effectively. The accuracy of fingerprinting is crucial for the
success of such attacks. For instance, if the flow table is
incorrectly assessed as full and the residual flow table size
is inaccurately identified, RA fingerprinting may also fail.
Consider a scenario where the RA is LRU, but it is incor-
rectly identified as FIFO; as a result, the update period is not
increased, and resulting in continuous deletion of malicious
flows. Consequently, both the saturation attack and flow table
fingerprinting would fail under these circumstances.

In simulations, TASOS operates at a low rate, with flow-
CountPerSecond set to 1. Given that common detection
systems rely on packet-in message rates to identify satura-
tion attacks, TASOS has the potential to evade these detection
mechanisms.

In [2], only the controller’s reaction to the table full
event (REJECT or not) is inferred and there is no accuracy
calculation. In [10, 16], flow table size and utilization are
estimated with error margins of 10% and 1%, respectively,
without determining the exact values. Moreover, both [10,
16] assume that replacement algorithm is given. Addition-
ally, [16] only considers LRU and FIFO,while [10] considers
just FIFO. Once again, TASOS demonstrates superior accu-
racy undermore challenging network conditions compared to
relatedworks [2, 10, 16, 35]. However, these comparisons are
naturally contingent on the best available knowledge regard-
ing the design and performance of those algorithms by the
respective authors and for different (simulated or real) net-
work environments. It is essential to note that, for instance,
TASOS might be operating in a “more favorable" network
environment.

Another crucial consideration is the cost associated
with fingerprinting and saturation attacks. Our algorithm is
designed to execute flow table fingerprinting and saturation
attacks simultaneously. Moreover, TASOS acquires all nec-
essary information, including flow table size, utilization rate,
and replacement algorithm.Notably, there is no single related
work that comprehensively covers all these data. Further-
more, TASOS introduces additional replacement algorithms
for fingerprinting.

6.2 Fingerprinting countermeasure simulations

We evaluate LIDISA, which employs proactive eviction to
counteract fingerprinting and saturation attacks. In simula-
tions, FTUBthreshold , β and FTRDeletion are set at 90%, 0.05
and 0.1, respectively. Additionally, FTsi ze and FTresidual are
set as 1000 and 500, respectively. The remaining parame-
ters are the same as those in Table 7. In the simulations,
we execute both our attack and defense modules. Our attack
algorithm consistently provides incorrect estimates for flow
table size and utilization. The replacement algorithm is
occasionally correctly identified by chance; however, it is
predominantly deduced as RANDOM.

To assess the impact of our solution on performance,
TASOS initiates attacks on the network with the defense
mechanism being both active and inactive. We monitor aver-
age response time to packet-in, CPU usage and memory
usagemetrics to gauge the effect of our defense solution. The
performance simulation is conducted 100 times, with 50 of
them featuring an active defense solution. Our defense mod-
ule solely compares the active flow count with FTUthreshold

during normal operations, resulting in minimal impact. In an
attack scenario, it gathers statistics and deletes flows based
on these statistics. According to the simulations, the average
response time for packet-in increases by 3.5%, rising
from 5.45 to 5.64 milliseconds during attack times. Simi-
larly, CPU and memory usage experience increase of 6.54%
and 1.86%, respectively. These results indicate that the pro-
posedmethodhas a slight impact on performance even during
attack times while effectively preventing fingerprinting and
saturation attacks.

7 Discussion

SDN has become an integral part of today’s ICT sys-
tem, finding applications in various segments of networking
and telecommunications infrastructure. However, since its
widespread deployment in controlled and restricted envi-
ronments such as data centers and core networks, security
concerns within the realm of SDN are often relegated to
academic discussions. Moreover, the perceived performance
implications of security countermeasures are often cited
as justifications for less risk-aware treatments of potential
threats in this domain.

Traditional flooding DDoS attacks and SDN satura-
tion attacks share similarities but differ in several aspects.
Notably, if the connection between the controller and
switches is out-of-band (as is often the case), traditional
flooding DDoS attacks cannot be executed by simply flood-
ing the link.Additionally, flooding attacks are generallymore
brute-force in nature, whereas saturation attacks employ
more sophisticated methods. For example, saturation attacks
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typically require far less bandwidth compared to traditional
DDoS attacks (measured in Kbps versus Gbps).

SDN flow table fingerprinting can be conducted both with
and without the use of spoofing. The need for IP spoof-
ing usually arises when the match fields of the flow rules
require it, especially in scenarios involving the parallel exe-
cution of fingerprinting algorithms. For instance, if thematch
fields include layer 4 port information, generating flow rules
might be triggeredby simply altering theport numbers.While
detecting spoofing can be relatively easy when the attacker
is inside the targeted network, it becomes more complicated
when the attacker is external. Consequently, the detection or
prevention of SDNfingerprinting is not a straightforward task
using traditional security approaches. In our simulations, the
fingerprinting process is executed without spoofing.

The duration of the SDN fingerprinting process varies
based on network characteristics, fingerprinting algorithm
parameters and the execution method of the algorithms. The
parameter most dominant in affecting duration is flowCount-
PerSecond. Its careful assignment is crucial, as large values
can risk detection of the attack, while small values can
extend the attack’s duration. This extension also increases
the required number of packets for fingerprinting, given that
the flow update process can generate numerous refreshing
packets. Therefore, there exists an implicit trade-off between
flowCountPerSecond, duration and the cost of the attack. An
interesting research problem could involve finding the opti-
mal value for flowCountPerSecond according to different
network characteristics.

Another critical consideration is the dependency of finger-
printing accuracy on several factors, including the attack’s
duration, the chosen replacement algorithm, and the char-
acteristics of benign flows (such as volume, duration, and
rate). For instance, if the replacement algorithm is set to
REJECT and certain legitimate flows never expire due to
timeouts, flow table size fingerprinting may yield incorrect
results. A similar effect occurs when there are permanent
flows (where both flow timeouts (hard and idle) are not set).
Moreover, the rate at which new benign flows are generated
can significantly impact the algorithm’s accuracy. When the
replacement algorithm is RANDOM or FIFO, the algorithm
may struggle to accurately determine the true flow table size,
especially if the rate of benign flows exceeds the flowCount-
PerSecond parameter. In the case of RANDOM, as the flow
table fills with malicious flows, the probability increases that
one of these malicious flows will be selected for eviction.
Consequently, evacuating all legitimate flowsmay take a con-
siderable amount of time or even fail altogether, leading to
inaccurate estimations of flow table size. However, even in
such scenarios, the saturation attack can still be successful
as the network fails to handle legitimate flow installation
requests continuously. Additionally, the eviction of benign
flows will degrade network performance. Exploring the fin-

gerprinting of the rate of new benign flows and adjusting
the flowCountPerSecond parameter accordingly could be an
intriguing research avenue to enhance the accuracy and effi-
ciency of fingerprinting and saturation attacks. Thus, there is
an implicit trade-off between accuracy and overhead for the
attacker.

The algorithm may encounter prolonged waiting periods
in scenarios where the table reaches full capacity (Line 8 in
Algorithm 2), the RTT is not maxValue (Line 1 in Algorithm
3), and benign flows are evicted due to timeouts. In such
cases, where the algorithm ceases to send new flows and
there is still available space in the flow table, it must await the
gradual filling of the table with benign flows, a process that
may take noticeable time. In that case, attacker can reactivate
new flow creation manually, or the algorithm can make it
automatically.

The simulation topology utilized in our research is rel-
atively simple since the inclusion of additional hosts or
switches has minimal effect on the fingerprinting process.
The end-to-end latency of the probing packet is a key fac-
tor for fingerprinting since the entire concept relies on the
RTT difference of different packets. Therefore, introducing
more hosts and switches can potentially increase the load on
the controller, subsequently enhancing the success ratio of
fingerprinting, as the delay in installing flow rules is contin-
gent on the controller’s workload. Moreover, the difference
in RTT can significantly increase if there is more than one
switch installed between the communicating end hosts, with
each switch repeating the process of sending the unknown
flow to the controller. Nevertheless, evaluating TASOS and
LIDISA in real-world scenarios can provide valuable data and
insights to validate their effectiveness and uncover poten-
tial areas for enhancement. However, SDN-related publicly
available data is somewhat lacking, and we have not been
able to find any.

If there are simultaneous attackers attempting to perform
fingerprinting and/or saturation attacks, they likely diminish
each other’s accuracy and effectiveness since each attacker
tries to evict the other’s flows to saturate the flow table.
If the attackers collaborate, it can be considered as a sin-
gle attacker utilizing multiple machines. We also anticipate
that our defense mechanism remains unaffected by the num-
ber of hosts or attackers, as it primarily monitors flow table
occupancy and evicts the least used flows when necessary.
However, our mechanismmay evict more benign flows in the
presence ofmultiple simultaneous attackers. This presents an
intriguing avenue for future research.

While on the road to the target network, our implicit
assumption is that the probing packets exclusively traverse a
single SDN network. The viability of our algorithm in real-
world scenarios remains uncertain, primarily due to the lack
of data regarding the deployment ratio of SDN in the telecom-
munications sector. Exploring the transit of packets through
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a multi-domain SDN in a fingerprinting scenario could be an
interesting research direction for future work. This becomes
particularly intriguing when switches on the path have dif-
ferent flow tables sizes.

With our proposed defense mechanism, LIDISA, our goal
isn’t to completely eliminate saturation attacks but rather to
increase the difficulty for the attacker. Presently, attackers can
accurately deduce FTsi ze and FTresidual with relative ease
and reliability. Even if the attacker is aware of our defense
algorithm, LIDISA introduces an element of uncertainty, as
these parameters are approximated based on random thresh-
olds that the attacker cannot predict. Furthermore, attackers
can evict benign flows without expending significant traffic.
However, with LIDISA, attackers must exceed an unknown
flow rate to evict these flows. If attackers are willing to invest
additional resources by sending more packets, they can evict
more active flows. Therefore, our objective of preventing fin-
gerprinting and mitigating saturation attacks is achieved by
increasing their costliness.

The performance of our algorithm, LIDISA, can be influ-
enced by the characteristics of benign flows (e.g., volume,
duration, and rate). If numerous benign flows exhibit signif-
icantly low rates, LIDISA may select these benign flows for
eviction.

8 Conclusions

While there is a significant body of work utilizing SDN as a
security enabler, the security of SDN itself remains a critical
concern. In this work, we introduce the concept of SDN flow
table fingerprinting and the type of information that can be
extracted from it. Additionally, we address saturation attacks
against SDN flow tables. We propose TASOS, an efficient
and automated fingerprinting agent capable of inferring the
flow table size, utilization rate and replacement algorithm.
Subsequently, using the fingerprint data, TASOS proceeds
to execute efficient saturation attacks. TASOS achieves high
accuracy even in challenging network conditions. Extensive
simulations have been conducted across a diverse range of
network parameters, demonstrating that TASOS performs
exceptionally well in those scenarios. We also present a
lightweight proactive eviction mechanism (LIDISA) that
increases the cost for attackers, making it more challenging
for them to explore and exploit the network.

As a potential avenue for future research, machine
learning algorithms, particularly deep learning, could be
employed to extract more diverse information from an
SDN network through fingerprinting techniques. Exploring
defense solutions aiming to blur the difference between T1

and T2 could also be an intriguing research idea.
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