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ABSTRACT

NETWORK-AWARE FEDERATED NEURAL
ARCHITECTURE SEARCH

Deep Learning (DL) has significantly transformed various aspects of daily life
by empowering technological innovations. The cooperation between DL and the Inter-
net of Things (IoT) has further advanced these developments, allowing smart devices
to serve as both data sources and endpoints for DL-powered applications. However,
the success of DL relies on optimal Deep Neural Network (DNN) architectures, and
manually developing such systems requires extensive expertise and time. Automated
machine learning methods, such as Neural Architecture Search (NAS), have emerged
to automate the search for the best-performing neural architectures. Meanwhile, Fed-
erated Learning (FL) addresses data privacy concerns by enabling collaborative model

development without exchanging the private data of clients.

This thesis focuses on the collaboration of Federated Learning and Neural Ar-
chitecture Search, addressing challenges exposed by [oT devices with limited resources
and changing network conditions. Contributions include the development of an open-
source federated neural network pruning framework with network emulation support,
aiming to simulate real-world scenarios and efficiently reduce the size of DNNs in a dis-
tributed network. A novel client grouping algorithm is proposed to optimize communi-
cation efficiency, considering both varying class distributions and network bandwidth
conditions. Moreover, a detailed exploration of the impact of network bandwidth on
federated learning, especially communication rounds, provides valuable insights for de-
signing robust federated learning systems. These contributions collectively enhance the
understanding of federated neural architecture search where computational efficiency,

data privacy, and network conditions show significant roles.



OZET

AG DUYARLI FEDERE SINIR MIMARISI ARAMASI

Derin Ogrenme, teknolojik yenilikleri sekillendirerek diinyay: farkli yonlerde
6nemli 6lciide etkiledi. DL ile Nesnelerin Interneti arasindaki igbirligi, bu gelismeleri
daha da ileri tagiyarak akilli cihazlarin DL destekli uygulamalar i¢in hem veri kaynagi
hem de u¢ nokta olarak hizmet etmesine olanak tanidi. Ancak DL’nin bagarisi, opti-
mum Derin Sinir Ag1 mimarilerine dayanir ve bu tiir sistemleri gelistirmek, kapsamli
uzmanlik ve zaman gerektirir. Sinir Mimarisi Aramasi gibi otomatik makine 6grenimi
yontemleri, en iyi performansa sahip sinir mimarilerinin aranmasini otomatiklestirmek
icin geligtirilmistir. Bu sirada, Federe Ogrenme, cihazlarm ve kullamcilarm 6zel veri-
lerinin paylasilmasi gerekmeden igbirlik¢i model geligtirmeyi mimkiin kilarak veri gi-

zliligi endiselerini giderdi.

Bu tez, simirli hesaplama kaynaklarina ve degigsen ag kosullarina sahip IoT ci-
hazlarinm maruz kaldigi zorluklari ele alan Federe Ogrenme ve Sinir Mimarisi Ara-
mas1 arasindaki igbirligine odaklanmaktadir. Katkilar arasinda, gercek diinyadaki
senaryolar1 simiile etmeyi ve dagitilmig bir agdaki modellerin boyutunu verimli bir
sekilde azaltmay1 amaglayan, ag emiilasyon destegine sahip acgik kaynakli bir federe
sinir ag1 budama aracinin gelisgtirilmesi yer aliyor. Hem cihazlarin hassas verilerinin sinif
dagilimlarini hem de ag bant genisligi kogullarini dikkate alarak iletigim verimliligini op-
timize etmek icin yeni bir istemci gruplama algoritmasi onerilmistir. Ayrica, ag bant
genigliginin federe 6grenme, oOzellikle de iletigsim turlar tizerindeki etkisinin ayrintili
bir gekilde aragtirilmasi, verimli federe 6grenme sistemlerinin tasarlanmasi igin fay-
dali sonuclar saglamigtir. Hesaplama verimliliginin, veri gizliliginin ve ag kogullarinin
onemli rol oynadigi [oT sistemlerinde federe sinir mimarisi aragtirmasi uygulanmasina

katki saglamigtir.
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1. INTRODUCTION

Deep learning (DL) has enabled remarkable progress to be inevitable in our daily
lives by revolutionizing our daily lives and the services people are using. DL is en-
hancing healthcare through accurate medical image analysis, financial security with
fraud detection algorithms, and powering technological advancements like natural lan-
guage processing for virtual assistants and language translation services with the help
of smart devices. Moreover, the Internet of Things (IoT), which is the networking of
physical devices, that are connected and smart, embedded with software, sensors, and
network connectivity, allowing them to collect and exchange data [1], devices play a
crucial role in leveraging DL powered services by acting as data sources and endpoints
for intelligent applications. Cooperation of DL and IoT devices, enhances the capabil-
ities of IoT systems, enabling them to make informed decisions, predict patterns, and

respond dynamically to changing conditions.

The success of DL relies on automating engineering efforts by developing learning
algorithms and architectures for Deep Neural Networks (DNN) [2]. The design of DNNs
includes various aspects such as network architecture, weights, and hyper-parameters.
Only when all those aspects are optimal the DNN performs admissible results for the
given task and data. It is widely studied that deep architecture of DNNs is able to
extract meaningful information from the data without the help of the special feature
engineering effort [2]. However, developing those systems manually requires extensive
expertise in DL, experience in similar tasks, and time for investigating various architec-
tures and hyper-parameter settings [3]. Because of this fact, Automated DL (AutoDL)
methods emerged to automate deep learning pipelines, especially in finding optimum
neural architectures. Neural Architecture Search (NAS) automates architecture search
of DNNs by using various methods such as reinforcement learning [4], evolutionary
algorithms, and supernetworks, the term NAS coined by Zoph et al. in [4]. NAS tech-
niques have proven superior to manually created structures in a variety of tasks [5].

However, NAS algorithms usually run multiple iterations and require lots of compu-



tational power and time if they are using discrete methods that include individually

training and evaluating models in the search space.

The IoT systems have multiple edge devices on the field with data gathering and
processing functions and each device stores their data data in local database systems
that are named as data-silos. Those devices and systems are being used in various
domains from healthcare [6], agriculture [7], intelligent transportation [8] to smart
cities [9]. These advancements came with drawbacks that cause data privacy concerns
about sensitive information; in 2015, researchers revealed that over 68,000 pieces of
medical information were leaked online, where a single healthcare organization has
nearly 12,000 of them [10]. To preserve DL capabilities while overcoming data privacy
issues, Federated Learning (FL) has emerged. Federated learning is a Machine Learning
(ML) approach that complies with the General Data Protection Regulations (GDPR)
[11] that the European Union enforced on May 25, 2018, by the contribution of several
clients to develop a shared, robust machine learning model without exchanging data.
While traditional DL approaches usually use centralized methods to store data in data
centers and train DNNs in there, FL has revealed a new decentralized method to address
the benefits of data silos and distributed training [12]. When compared to centralized
training on persisting data, federated learning offers clear privacy advantages [13]. In
a regular Federated Learning scenario, there is a server S with ML model called global
model W’ and there are N clients {C},...Cx} have their local datasets {Dy,...Dn},
where any of clients have access to database of others. The server sends global model
W' to all of the clients, client C; trains its own received model W; with own dataset D;
and sends W; to server without sharing local dataset D;, the server aggregates all client
models {W7y,..Wx} to update global model W’ where it is going to be distributed to

all clients.

IoT devices generally have a limited computational budget (latency, memory,
FLOPs, etc.) and especially changing network conditions (bandwidth, delay, jitter,
location, etc.) while DL-powered services on IoT devices usually require real-time

decision-making [14]. These advancements increasingly raised the importance of com-



putational efficiency and data privacy while maintaining the model performance for
use cases, which are shaping the ongoing evolution of deep learning applications in
our interconnected and data-driven world. Since IoT devices or edge devices have lim-
ited resources, DNNs should be feasible for those devices in terms of computational
cost and inference latency. Even though traditional DNN architecture design has the
objective of increasing the test accuracy, when the computational limitations of edge
devices have been considered, another design objective should be the computational
cost and size of the DNNs. It is a very challenging issue for developers to achieve those
objectives together, therefore network pruning and efficient neural architecture search
methods have been developed to find the most feasible DNNs for devices with various
computing capabilities. While regular neural architecture search algorithms aim to
maximize accuracy, efficient neural architecture search algorithms focus on finding the
most efficient DNN architectures and preserving accuracy. On the other hand, network
pruning algorithms directly shrink the DNN layers, mainly reducing the layer sizes of
DNN to minimize the computational cost and inference latency, to find lightweight

architectures while preserving the accuracy at acceptable levels.

However, while aiming to find DNN architecture with the best accuracy or the
most lightweight model, researchers may not have access to all data in terms of the
private data of users of devices that do not prefer to share. That situation raises the
complexity of the architecture search problem. Since federated learning is proposed as
a solution for data privacy challenges, executing NAS algorithms in distributed settings
is a beneficial solution when architecture search with local data is desired. There are
several approaches to architecture search problems and since their search space and
search algorithm are specialized in centralized scenarios, federated learning can not
be used in NAS straightforwardly. Either NAS and network pruning algorithms have
been configured for federated scenarios or algorithms that have been specialized for

federated settings have been proposed.

Even though federated neural architecture search and federated network pruning

algorithms and systems help find successful lightweight models, such algorithms with



tremendous computation costs cause communication and computation costs on clients,
and network conditions of edge and server devices have effects on federated neural
architecture search. Therefore effects and limitations in terms of network perspective

should be investigated and, as far as we know, it is not widely studied.

On the other hand, data distribution of edge devices is another factor in federated
learning systems. In a classification task as an example, it can not be expected that
all the edge devices, that in the actual world, have similar data distributions in terms
of the sample sizes of each class. More specifically, in an example image classification
task where there are 10 classes in the dataset, some edge devices may not have col-
lected any samples in class 1 and class 3, or the edge device may have more samples
for specific classes. Since edge devices train the shared model with their local data
in federated learning, the locally trained models are affected by data distributions in
terms of accuracy, over-fitting, and model weights. Different sample sizes in those data
distributions also affect the training duration on edge devices with limited computa-
tional resources. Therefore, data distributions would be another important factor in
federated learning and also federated neural architecture search and network pruning

to find the best-performing architectures.

In this thesis, we focus on the effects of network conditions federated neural
network pruning systems and possible solutions for computation cost, communication
cost, and convergence time. Moreover, we have set up a fully open-source federated
neural network pruning system with an emulated network. Thus, main contributions

of our study can be summarized as:

e QOur first significant contribution is the development of an open-source federated
neural network pruning framework with network emulation support. The frame-
work, named NAFNAS, is specifically built to address the challenges associated
with model pruning in a distributed network of clients within federated learn-
ing settings and various network characteristics. By efficiently reducing the size

of neural networks, our framework tackles the complexities of transmitting and



updating large DNN models with different architectures on resource-constrained
devices. Through rigorous testing and experimentation, we have demonstrated
the feasibility of our federated neural network pruning approach while maintain-
ing optimal model performance.

The second key contribution is a novel client grouping algorithm, called NetDOG,
tailored for federated learning in an environment of models with different DNN
architectures. This algorithm has been developed to account for both the non-
identically distributed (non-IID) characteristic of the local data of the client and
the limitations caused by network bandwidth constraints. By optimizing the
placement of clients into groups based on their class distributions and network
bandwidth tiers, our algorithm improves the efficiency in communication round
duration and balance of federated learning updates.

Our third main contribution is an in-depth study of how network bandwidth af-
fects federated learning, taking particular interest in the length of communication
rounds. After conducting comprehensive testing, we revealed the connection be-
tween changes in network bandwidth and the effectiveness of federated learning
processes. To mitigate the consequences of low network bandwidth, this research
offers useful insights that enable the design of more resilient federated learning

systems.



2. BACKGROUND

2.1. Neural Architecture Search and Neural Network Pruning

2.1.1. Neural Architecture Search

Traditional approaches to developing strong models from a dataset are akin to
creating art, requiring intuition, experience, and a slew of time-consuming manual
chores to fine-tune algorithmic parameters. Constructing a well-performing machine
learning pipeline (including pre-processing, machine learning algorithm selection, and
hyperparameter optimization) is a boring and error-prone task for scientists or devel-
opers [15]. The idea of automating ML jobs arose from a mix of market pressure for
additional ML developers and the time-consuming difficulty of producing ’optimal’ ML
solutions [16]. Therefore, Automated Machine Learning (AutoML) emerged and it is a

concept that reduces repetitive tasks and automatically performs model development

processes.
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Figure 2.1. An overview of AutoML pipeline.

The AutoML process involves several steps including Data Preparation, Feature
Engineering, Model Generation (with hyperparameter and architecture optimization),

and Model Evaluation. Data preprocessing and feature engineering are the first steps,



which require human interaction. Models are built and trained using extracted fea-
tures and datasets, selecting hyperparameters and architectures, illustrated in Fig-
ure 2.1. Hyperparameter optimization methods include grid search, random search,
and Bayesian search [16]. Performance assessment is crucial, with training on the

training set and estimating on the validation set [17].

Neural Architecture Search (NAS) is a subfield of AutoML that provides an alter-
native for manually designing Deep Learning architectures by automating the process
of finding the most suitable DL architectures for a given task. There are multiple ar-
chitectural components to select and optimize while designing a DL architecture such
as layers, layer sizes, components, activation functions, etc. The general idea behind
NAS is to build a search space that includes various architectures by using the com-
ponents as a traditional DL approach and selecting the best architecture from that
candidate architectures in search space. The selection is based on the search strategy
whose objective is maximizing the evaluation objective. The objective in search strat-
egy is generally model performance in terms of accuracy in some studies there would

be multiple objectives such as the efficiency [18] or inference latency [19].

One-shot search algorithms merges these two steps

Architecture X

Architecture — Search Algorithm Perffxrmaﬁce — Best model
Search Space Estimation

Performance of X

Figure 2.2. Overview of neural architecture search.

Fundamental NAS papers categorize architecture steps in 3 steps: search space,
search strateqy, performance estimation as illustrated in Figure 2.2. However latest re-
search in one-shot search algorithms does not fit those steps directly, these researchers

developed search strategy performance evaluation as one single step [20]. These con-



cepts have been discussed below.

Search space is a set of proposed architectures where the search strategy in the
NAS algorithm is going to find the best model. Since the search space concept is a
general and wide term, there could be thousands of architecture could be proposed in
it. Even though domain knowledge for the addressed task can be beneficial for reducing
the size of the search space, too much human effect can cause a bias in NAS which

reduces the possibility of finding generalized architectures for a given task [21].

Search strategy is the algorithm for optimizing the finding of the best-performing
architecture in the given search space. There are multiple approaches in the search
strategy mainly categorized as black-box methods such as Bayesian optimization, re-
inforcement learning, or evolutionary search; and one-shot search algorithms such as

super-net and hypernet-based approaches.

To improve the optimize the search algorithm, the performance of the proposed
models needs to be estimated. Performance estimation is the technique for estimating
this performance; even though the most straightforward option is evaluating the val-
idation performance of these models individually on unseen data, that option can be
costly. Researchers are working on new ways to save time and computing resources.
When an architecture is proposed, the focus is on how accurately it predicts outcomes
on a validation set. But now, researchers are also looking at other objectives, such as
the size of the model and how quickly it responds. This is important because some
devices have memory limits or need quick responses, so various aspects of a model’s

performance of models should be considered.

The NAS problem is formulated as [22]
= argminCost(f(6"), Dyar),

feF
0" = argminl(f(0), Dirain), (2.1)
0

where f* is the found architecture with its parameters 6* and Cost(.,.) for a given



search space F', the input data D divided in Dy.qi and D,y , and the cost function
Cost(.) , we aim at finding an optimal neural network f € F | which could achieve the

lowest cost on dataset D.
2.1.2. Neural Network Pruning

The breakthrough performance of DNNs in perceptual real-world tasks highly
relies on a very large number of parameters and computation power [23]. Therefore
there is a positive correlation between improving accuracy and required computation
power. However state-of-art DNN models require high computational resources from
the devices they are executed while those requirements far exceed the computation
resources of many devices on edge and embedded devices. Therefore, methods for
reducing the computational requirements of a DNN model while maintaining accuracy

are required.

Retrain

- S S e
le - - -
Pretrained Model .. Trained Parameters Estimation Trained Parameters . Pruned Model
Training Strategy ——— . —————— Pruning Method —— -
fb \/_ Criterion fp jp

Figure 2.3. Overview of neural network pruning steps.

At that point, neural network pruning and model compression algorithms have
emerged to build lightweight models for devices with low resource limits. There are
various approaches at this end such as tensor decomposition [24], parameter quantiza-
tion [25], and neural network pruning generally categorized as structured pruning and
non-structured pruning. The general procedure of neural network pruning is illustrated

in Figure 2.3.

Network pruning is a strategy for reducing deep neural network model complexity
while retaining accuracy. It implies removing the network of redundant connections

and weights to provide a lighter model that can be used on embedded and edge sys-
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tems, which have limited resources. Feature shift minimization, distribution-lossless
pruning, and matrix sparsification are a few examples of criteria that may be used to
guide pruning techniques. By identifying and eliminating unnecessary or insignificant
network components, these techniques seek to create a more effective and interpretable
model. It has been demonstrated that neural network pruning may effectively reduce

overparameterized models without appreciably sacrificing accuracy.

Neural network pruning is beneficial for several reasons. Smaller models take up
less space on storage devices, making them ideal for deployment on resource-constrained
platforms such as mobile phones or embedded systems. With fewer connections and
neurons to compute, the model runs faster during prediction. This is crucial for real-
time applications where quick responses are essential. Moreover, lightweight models
require less computational power, leading to lower energy consumption during training
and inference. Pruning can be tailored to the specific hardware or software platform
where the model is going to be deployed. For example, a model deployed on an edge
device might need to be aggressively pruned to fit within the memory constraints of

the device.

Pruning techniques used for Convolutional Neural Networks (CNNs) include ker-
nel pruning and non-structured weight pruning. Setting each weight to zero and mea-
suring the error change is a brute-force pruning technique. Remove it if it grows too
much; if not, return the weight [26]. Weight pruning involves zeroing unnecessary con-
nections in the weights of convolutional layers, while kernel pruning trims the kernels
of the same input feature map simultaneously for structural consistency. CNN pruning
methods can be categorized based on pruning method, training strategy, and estimation

criterion 23] similarly in NAS.

Pruning method decides the trained parameter set by which component to prune
and how to prune. In order to minimize computation during execution, non-structured
pruning is a technique for CNNs in which unnecessary connections or weights are ze-

roized. However, for the kernel, which is a small matrix component that extracts
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features in CNN models, weight zeroing can not be applied because of the structural
dependency of the CNN architecture that needs to be preserved. After a kernel is
zeroized and then removed from the network structure without considering the indi-
vidual connections of kernels with other components, the structure of the CNN would

collapse.

On the other hand, structured pruning removes the entire components from the
deep neural networks to reduce the size and computational cost of DNNs. For the
context of CNNs, ineffective or unnecessary filters are eliminated from the model by
structured pruning without affecting the architectural stability of the CNN model.
Filter pruning is a very common approach where filters that contribute less to the
overall network performance are then pruned or removed, moreover, it is crucial to
calculate the importance of filters that are desired to be pruned. As an example,
in [27], the importance of each filter is based on statistics information computed from

its next layer, rather than its layer.

As mentioned above, one of the advantages of neural network pruning is the
benefit for adapting the DNNs to resource-constrained devices. The resource constraint

filter pruning can be formulated as

f* = argmin [L(f(07)) — L(f(0© 2))],

2,0
Clz) < ¢ (2.2)
where L is the objective function, f is the DNN model, 8 = {6, 05, ...,0k} is the target
model weights and 6* = {07,65,...,05} is the pre-trained model weights where K is
the dimension of the weight vectors which each dimension is a filter. When looking

at the constraints, C'(-) is the target resource usage and ( is the resource constraint.

|L(f(0%)) — L(f(0 ® 2))]| is the loss difference caused by z.

There are several approaches to the resource constraint neural network pruning
problem, one of them is called NetAdapt [28]. NetAdapt is an algorithm that auto-

matically simplifies a pre-trained deep neural network to meet the resource budget of a
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platform while maximizing accuracy. It incorporates direct metrics, such as latency and
energy consumption, and therefore does not require platform-specific information; also
in the paper of NetAdapt, the number of multiply-accumulate operations (MACs) is
set as the constraint in many experiments. After the resource is selected, the Net Adapt
algorithm splits the resource constraint neural network pruning problem into smaller

easier steps and solves them iteratively. It enables a resource reduction schedule

fi = argminCost(f;),
fi
st Ci(fi) < Cj(fi-1) — ARy, (2.3)

where the objective is finding f; at iteration i*". f; is the network generated in i'"

iteration, and fy is the pretrained DNN model. The current resource budget denoted
as C(fi—1) — AR, ; becomes tighter when the iterations increase. R; ; defines how much

the constraint becomes tighter for j** resource at i" iteration.

Iteration
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Figure 2.4. Algorithm flow of NetAdapt.

The NetAdapt algorithm selects convolutional layers (CONV) and fully connected

layers (FC) to fit in the resource constraint. The algorithm consists of 3 steps in pruning
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iterations; (1) choosing the number of filters, (2) choosing which filters to preserve, (3)

short-term fine tuning; illustrated in Figure 2.4.

The first phase entails determining the optimal number of filters to preserve in
a specific layer through empirical measurements. Each layer of the network is inves-
tigated individually and there is a gradual reduction in the number of filters within
the target layer. Reduction is decided by by an evaluation of the resource utilization
of simplified networks and the candidate child architecture with a maximum size of
filters is selected. In the filter selection phase, it is decided which filters to retain,
building on the architecture determined in the previous step. To keep things straight-
forward, a magnitude-based method is applied. Specifically, N filters with the highest
2-norm magnitude are kept, where N corresponds to the number of filters established
in the preceding step. The fine-tuning process in NetAdapt consists of short-term
and long-term phases, during each iteration, the pruned networks undergo a relatively
brief fine-tuning process, with the aim of restoring accuracy. In the measurement of
resources such as inference latency, the algorithm generates a latency lookup table be-
forehand by measuring the inference latency of different layers with their sizes. In the
pruning process, the algorithm just checks the look-up table whether the resource of

the pruned model meets the constraint.
2.2. Federated Learning
2.2.1. Cloud Computing and Data Management
In this section, cloud computing and data management techniques and approaches
are discussed such as centralized and distributed architectures from data privacy and
network topology perspective.
Cloud computing is a technology that enables users or resource-limited devices to

benefit from and utilize computing resources over the network to reduce the cost and

increasing efficiency. It is a breakthrough technology that enables secure data storage
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and communication between edge devices and data centers. Previously, only cloud
computing technology existed, and multiple cloud service providers offered clients a

variety of cloud services.

CLOUD Data Center
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Figure 2.5. A model of Fog Computing.

Edge computing is a distributed computing technique that places the processing of
data near the sources of data generation. Edge computing is required when immediate
action, low-latency responses, and data processing are crucial on edge devices such as
[oT devices since it minimizes the limitation of transmission over long distances to

centralized servers.

Fog computing enhances the principles of edge computing by the location of com-
putational resources and services near the edge of the network. Fog computing emerged
to address the trade-off between the advantages of low-latency responses of edge com-
puting and the computational capacity of cloud computing. Fog computing optimizes
data processing, storage, and analytics across network layers, reducing latency and en-

hancing bandwidth efficiency and scalability, ideal for applications requiring a mix of
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local and centralized processing. A model of fog computing is illustrated in Figure 2.5.

Moreover, cloudlets are small-scale cloud data centers situated at the edge of
a network, integral to the concept of fog computing. A cloudlet provides a localized
computational resource for specific tasks and is located close to the edge devices. When
a mobile edge device moves from one region to another, it connects from one cloudlet
to another. Therefore, it reduces latency and enhances the efficiency of fog computing

architectures.

Even though using cloud computing to handle resource-intensive applications on
remote servers for edge devices is a potential solution, the obstacle of long WAN latency
remains. When focusing on large tasks like processing high-quality images, it can take
some time because the data has to go through the network. The speed at which the
data moves, known as bandwidth, determines how long the process takes. So, the delay
is not just about processing; it is also limited by how fast data can travel through the

network [29].

On the other hand, beyond computational resource advantages in cloud comput-
ing concepts, another concept is data management in that kind of distributed system.
One of the most straightforward approaches in data management is centralized man-
agement which is one of the most easy-to-deploy approach. In a centralized data
management system, all the data is stored and processed in a data center or server and
the data center is responsible for the management of those tasks. However, the leakage
of sensitive data can be a crucial issue in terms of data privacy. Therefore, distributed

approaches have become more popular to handle that problem.

Distributed data management emerged to overcome problems such as data privacy
and, from computing perspective, effective and fault-tolerant data processing. In such
a system, all the data is spread among servers or clients in multiple locations. Since
each node is responsible for managing local data and processing, there may be some

complexities related to data consistency and coordination between nodes.
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2.2.2. Federated Learning

ML models are being used in various tasks of daily life, and being utilized in
different types of devices such as computers, data centers, mobile phones, and IoT
devices. If the model training process relies on a single center, there is a risk of
violating sensitive data privacy because all the data used to train the model needs to
be present on that central server, in other words, a client may not be willing to share
their own data. In 2016, Google proposed the Federated Learning solution [30] which
spreads the data management and model training processes to individual clients or

participants in order to maintain data privacy.

Federated learning represents a machine learning methodology wherein the model
undergoes training across numerous decentralized devices or servers, each retaining its
local data samples without the need for data exchange. In a regular federated learning
system, each client, which can be an edge device mobile phone, etc., utilizes their own
dataset to train a globally distributed ML model, in our case a DNN model, services
by a server. The server coordinates the federated learning process for training and
evaluation steps and gives required commands to the clients. A round is defined as
the sending global model to participant clients and receiving locally trained model
from clients to aggregate and define a new global model, then sending the new global
model, the aggregated model, to clients again for the evaluation step and collecting the
performance measurements such as accuracy, latency, etc. In detail, the server sends an
estimate of DNN model parameters to clients. Clients build the model with received
weights and train the model to update the parameters with the local dataset, then
send the updated weights to the server. The server waits to collect sent weights from
all participant clients and then aggregates with an aggregation algorithm all weights
to build a new global model. The server sends new global DNN model weights to
participant clients for the aggregation process. Clients evaluate the new global model
with the local dataset and send evaluation results to the server again. It is crystal clear
to observe that in each round there are huge amount of communication between the

server and clients due to the size of model weights. This approach prioritizes privacy
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and security by conducting the training process on a per-user basis, eliminating the

need to share data with the server.
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Figure 2.6. Steps of Federated Learning.

The illustration in Figure 2.6 represents the federated learning process; step 1 is
the local training process that happens in the client, in step 2 the updated parameters
are sent to the client, the server aggregates the received weights in step 3 to build new
global model, with step 4 the new global model distributed to the clients for deployment
or next round. For the training of the global model, these steps are repeated in multiple

rounds.

"Heterogeneous clients” in a federated learning setting are users with different
network properties such as network bandwidth. Clients who can participate more
frequently and produce better results can be given priority by the server, which could
introduce bias into the federated learning process. This undesirable state might result
in performance losses, showing how crucial it is to create techniques that preserve

clients from bias in a federated learning environment with a range of limitations.
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The problem of IID (Independent and Identically Distributed) and Non-IID (Non-
Independent and Identically Distributed) dataset distributions in federated learning
occurs in the nature of data distribution among the participating clients in the actual
world. In an ideal IID scenario, each local dataset of a client is representative of
the overall data distribution, ensuring that the model is trained uniformly across all
clients. However, in a non-1ID setting, clients may have irregularly distributed or

non-representative datasets, leading to challenges in aggregating model updates.

2.2.3. Weight Aggregation Algorithms

Weight aggregation algorithms are techniques used in federated learning to com-
bine local model updates from several devices, accounting for factors like data distribu-
tion, model performance, and participation frequency. These algorithms seek to create

a global model that makes use of the knowledge that clients can contribute.

However, aggregating weights of local DNN models of clients are vulnerable to
result in a non-optimal model since the local dataset of clients is generally Non-IID. A
certain amount of uncertainty is introduced into the learning model via statistical het-
erogeneity. Because of that, selecting the right aggregation and learning methodology

is crucial for the robustness of FL systems.

Dealing with statistical heterogeneity, or non-IID data, presents challenges in
model selection and hyper-parameter tuning due to decentralized data at client loca-
tions. The lack of human annotations or interactions with learning systems at the edge
clients results in label scarcity and limits the application domain of supervised machine

learning models [31].



19

Algorithm Federated Averaging (FedAvg)

Input: No. communication rounds: T, no. epoch in local training: £, no. clients: m,

no. selected clients: €, initial model parameters: w'®, model parameters of client ¢ at

round t: w'?, set of model parameters received from all participant clients: w{ﬂ

samples of client ¢ at round ¢ nlt)

no.
, set of sample sizes received from all participant
clients: n local dataset of a client: ..,

Output: Trained model parameters w!™),

function SERVER_SIDE_OPERATION
Initialize parameters w!®
for t=1to T do
Select a random client subset §; from m clients
for User ¢ in C do

w0l = client_side. operation(w')

Append w; ) g w“}

Append nc " to -n.m

wit) = Fed Avg[ug], ":3‘:’) & Weight aggregation

return w'’’
function CLIENT_SIDE_OPERATION(wW)
frocat + flw) = build model with received parameters w
for Epoch ¢ in £ do
Train fioea with Dy

return gef_parameters| _f;om;}

(t)

function FEDAvG w{ﬂ, n. )
! t

t+1 — At
w - C ZrES: W

return wt+!

Figure 2.7. FedAvg algorithm.

A lack of labeled data in decentralized environments leads to label scarcity in
federated learning. Federated learning strategies control uncertainty from unlabeled
data to deal with it. In order to reduce divergence during local training epochs, the

server chooses dependable client models from earlier rounds to ensure consistency.
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Algorithm FedProx
Input: No. selected clients: C, initial model parameters: w'®, model parameters of
)

client ¢ at round #: u-‘it , set of model parameters received from all participant clients:
u-‘::gf", no. samples of client ¢ at round t: nff}1 set of sample sizes received from all
participant clients: ngl}, proximal parameter: -~y

Output: Trained model parameters w'®’,

function SERVER_SIDE_OPERATION

// Same with FedAvg algorithm

function CLIENT_SIDE_OPERATION(u")
fiocat +— f(w') & build model with received parameters w'
for Epoch e in £ do
v = fw - ||’
arg min,, ho(w;w') = fipea(w) + 5+ > Objective Function
return get_parameters( fioca)
function FEDPROX(w}’  nY))

t+1 _ 1 At)
w —C Ecaﬁ'. We

return uwit?

Figure 2.8. FedProx algorithm.

There are several weight aggregation, or in other words model fusion, algorithms
that may handle data scarcity or communication costs. Generally, the goal of federated

learning the minimize the objective on local data as
minf(0) = ’;pkﬁ(@, (2.4)

where L, is the local objective of the k-th client and ), py = 1. Federated Averaging
(FedAvg) [13] algorithm initializes clients randomly at first then distributes the weights

to train locally on clients. The learning objective is constructed as p, = Z"’jl - That
k

parameter acts as a regularization parameter by randomly selecting a sample of par-

ticipant clients in each round of communication and training. The FedAvg algorithm

is described as pseudocode in Figure 2.7.



21

FedAvg algorithm selects clients randomly for each communication round in FL.
However, it does not consider the data distribution, in other words, label scarcity. Fed-
Prox [32] is another weight aggregation algorithm for statistical heterogeneity problems.
Statistical heterogeneity stands for the variability of data distributions in clients. Fed-
Prox is an improvement over FedAvg by adding a proximal term to the local training
objective of each client. Without a proximal term, the algorithm has no difference from
FedAvg. But with the proximal term, FedProx guarantees convergence in clients with

non-I1D data heterogeneity. The proximal term is calculated as

2

v = Hw—wt‘ , (2.5)
where w is the parameters updated in the client with its local dataset as described in

Figure 2.8, w' is the parameters received from the server (global model).
2.3. IID and Non-IID Data Distributions

IID (Independent and Identically Distributed) refers to a characteristic of a
dataset where each data point is independent of others, and all data points are created
from the same underlying probability distribution. This assumption simplifies statis-
tical analyses and is commonly assumed in traditional machine learning settings. On
the other hand, Non-IID (Non-Identically Distributed) characterizes a dataset where
data points may have different probability distributions, variability, or heterogeneity

in the statistical properties.

11D Data Distribution Non-IID Data Distribution

L0 (A 456789 1 01254567879 L e 25456789 1 025456787

Figure 2.9. Sample of IID and Non-I1ID data distribution.



22

Non-IID scenarios which are illustrated in Figure 2.9, are closer, compared with
IID data, to real world scenarios, such as federated learning or datasets collected from
diverse sources. The non-identically distributed distribution of the data causes the
model weights trained on one subset of the data to differ significantly from those
learned on another subset, which is called weight divergence. In the context of feder-
ated learning, local datasets of clients with unique statistical properties would cause
the weights to diverge differently therefore that situation would prevent the weight
aggregation algorithm from converging or generalizing. Zhao et al. [33] showed the

weight divergence of a federated system on clients with a Non-IID dataset.

In federated learning research, there are a couple of ways to distribute experimen-
tal datasets to clients in a non-IID manner. In a classification task, one is assigning
each client one or multiple image classes and utilizing only samples from selected classes
to clients, Non-IID(1) represents each client having data from 1 selected class and Non-
IID(2) is for 2 selected classes. Another approach is using statistical approaches that
guarantee the statistical properties of distributed data as Non-IID such as Dirichlet

Distribution.

One assumption is that the used overall dataset, which is split and distributed
to the clients, has a uniform class distribution. However, in a real-world setting, there
may be other types of class distributions or some unbalanced data problems. In that
case, the global model can be biased towards the majority classes. To overcome that
situation, class balancing methods such as resampling or synthetic data generation

methods can be applied with a strategy on clients that is guided by the server.

2.3.1. Dirichlet Distribution

The Dirichlet distribution is a multivariate continuous probability distribution.

The Dirichlet distribution is parameterized by a K-dimensional vector o = oy, ..., ak,
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where «; > 0 for all 7. Its probability density function (PDF) is
K

rxi) = s Lo (2.6

i=1

where B(«) is a normalizing constant and I'(z) = [ 2*~'e~*dz is the gamma function.

0

Samples from the Dirichlet distribution are K-dimensional vectors. The support

is the open (K-1)-simplex, defined as
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Figure 2.10. Affect of different o values on class distributions where a equals to (a)

0.1, (b) 0.3, (c) 0.5 and (d) 1.0.

The Asymmetrical Dirichlet distribution is employed to model a situation where
datasets are distributed unevenly among agents. This is achieved by assigning samples

within each class unevenly across agents, using proportions sampled from a symmetrical
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Dirichlet distribution. If we have a dataset with C classes and the goal is to distribute it
among K agents, a symmetrical K-dimensional Dirichlet distribution Dir(«) is defined,
with « as the parameter set. Vectors are then sampled from this distribution for each
class, determining the allocation of data from each class to each agent. The a parameter
is tunable to regulate the level of uneven distribution. Higher o values result in more

balanced distributions, while lower values lead to more uneven splits [34].

The effect of a value on sampling with Dirichlet distribution is illustrated on the
CIFAR-10 dataset with 20 clients in Figure 2.10(a), Figure 2.10(b), Figure 2.10(c) and
Figure 2.10(d).

2.3.2. Earth Mover’s Distance (EMD)

The Earth Mover’s Distance (EMD), also known as Wasserstein distance, is a
metric that measures the similarity of two distributions defined in the same space.
The fundamental approach in EMD is determining the minimum work required to
transform one distribution into another. In [33], the EMD is stated as the root cause
of the weight divergence that results in low accuracy performance in the validation

dataset and formulated as
c
k
EMDy =Y |} — Pyeill, (2:8)
i=1

(%)

where C' denotes the number of class types, p,~

; refers to the proportion of the number
of the i*" type data of client k and p,—; refers to the global proportion. It is already
known that higher EMD values across the clients lead to a higher weight divergence
between locally trained models and lower validation accuracy on the aggregated global

model [33]. Authors have proposed a data-sharing strategy from server to client to

balance the distributions but that solution requires a common dataset on the server.
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3. RELATED WORK

3.1. Neural Architecture Search

Neural Architecture Search is the process of building the best-performing neural
network architecture for a given task in an automated way. NAS has already shown
success in various tasks [35-37]. One of the prior works [4] by Google Brain utilized
Reinforcement Learning (RL) in the neural architecture search process. The proposed
method uses Recurrent Neural Networks (RNN) for architecture construction and RL
to maximize the accuracy of a validation dataset. Notably, RNN proposes a new
network architecture by acting as a sequence generation task. If the generated model
performs well controller gets a reward otherwise, it gets penalized, where the controller
in RL learns expected validation errors and proposes better architecture in the following
iterations. The proposed method has been tested on CIFAR-10 and Penn Treebank
datasets and used 800 GPUs for two weeks to achieve SOTA results. By realizing
there are certain motifs in architecture engineering Zoph et al. [38] defined two types
of convolutional cells for architecture building; one returns a feature map in the same
dimension other reduces the dimension. That approach costs 500 GPUs and 4 days.
ENAS (Efficient-NAS) [39] used a similar approach but used weight sharing to speed up
the reward estimation. The search space has been effectively reduced by sharing weights
across different architectures, which also allows faster exploration and evaluation of
various architectures. ENAS method achieved similar results with only 1 GPU and

less than 16 hours.

Early, it was a common approach to use evolutionary algorithms for optimizing
the neural network architecture [40,41]. A population of architectures is updated
iteratively by evolutionary NAS methods. Each phase involves selecting one or more
parent architectures from the population by its validation accuracy, combining them,
and undergoing mutations to produce new child architectures [21]. There are various

approaches to sampling the initial population and parent selection from the population.
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Real et al. [42] randomly sampled the architectures from the search space and also used
regularized evolution that eliminates the architecture in each phase which has been in
the population for a long time. On the other hand, Elsken et al. [43] selected the
best-performing architectures as parents from the population. LEMONADE [44] is a
multi-objective evolutionary NAS algorithm that aims to minimize multiple objectives

by considering the trade-off between predicting accuracy and consumption of resources.

RL and evolution-based NAS algorithms iteratively find architectures from search
space and train them to obtain their performance. However, these approaches require
immense computational costs because of the process of training thousands of archi-
tectures individually. Therefore, one-shot NAS techniques have emerged and become
popular in the literature. With one-shot techniques each architecture in the search
space is not trained from zero, just the opposite all architectures are trained by single

training of a supernetwork.

A supernetwork is a large network that can build all possible neural network
architectures in the search space by containing every possible operation [21,45]. The
supernetwork idea is introduced by Saxena et al. [46]. The method proposed by Bender
et al. [45], first trains the supernetwork and extracts the best sub-networks from the
trained supernetwork. Once-for-all [47] is proposed to find an efficient neural network
architecture to fit in memory and inference latency requirements. Once-for-all uses the
progressive shrinking approach to generate neural network architectures with different

sizes.

The most popular one in supernetwork-based NAS methods is DARTS (Differ-
entiable Architecture Search) [48] proposed by Liu et al. The DARTS method uses
continuous relaxation to represent the search space which makes it possible to use the

gradient descent algorithm to extract best performing architecture more rapidly.
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3.2. Neural Network Pruning

Convolutional Neural Network (CNN) is a popular branch of DNNs; especially
in image processing tasks. Usually, CNNs are over-parametrized [18]. Advancements
in the last decade in DL and DNNs and their use cases in edge devices have brought
many kinds of research in neural network pruning along. There are various categories
in these researches [49]. Magnitude-based pruning methods [50] measure the degree
of importance of weights and neurons by their magnitudes. Sensitivity analysis-based
pruning [51] investigates the effect of weights on the validation loss by removing or
perturbing them. Pruning with knowledge distillation [52] is another approach of neu-
ral network pruning where the main model, that is to be pruned, is teaching the more
efficient pruned model in the training phase. Quantization methods [53] focus on quan-
tization, binary, and low-precision representation of the DNN model for compression.
Also, NAS-based methods [54] have been used to find more compact and efficient DNN

models.

A comprehensive pruning method was proposed by Lin et al. [51] to remove un-
necessary channels from a deep neural network. Their approach consists of two steps:
first, the significance of each channel was measured, which resulted in the removal of
unnecessary channels from all layers. Second, the method dynamically modifies filter
accuracies by comparing sparse and pruned networks to fix any improperly pruned
channels. To accelerate the inference process, Li et al. [55] proposed a refined pruning
mechanism where channel-wise significance indexes and layer-wise sparsity of convo-
lutional layers have been focused. Another structured pruning algorithm proposed by
Chung et al. [56] where the proposed method prunes specific convolution channels in
the first layer of CNN because of the fact that pruning of the first layer lets compressing

the rest of the convolution layers successfully.

The foundation of unstructured pruning was a heuristic method for eliminating
unnecessary parameters [57]. Han et al. [58] introduced the train-prune-retrain method

to detect important connections to reduce the storage and computational cost of DNN.
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Yang et al. [59] utilized the energy cost of each layer in order to select and order layers
to prune. NetAdapt [28] is another approach in neural network pruning that optimizes
the pruning process by considering another objective such as inference latency and

computational cost constraints.

Quantization of DNN models is a process of reducing the precision of the numer-
ical values used to represent the weights and parameters of the network. Post-training
quantization is a process where quantization of weights of the DNN model, followed
by re-optimization to produce a quantized model with scales [60]. Quantization-aware
training is a technique to train DNN with the awareness that the model is later to be

quantized to lower precision; to integer values, typically 8-bits [61,62].

Knowledge distillation [63] is a model compression technique where a smaller
DNN (student) is trained by a more complex DNN model (teacher). The student
network learns various knowledge from the teacher network such as ground truth labels,
soft probabilities, or intermediate representations. This method helps transfer the
knowledge encoded in the teacher model to the smaller student model, enabling more
efficient and compact neural network representations. One method [64] used middle

layers to transfer the feature-based knowledge of teacher DNN.

3.3. Federated Learning

Federated Learning (FL) was coined by McMahan et al. [13] as a distributed
machine learning (ML) framework in order to preserve data privacy. Because of the
advancements in data privacy, it is utilized in various fields such as mobile keyboard
prediction [65], financial fraud detection [66], and precision medicine [67]. However,
there are challenges in FL from different aspects such as privacy protection, statistical

heterogeneity, device heterogeneity, and communication heterogeneity.

ML techniques generally assume that data are independent and identically dis-

tributed (IID) [68], however, non-IID data distributions are a problem of data het-
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erogeneity. Hsieh et al. [69] investigated the effect of the degree of data skew on the
performance of DNN models. FedAvg [13] is proposed to utilize the stochastic gradient
descent(SGD) algorithm with a global aggregation setting. Even though, the paper of
FedAvg states that the aggregation algorithm is still robust for non-IID data settings,
some experiments reveal that FedAvg is insufficient on non-I1ID data [33]. Itahara et
al. [70] shared unlabeled nonprivate data with clients in order to overcome the weight
divergence problem that is resulted from non-I1ID data. FAug [71] is a method to gen-
erate missing samples by a GAN generator. Clients send local samples to the server
to train GAN and GAN is published to clients for local data sample generation pro-
cess. Another way to deal with the data heterogeneity problem in FL is by selecting
participating clients or training samples across clients and local datasets. FedSS [72]
is a dynamic sample selection algorithm that selects training sample size from a local
dataset of clients to improve convergence and reduce computational cost. Wang et al.
proposed FedACS [73] that is aimed to build an ideal client pool by selecting clients
based on their class distribution heterogeneity by statistical analysis. Zeng [74] pro-
posed predicting the DNN model training on heterogeneous devices by a deep learning
method in order to investigate the different model features that have a significant effect
on training time and then used key features to train a global model. The optimization
can be placed into model training or aggregation phase, Ma et al. proposed FedSA [75]
a semi-asynchronous FL mechanism that selects a certain number of local models that
are going to contribute global model updates by their order of arrival. Reddi et al. [76]
used ADAGRAD, ADAM, and YOGI optimization methods in server and client opti-
mizers and implemented those methods in the FedAvg algorithm. The results of that
research revealed that an adaptive optimizer can improve the convergence of DNN
models significantly. Model regularization optimization is a method for increasing the
efficiency and global accuracy in FL [77]. FedProx [32] algorithm adds a proximal term
to the local optimization objective to balance the distance between local and global

weights with L2-distance.

On the other hand, while the objective of FL is data privacy, it requires communi-

cation over the network and there may be some vulnerabilities that need to be handled.
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Differential privacy is a concern that is a strategy that prevents attackers from inferring
the local dataset from an output [78]. In DP-FedAvg [79], differential privacy is applied
to federated learning in client-level data protection by the Gaussian mechanism. [80]
applied the DP-FedAvg algorithm to mobile devices. FedMD-NFDP [81] implements a

noise-free differential privacy mechanism to a knowledge distillation-based FL. method.

Knowledge distillation (KD) [63] is applied in FL in order to alleviate the commu-
nication cost and duration issues. The integration of knowledge distillation to federated
learning increases the convergence and also it is able to handle model heterogeneity
problems since only the logit size is required in KD. Li et al. [82] introduced FedMD
which allows clients to train local models on public datasets and upload logits to the
server rather than model parameters. That approach requires the generation of a public
dataset and therefore may not be feasible for each task. FAS [83] is proposed to in-
crease the convergence and reduce the communication cost. Researchers have analyzed
the effect of public data distribution and logit aggregation strategy theoretically and
proposed an active sampling method with the DP strategy. FedDistill [84] is proposing
a federated distillation method without data privacy problems by forcing clients to
share a global model while training a local model. A client has two models one is a
global model that is trained to share with the server, other is a local model that serves
as a teacher model to train a global one. Wu et al. [85] proposed FedKD that the global
model can be trained with three loss functions and matrix factorization is applied to

reduce the communication overhead.

3.4. Federated Neural Architecture Search

There is an increasing interest in searching for a neural architecture under feder-
ated learning settings because of the demand for privacy-preserving distributed train-
ing. Federated NAS methods can be categorized as offline and online Federated
NAS [86]. In offline Federated NAS, the architecture search process is conducted in a
centralized server and the candidate DNN architecture is distributed to the participant

clients for local training and deployment. Zhu et al. [87] proposed a genuine offline
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federated NAS framework where an evolutionary optimization algorithm for selecting
optimal architecture from the Pareto front. On the other hand, in online federated
NAS, the search for the optimum of the DNN architecture and the distribution of the
DNN is performed simultaneously, the candidate architecture should have desired accu-
racies. One research [88] in online federated NAS used an evolutionary NAS algorithm
to reduce the computational cost and communication cost. FedNAS [89] implemented

differentiable NAS algorithm DARTS which is explained in Section 3.1.

DecNAS [90] is a population-based offline federated NAS that follows a well-
defined process. It begins by initializing a global model and assigning resource budgets
(latency or computational cost) to clients. Simplified global models are created by
neural network pruning and distributed to client groups. Each communication round
executes local training, evaluation of test accuracies on validation datasets, and sending
results to the server. The server aggregates local models, calculates weighted accuracies,
removes poorly performing models, and updates the remaining models with aggregated
gradients. This iterative process repeats until convergence. The global model is then
replaced and stored, and this continues until convergence is achieved. Finally, federated
training is performed on the stored global model. The method incorporates model
pruning and client sampling for communication efficiency but acknowledges challenges

in accurately representing test accuracies, particularly in non-IID client data scenarios.

FedNAS [89] is a gradient-based method, inspired by DARTS, that employs a
global model known as the supernet, consisting of repeated directed acyclic graphs
(DAGs) with all candidate operations. Using relaxation tricks [91], a weighted sum of
candidate operations becomes differentiable, facilitating direct updates of architecture
parameters via gradient descent. The process involves server initialization, clients
downloading and locally updating the supernet, and iterative parameter uploading for

weighted averaging by the server until convergence.

RT-FedEvoNAS [88] is a real-time multi-objective evolutionary approach that

reduces additional communication costs and computational resource overhead while
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preserving model performance in the optimization process. The proposed method em-
ploys a double-sampling strategy, where submodels are sampled from a global model
shared by all individuals within a population, and participating clients are sampled for
submodel training. This approach enables the integration of one generation of evolu-
tionary optimization within a single communication round, resulting in a significant

reduction in both communication and computation costs.

FedorAS [92] conducts NAS in a federated and resource-aware way, considering
heterogeneous devices and data. Clients are clustered based on capabilities, and a su-
pernet is designed as both a search space and a weight-sharing system. The supernet
is partially shared with clients, considering their computational and bandwidth capac-
ities. The authors utilize resource-aware one-shot path sampling for lightweight NAS
on devices, optimizing neural networks for resource efficiency. The federated training
of the supernetwork produces pre-trained networks, reducing the need for on-device

training rounds.
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4. SYSTEM DESIGN

4.1. Network Emulated Federated Neural Architecture Search

In this thesis research, we present a comprehensive design framework for a Fed-
erated Neural Network Pruning system featuring an emulated network environment.
The system is based on the fundamentals of Federated Learning, in terms of decentral-
ized DNN model training with local datasets. The neural network pruning algorithm
focuses on pruning filters in each layer of CNN iteratively, aimed at reducing the neural
network’s size and computation cost while maintaining its performance. The federated
learning infrastructure is delicately built, comprising server and client components.
An emulated network setup is incorporated to simulate federated learning processes
on a network, with the benefits of testing and debugging on containers. The neural
network pruning algorithm is integrated smoothly into the federated learning process,
with consideration for dynamic conditions in the network. Evaluation metrics are de-
fined to address accuracy, multiply-accumulate operations (MAC), inference latency,
communication cost, and communication overhead. Multiple testing and validation
are conducted to ensure the efficacy of the system, achieving desired model compres-
sion and optimizing the speed of communication rounds. This design represents an

open-source experiment framework for federated neural network pruning.

4.2. Neural Network Pruning Algorithm

As the neural network pruning algorithm, NetAdapt [28] is utilized. NetAdapt
generates a rule-based pruned architecture iteratively and each iteration proposes mul-
tiple DNN candidates and selects the best one from them. The original algorithm
of NetAdapt uses multiple GPUs for fine-tuning each candidate DNN. Specifically, to
finish an iteration and select the best-performing DNN, the algorithm creates subpro-
cesses for each candidate DNN and assigns one GPU for each of them. Therefore, the

NetAdapt algorithm is suitable for utilization in the federated learning system.
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The NetAdapt algorithm prunes DNN architecture by its block, the term ”block”
typically refers to a group of layers or a set of operations that are combined to
form a building block of the overall CNN architecture. In our case, we have uti-
lized AlexNet [93] architecture in our pruning process. There are 2 types of blocks in
AlexNet architecture, blocks with convolutional layers and blocks with fully connected
layers(FC). There are 7 blocks in AlexNet architecture therefore in each iteration Ne-
tAdapt algorithm proposes 7 different pruned DNN candidates. A sample for the first

iteration is illustrated in Figure 4.1.
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Figure 4.1. Pruning of AlexNet architecture.
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Along the iterations, the predefined constraint is reduced gradually. An iteration
starts with calculating the resource constraint. The resource of the best model of
the iteration defines the resource constraint of the next iteration. As described in
Section 2, a resource reduction schedule is enabled, and parameters that define the

constraint formulated as
Rtarget = Rcurrent — IRR * (RRDiil), (41)

where 7 is the number of iterations, Riqrger and Reyrrent are the target resource of the
next iteration and current iteration of the pruned best model respectively. I RR is the
initial resource reduction and we have set it as 521072. RDD is the resource reduction

decay that is set as 0.96.
4.3. Federated Learning Framework

We have implemented federated learning to the fine-tuning step of the pruned
model in each iteration. The server executes the pruning algorithm and generates
pruned candidate DNNs for fine-tuning, then distributes those DNNs to client devices

for fine-tuning with local data.
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Each pruned candidate DNN requires a fine-tuning process and a federated fine-
tuning strategy can be developed. The straightforward approach is sequentially fine-
tuning each model in federated settings. In Section 5 other approaches have been

discussed. The implementation of federated fine-tuning is illustrated in Figure 4.2.

4.3.1. Flower FL Framework

To perform federated learning with server and client communication, we have
used Flower FL Framework [94]. Flower is a user-friendly FL framework that enables
the creation of servers and clients practically for a federated learning pipeline and
also provides scalable and secure communication with gRPC protocol between servers
and clients. The framework also provides built-in weight aggregation algorithms to

implement and utilize on the server side.
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Figure 4.3. Flower core framework architecture with edge clients.

Moreover, it is possible in the framework to customize the federated learning
pipeline. The transferred data in the communication can be customized and useful

information about the federated learning process or the algorithm can be shared with
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the clients. Also, the behavior of the clients in training and evaluation steps can be
customized due to the requirements of the whole experiment. In the Flower framework,
a strategy is the central component that orchestrates the federated learning process. It
encapsulates the core logic that dictates how the learning process happens, making it a
crucial element for customizing and controlling various aspects of a federated learning

system as shown in Figure 4.3.

4.3.2. Modification in Flower FL Framework

In the Flower framework, custom configurations have been implemented to en-
hance communication during the federated learning process and adapt federated learn-

ing in the neural network pruning scenario.

Traditionally, servers typically send only global model weights to the clients for
training and updating. However, our iterative neural network pruning algorithm gener-
ates different DNN architectures. Therefore, the server has been configured to transmit
not only the model weights but also the entire model architecture. This is achieved
by serializing the PyTorch model using TorchScript. By serializing the model architec-
ture, the server is now capable of sending a comprehensive representation of the neural

network structure to the clients, enabling a more detailed exchange of information.

On the other hand, clients have also been configured to deserialize the received
architecture information in bytes. To this end, since the federated learning is conducted
in several rounds, the server only sends the weights and architecture together in the

first round to inform the clients about the architecture they are working on.

This approach also can be advantageous in various scenarios where the server re-
quires access to the complete model architecture for tasks such as dynamic architecture-

specific changes during the federated learning communication rounds.
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4.3.3. Federated Metric Aggregation

In FL, the aggregation of performance metrics, such as accuracy, combines the
locally computed accuracy values from clients to obtain a global or federated accuracy
measure. This process is crucial for evaluating the overall performance of the global
model across the clients where there is not any shared validation data. The federated

accuracy is defined where n; is the total number of training samples if client 7, as
Zi]\;1 n; - Acc;

4.2

Aggregated Accuracy =

4.4. Network Emulator

One of the distinctive approaches in our experiments of this research is the net-
work emulator implementation to federated neural architecture pruning. Federated
learning cannot be thought of without network conditions and architectures. Network
emulation has various advantages for our experiments in neural network pruning with

federated settings.

A network emulator allows you to simulate real-world network conditions, in-
cluding varying bandwidth, latency, and packet loss. This ensures that the federated
learning system performance is tested under conditions that the actual deployment

environment.

Federated learning usually involves resource-constrained devices. Network emu-
lators enable testing management of resources such as bandwidth and computational

power by the system in different network conditions.
4.4.1. CORE Network Emulator

CORE, the Common Open Research Emulator [95], stands out as a powerful
network emulation tool for research, development, and education. As an emulator,

different from a simulation where abstract models are used, CORE setups a represen-
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tation of a real network that behaves in real time. Its user-friendly interface allows
us to design custom network topologies. On the other hand Python module further
enables automation of setting up various network topologies with different sclaes for

extensive testing securities.
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Figure 4.4. User interface of CORE.

CORE does offer a user interface as shown in Figure 4.4 as well as a Python
API which enables users to interact with the emulator programmatically. This API
can be used to automate emulator session setup and create custom nodes. The API
allows Python scripts to manipulate network elements, configure nodes, and control
the behavior of the emulated network. It is possible to configure link properties such

as bandwidth, delay, duplicate, jitter, and loss between nodes during runtime.
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Figure 4.5. Architecture of CORE.

The core-daemon is a crucial part of the CORE framework, as shown in Figure 4.5,
which helps simulate networks for research. It manages devices (nodes) and connections
(links) in a way that emulates real networks. Using Linux namespaces, it creates these
devices and connections. It also controls how data moves through these connections to
make the simulation realistic. Additionally, the core-daemon has a gRPC API, making

it easy to control and interact with the simulated networks in the CORE emulator.

In our research using the CORE framework, we have selectively employed various
network topology components to create targeted and realistic scenarios. Particularly,
we have focused on utilizing custom nodes and switches as the primary components
within our federated learning network configurations. Custom nodes afford us the task
specific network devices for our research requirements. Moreover, we have integrated
Docker containers within these custom nodes, leveraging containerization for the de-
ployment of flower servers and clients. This approach allows us to develop a seamless
incorporation of the containerized Flower FL framework within the broader network

topology.

4.4.2. Configurations in CORE

In our experimental setup, we have incorporated the Flower FL framework, specif-

ically utilizing servers and clients encapsulated within Docker containers. For fine-
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tuning DNNs on the client side, we have imposed strict resource constraints on the
client containers by allocating 8 CPU cores and 6GB of memory. This restriction aims
to simulate realistic computing conditions and assess the pruned DNN performance
within resource-constrained environments. Our network configuration within CORE
encompasses a total of 56 Flower clients. Each client does not contribute to the dis-
tributed fine-tuning process every time, the client selection and grouping are discussed

in Section 5.

By leveraging the Python API provided by CORE, we automated the creation
of a CORE session that emulates a server container and multiple client containers
interconnected in a network topology. In our topology design, the server is connected
to a switch, and all client containers are linked to this switch. We have defined 3 tiers
of bandwidth conditions as low, medium, and high; and a tier is assigned to each link
between the clients and the switch. A dynamic adjustment mechanism is introduced
to the network configurations wherein the bandwidth for each link in the network is

modified every 5 minutes within the predefined limits of the assigned tier.

We purposely adjusted the bandwidth levels to imitate real-world scenarios where
bandwidth fluctuation occurs. This variation allows us to assess how effectively the

federated learning model behaves in different bandwidth situations.

4.5. Proposed Client Grouping Algorithm: NetDOG

We have proposed a client grouping algorithm, named Network and Distribution
Optimized Client Grouping (NetDOG), is designed to enhance the efficiency of model
training in federated learning settings by considering both network bandwidth condi-
tions and non-IID class distribution of clients. The objective behind this algorithm is
strategically assigning clients to different DNN models (in the context of neural net-
work pruning) based on network bandwidth and the class distributions of respective

datasets.
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Algorithmm Network and Class Distribution Optimized Client Grouping (NetDOG)
Input: MAX_ITER: Maximum number of iterations. N: Number of groups. COEFF':

Coefficient for client transfer threshold.
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if EMD(G™) < EMD(Gy,) x coef f then
newAverageEMD + % 3| EMD(Dist ms, Distg)
Append operation(c; ¢j,newAverage EMD) to candidateOperations
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Figure 4.6. NetDOG algorithm.

The algorithm optimizes communication efficiency by assigning clients with lower
network bandwidth to models with smaller sizes. Especially assigning to a group that
desired to train a specific model. This strategic assignment aims to alleviate potential
communication bottlenecks by shifting the communication overhead to smaller models,
in order to reduce communication time and optimize the overall federated learning

process.
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Furthermore, the NetDOG takes into account the non-IID datasets of clients
with varying class distributions. To address this challenge, the algorithm employs an
iterative process that optimizes the class distribution within each client group. This
ensures that each global model that is trained federally receives a diverse and balanced
set of data representations, providing a robust and generalized global model. The
NetDOG iteratively transfers clients between groups based on the EMD values of the

groups, aiming to achieve a balanced and representative distribution of classes.

The pseudocode of NetDOG is given in Figure 4.6. The algorithm initiates by
assigning clients to groups using a simple network-aware approach. It then iteratively
refines these assignments over a specified number of iterations, MAX_ITER, to achieve
enhanced optimization. It strategically evaluates these transfers based on their impact
on the EMD value of the groups after the transfer. The algorithm expects an improve-
ment as the coefficient in average EMD value if the clients in a transfer pair are in
different bandwidth tiers, in other cases expectation is just an improvement in average

EMD.
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Figure 4.7. Groups generated by NetDOG in different COEFF settings such as (a)
0.5, (b) 0.7, (¢) 0.9 and (d) 1.0.
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The algorithm has individual clients ¢; assigned to specific groups ¢; with band-
width tiers bw;. It holds on the entire set of clients C' and its subsets C; based on group
number j. Similarly, it considers the complete set of groups G and group subsets G .
Class distributions are captured for individual clients Dist.,, their assigned groups
Disty,, the entire dataset Distg, and group subsets Distg,. Temporary variables,
Gtemp ANd Giemp, help in exploring client transfers. Algorithm behavior is controlled by
the maximum iteration count M AX _ITER, transfer threshold coefficient COEF'F,

total number of groups N, and window length w used in calculations.

Table 4.1. Comparison of EMD values of Different COEFF values.

COEFF | 1 2 3 4 5 6 7 | Average
0.5 0.34 | 0.25 | 0.33 | 0.23 | 0.19 | 0.20 | 0.60 0.31
0.7 0.34 1 0.32 | 0.28 | 0.31 | 0.23 | 0.25 | 0.57 0.33
0.9 0.33 | 0.17 1 0.22 | 0.24 | 0.34 | 0.21 | 0.26 0.26
1.0 0.21 | 0.27 ] 0.26 | 0.22 | 0.31 | 0.22 | 0.12 0.23

Selection of the COEFF parameter is crucial while allowing transfers to happen.
Therefore, it prohibits the possible outcomes of the algorithm in terms of the groups
and their distributions. We have conducted a preliminary test to select an appropriate
COEFF value by comparing the resulting EMD values of groups to achieve better
accuracy and the client groups to observe the low bandwidth bottlenecks. We have
selected COEFF as 0.5, 0.7, 0.9 and 1.0. The resulting groups have been given in
Figure 4.7(a), Figure 4.7(b), Figure 4.7(c) and Figure 4.7(d). For the values lower than
0.7, the transfers have been highly restricted and nearly no transfers happened between
different bandwidth tiers. 1.0 refers to no restriction and every possible transfer that
reduces the EMD average happens. On the other hand, the lowest value EMD is
provided with 0.1, Table 4.1. However, the best setting that balances the trade-off
between the bottleneck that generates communication latency and class distribution of

groups is provided with setting COEFF to 0.9.
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4.6. Overview of NAFNAS

The designed system consists of the fusion of the Net Adapt neural network prun-
ing algorithm, Flower FL framework, and CORE Emulator for comprehensive network
simulation. The neural network pruning algorithm generates pruned candidate DNNs
and utilizes a Flower Server to conduct federated fine-tuning. The Flower Framework
is built upon the CORE network emulator in order to enable an enhanced experiment

environment in network topologies.
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Figure 4.8. Overall NetDOG System Architecture.
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In the NAFNAS, whose overall system is illustrated in Figure 4.8, the network
pruning algorithm generates multiple pruned candidate DNNs by pruning the CNN
blocks individually. In each iteration, the best performing DNN from candidates is
selected by fine-tuning all candidates in federated settings. For that purpose, each
candidate is distributed by a Flower Server to enable federated fine-tuning. After
DNNs are fine-tuned, their accuracies are collected for selecting the best-performing

model. The relation between NetAdapt and Flower Server is illustrated in Figure 4.9.

Neural Network Pruning

Distribute to ) Deserialize Weights or
K clients l We'gh'sT — the modelT results l

Figure 4.10. FL Framework in The System.

Before continuing with network emulator, our implementation of client grouping
algorithm NetDOG was placed with Flower Server in order to guide the server to
select clients to distribute the DNN models. The algorithm behaves as an intermediate
operator that collects bandwidth information from the network and class distributions

of clients from the server. Then uses that knowledge to guide the server.

When the Flower Server is utilized for a candidate DNN, the server serializes
the global model (candidate model for pruning algorithm) and distributes the global
model to clients. The client either fine-tunes or evaluates the received model and sends
updated weights or evaluation results to the server. The network topology is built
upon the CORE network emulator with dynamic bandwidth settings. The details of

federated learning on Flower Framework are shown in Figure 4.10.
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5. EXPERIMENTS AND RESULTS

5.1. Experiment Settings

5.1.1. Dataset

CIFARI10 is a widely used dataset in the world of computer vision and machine
learning. It contains 60,000 color RGB images, each of them sized 32x32 pixels, in 10
classes such as airplanes, cars, birds, and cats. The dataset’s relatively low image res-
olution and diverse content make it a challenging but valuable resource for developing
accurate and adaptable models. CNNs are often utilized to handle the complexities of
this dataset, establishing CIFAR-10 as a key benchmark for evaluating and comparing

different DL approaches in image recognition.

5.1.2. Model

AlexNet [93] is a deep CNN architecture designed for image classification tasks.
The model consists of eight layers, including five CONV layers and three fully connected
layers. AlexNet was designed and trained on the ImageNet dataset, with samples of
3x256x256 input size. However, we modified the AlexNet for the Cifar10 dataset whose

samples are sized in 3x32x32 by reducing the stride and filter sizes.

5.1.3. Resource Type

MAC (Multiply-Accumulate Operations) is a computational operation that ac-
counts for multiplication and addition in a single step. In CNNs, MAC operations hap-
pen in the CONV layers where kernels are applied to input feature maps. Therefore,
MAC operations are a critical component for measuring the computational efficiency

and effectiveness of deep learning models.
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5.1.4. Hardware Settings

We have utilized computational resource-limited containers as edge devices or
clients in our experiments. Each client has 8xCPU Cores and 6GB of memory, which
is a very limited constraint for a case such as CNN training. All the experiments were

conducted on the HPC server of Bogazici University.

Table 5.1. Bandwidth tiers of clients.

Bandwidth | Minimum | Maximum Step Frequency | No. Clients
Tier

Low 2.5 MBps 3.5 MBps | 0.5 MBps | 5 minutes 10
Medium 8.0 MBps | 32.0 MBps | 1.0 MBps | 5 minutes 36
High 50 MBps 100 MBps | 10 MBps | 5 minutes 10

5.1.5. Network Configuration

In order to emulate the near real-world scenarios, we have implemented dynamic
bandwidth change to the federated learning environment with the help of the network
emulator. There are 3 tiers of bandwidth levels in our experiments, as given in Ta-
ble 5.1, and each tier has an upper and lower limit and step that defines the array of
bandwidth values between limits. With the 5 minutes update frequency, the bandwidth

of every client is randomly selected from an array.

5.2. Non-IID Dataset Generation of Clients

We have aimed to split the Cifarl0 dataset to clients in non-IID settings to
simulate real-world scenarios in federated learning. Dirichlet distribution is utilized to
split the uniformly distributed dataset and assign it to clients in non-IID splits. The
level of the non-IID split is controlled by a parameter in the Dirichlet algorithm called
a. The controller parameters o are used to be selected between 0 and 100 in order to

change the level of non-11D.
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Figure 5.1. Class distributions and total number of samples of each client where (a)

a=0.1,(b) «=0.3, (¢) «a=0.5 and (d) a = 1.0.
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In Figure 5.1(a), Figure 5.1(b), Figure 5.1(c) and Figure 5.1(d), we have exper-
imented with the class distributions of each client in different o configurations as [0.1
0.3 0.5 1.0]. With greater values of «, the class distributions of clients become closer
to uniform distribution as Cifarl0 class distribution. Lower values of a generate more
class-skewed distributions and also affect the total number of samples in each client.
The total number of clients is important because of the fact that more training samples
require more time for training the global model in edge devices. With the v = 0.1 the

distribution becomes more skewed.

20001

W N U R WN PO

1500 4

No. Samples

1000 4

500 1

0 10 20 30 40 50
Client No

Figure 5.2. Number of samples of each class in each client.

We have set o = 0.3 since it generates highly non-IID datasets for clients and
even though the number of samples is more balanced than 0.1, clients still vary in terms
of the sample sizes. The number of samples of each class in each client is illustrated in

Figure 5.2.

5.3. Experiments of Federated Learning Framework

NAFNAS consists of a federated learning framework for training and fine-tuning

the DNN models. First of all, we have tested the federated learning framework in



o1

order to achieve a reliable and healthy training process and generate the pre-trained
model which is going to be used in neural network pruning. The performance of the
pretrained model is crucial in neural network pruning since the pruned models highly

rely on the weights of the parent model.

Clients have been grouped randomly for the initial model training and in each
communication round of federated learning, one group is selected from all groups se-
quentially. In the experiments, there were 56 clients and the dataset whose class
distribution is uniform was split to those clients in a non-IID manner. For the sake
of simplicity, 56 clients are grouped into 7 groups since there are 7 pruned models in

every iteration of the neural network pruning algorithm.

AlexNet model is utilized in the federated training process. After one group is
selected in a communication round, the model weights are distributed to clients in the
selected group. Each client trains the received model for 50 epochs with a Stochastic
Gradient Descent optimizer whose learning rate is 107 and weight decay is 5 x 1074
The federated learning process is continued for 300 rounds with different groups of

clients as mentioned in the previous paragraph.

Accuracy of Alexnet on Cifarl0 in Federated Learning settings

Dataset
— test

70 1

60

y(%)
g
—

Accuracy(%
o=

40 |

301

10 4

0 50 100 150 200 250 300
Communicatien Round

Figure 5.3. Aggregated training and validation accuracies of Alexnet on Cifar10

dataset in federated learning settings.
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However, the initial AlexNet model is a relatively huge model for such a task, in
the federated learning settings with FedAvg the accuracy drops of the non-IIDness of
the local datasets. In each communication round, the train and test accuracies have
been calculated by a metric aggregation method. The aggregated test accuracy reached
to 55.88%. The performance of the AlexNet model in federated learning is illustrated
in Figure 5.3.

5.4. Experiments of Federated Neural Network Pruning

NAFNAS implements the neural network pruning algorithm and federated learn-
ing framework in order to preserve data privacy in the pruning process. Since the
algorithm requires a pre-trained model to prune and propose new pruned models, we

have utilized the AlexNet model that is trained in a federated learning framework.

The neural network pruning algorithm starts pruning by each layer and selects the
pruned models whose resource satisfies the constraint. The resource reduction through
the iterations is formulated in Equation 4.1. The resource type is selected as MAC
(Multiply-ACCumulate operations), therefore the target is reducing the MAC. The
IRR and RRD parameters were set as 0.025 and 0.96, respectively and the pruning

process continued for 15 iterations.

The federated fine-tuning process in the pruning algorithm is conducted with 56
clients but again the clients are grouped into 7 groups where each group is assigned
to one pruned model for federated fine-tuning. The groups are randomly created,
therefore any network bandwidth and class distribution aspects are not considered.

Each client fine-tuned the assigned model for 50 epochs for 20 rounds.
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Figure 5.4. Reduction in MACs.

Through 15 iterations in the neural network pruning, the resource (MAC) is
reduced linearly where in each iteration the resource is reduced by an average of 4.27
percent. As shown in Figure 5.4, the overall reduction in the resource is 46.71% at the
end of the 15™ iteration. Especially, the resource reduction of the 0'" and 2°¢ blocks are
higher in each iteration however the selection is not based on the lowest resource, the
selection of the best performing model is the pruned model that satisfies the resource
constraint with highest accuracy. Therefore, it can be interpreted as the models where
0" and 2°¢ blocks pruned are not selected as the best model in the iteration since the
models where these blocks pruned usually generate lower resource values in most of

the iterations.

Change in model size through the pruning process

227.3 +—— p——

200.01

Decrease in

150.0 4 size : %76.71

100.0 4 -- Original model
Pruned Block :
Pruned Block :
Pruned Block :
Pruned Block :
Pruned Block :
Pruned Block :
Pruned Block :

Model Size (MB)

QU A WN RO

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Iteration

Figure 5.5. Reduction in model size (MBytes).
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Change in model parameters through the pruning process
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Figure 5.6. Reduction in model parameters.

On the other hand, the number of model parameters and the model size in terms
of megabytes behave differently and reduce more radically. When Figures 5.5 and 5.6
are investigated, the total decrease in model size is 76.7% where it is greater than the
reduction in MACs. This is because of that there are convolutional and fully con-
nected layers in the AlexNet model which has different effects on MAC and model
size, and the neural network pruning algorithm decreases the number of filters in con-
volutional layers or the number of neurons in fully connected layers. The model size
highly depends on the number of trainable parameters while the MAC is based on
the number of operations. As shown in Figure 5.5, when the last two layers, that are
fully connected layers, are pruned, the model size reduces significantly, and if the best
model is the model whose 5 layer is pruned, the model size drops and therefore the
resource constraint in the next iteration drops significantly as well (3" to 4! iteration

in Figure 5.5).

Change in accuracy through the pruning process
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Figure 5.7. Change in accuracy.
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MAC and model size are reduced by 46.71% and 76.72% respectively. As shown in
Figure 5.7, the accuracy of pruned models on the Cifar10 dataset is preserved through
the iterations while pruning the model. These results mean that the pruned and
federally fine-tuned versions of the AlexNet model are as complex enough to classify

the samples as the pre-trained version of the model.

Figure 5.8(a), Figure 5.8(b) and Figure 5.8(c) shows the individual pruned model
performances through communication rounds in different iterations of pruning. At the
first iterations, the accuracy is preserved through the communications rounds therefore
the rounds may be reduced, for optimization. After the iterations are continued and
the models become more pruned, initial performances of the pruned models reduce
therefore federated fine-tuning becomes more beneficial in order to estimate the final

performances of the pruned models such as in the 12" iteration.
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Figure 5.9. MAC and aggregated accuracies of selected models in each iteration.

In the federated neural network pruning, federated learning is conducted in the
fine-tuning phase of the pruned models. Through the iterations, it is clear to say that
the pruning algorithm reduced the model size and MAC successfully. The reduction in
the model size is important from the communication cost perspective since we have uti-

lized federated learning in an iterative process. Figure 5.9 summarizes the experiments
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by comparing MACs and accuracies of the best-performing models of each iteration.
The accuracy is preserved nearly as the model is not pruned at all, however, the reason
is that the AlexNet model is capable of easily handling the Cifarl0 dataset by the

parameter size and the complexity of the model.

5.5. Experiments of Network-Aware Federated Learning

In NAFNAS, we have implemented network emulation tools in order to observe
behaviors of federated neural network pruning from the network aspect, especially
bandwidth. The strategic assignment of clients with low bandwidth to model groups
holds significant importance. Low bandwidth clients, characterized by limited data
transfer speed, become bottlenecks in the efficiency of the communication process.
When one of these clients is placed in a group, their constrained model weight exchange
capabilities slow down the overall convergence and duration of the federated learning
algorithm. In detail, when a model is being trained in federated learning settings the
initial global model is distributed to participant clients, in continuation aggregation of
local models to build the new global model, the server has to wait for model updates
from each client. Even if a single client becomes late, the overall duration of federated

learning increases.
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Figure 5.10. Groups generated by basic grouping.
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Table 5.2. EMD values of basic groups.

Group No. | 1 2 3 4 5 6 7
EMD 0.58 | 0.57 | 0.62 | 0.49 | 0.42 | 0.41 | 0.67

In the basic grouping, clients have been placed randomly. Therefore, to ensure the
statistical significance we have conducted multiple experiments. But in our network-
aware experiments, the worst-case scenario is that clients are grouped where all the
groups have at least one client from each bandwidth tier. The groups and distribution
of the clients are illustrated in Figure 5.10. Class distributions of the groups are
important in the federated fine-tuning of the models assigned to the specific group.
As described in Section 2.3.2, EMD is utilized to quantify the level of non-IID. In

Table 5.2, EMD values of basic groups are given.
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Figure 5.11. Communication and fine-tuning durations for clients in a group assigned

for single model pruned in 1% iteration.

Since there are low bandwidth clients in each group, every group has a bottleneck
in the communication duration. The Figure 5.11 shows that low bandwidth clients such
as 0", 3'Y and 6 require more communication time. The client devices have limited
computational resources in terms of CPU and memory, as described in Section 5.1.4,
therefore the fine-tuning duration would be significantly longer than fine-tuning on
a server machine with GPU acceleration. When compared to fine-tuning duration,

communication duration becomes a crucial bottleneck for a round of fine-tuning.
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Figure 5.12. Overall durations of one communication round in (a) 15* and (b) 10"

iterations for pruned models with basic grouping.

The duration of one round of communication highly depends on both the band-
width bottleneck in a group and the sizes of the pruned model that is assigned to the
group. In Figure 5.12(a) and Figure 5.12(b), the overall federated fine-tuning duration
for one communication round is visualized for 1% and 10" iterations of neural network
pruning. Because the model sizes are reduced through the iterations the round du-
ration is also reduced as expected and also the round duration for the models whose
5% and 6" blocks, fully-connected layers, is relatively shorter. That means assigning
low-bandwidth clients to 5" and 6" models would reduce the overall duration of the

iteration.

With considering the network bandwidths of the clients, clients can be grouped
for the efficiency of the communication duration. We call that approach network-aware
grouping. In the network-aware grouping, basically, clients with low bandwidth tiers
are placed in groups of smaller model sizes. Therefore, only the pruned models with
smaller sizes face bandwidth bottleneck problems and other pruned models would be
executed in shorter communication duration. The overall duration of federated fine-

tuning of pruned models would be reduced as well.
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Figure 5.13. Groups generated by Network-aware grouping.

Table 5.3. EMD values of network-aware groups.

Group No.

1

2

3

4

5

6

7

EMD

0.58

0.61

0.65

0.63

0.32

0.61

0.50

60

Figure 5.13 shows the placements of clients to groups by their network properties.

Since medium and high bandwidth clients are placed to the models with greater sizes,

low bandwidth clients are stacked to the right, to the models with smaller sizes. As

a result the bottleneck only occurred in the groups of 5 and 6'" models as shown in

Figure 5.13.

Grouping of clients cannot be conducted without considering the class distribu-

tions of clients and built groups. The EMD values of each group are investigated in

Table 5.3. The average EMD value increased from 0.52 to 0.56, and most of the EMD

values of clients increased from basic grouping to network-aware grouping. Moreover,

as shown in Figure 5.14, accuracies for different iterations and pruned models decreased

as well.
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Figure 5.14. Federated fine-tuning accuracies of each model generated with

network-aware grouping in (a) iteration 1 (b) iteration 6 and (c) iteration 15.
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Figure 5.15. Overall durations of one communication round in (a) 1%* and (b) 10"

iterations for pruned models with network-optimized grouping.

Round duration for pruned models is reduced when the bottleneck is removed.
However, the bottleneck still happens for the models with smaller sizes in an iteration.
For a sequential federated fine-tuning of pruned models, the overall duration would be
reduced significantly, for a parallel federated fine-tuning of pruned models the duration
of a neural network pruning iteration the duration is decided by the pruned model
whose federated fine-tuning duration is the longest. One round duration with network-

aware grouping is shown in Figure 5.15(a) and Figure 5.15(b).

From basic grouping to network-aware grouping, the accuracy has dropped for
both training and validation accuracies. In Figure 5.14(a), Figure 5.14(b) and Fig-
ure 5.14(c), accuracy for different iterations in federated fine-tuning process has been
shown and has a similar change with basic grouping. Even though there is a slight
fall between EMD values calculated in each approach, the reduction in accuracy is
more significant than that fall. The accuracy of the best model in each iteration is not
affected by only the non-IID level of the group dataset, and also the pruned layers of
each iteration differ in different grouping approaches. Since the validation accuracies
differ for each pruned model with the change of client groups, the pruned blocks in
each iteration change as well. Therefore the best model performance in each iteration

is likely to differ.
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5.6. Network and Distribution Optimized Client Grouping

In this section, our proposed client grouping algorithm NetDOG has been utilized
in the federated neural network pruning. The algorithm parameters MAX ITER and
COEFF are set as 10 and 0.9 respectively. That means the algorithm can run a
maximum of 10 iterations and if the reduction in average EMD value after the transfer
is higher than 10% the transfer is permitted. After the EMD values are reduced through
the iterations, the transfers between groups become less likely to happen because the
reduction possibility decreases. The initial group configuration is set as the simple

network-aware grouping in Figure 5.13.
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Figure 5.16. Groups generated by NetDOG.
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Figure 5.17. Overall durations of one communication round in (a) 15 and (b) 10"

iterations for pruned models with NetDOG grouping.
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Figure 5.18. Comparison of overall durations of pruned models across grouping

methods for one communication round in (a) 15t and (b) 10 iterations.

The NetDOG has lasted 7 iterations in optimizing network bandwidths and the
EMD values in order words non-IIDness of groups. Through the iterations, multiple
transfers have occurred and the low bandwidth bottleneck is distributed from 2 groups
to 3 groups as shown in Figure 5.16. That result still holds the low bandwidth clients
to groups assigned to the three smallest pruned models. Consequently, the one round
duration of the pruned model has changed, especially one more group sacrificed by
placing a low bandwidth bottleneck compared to network-aware grouping. As shown
in Figure 5.17(a) and Figure 5.17(b), pruned models with the numbers 4, 5, and 6
lasted longer since their groups have clients with low bandwidth. Figure 5.18(a) and
Figure 5.18(b) compare NetDOG with the other grouping approaches, our approach
still requires less time than basic grouping, however, since one more group is sacrificed

the duration of an iteration increases compared to network-aware grouping.



65

0.6

0.5 4

0.3 4

0.2 4

lteration

(a)

0.6

0.5 J‘
T

EMD

T 1

Iteration

(b)
Figure 5.19. Change in EMD of groups through iterations in terms of (a) EMD by
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However, with the help of NetDOG EMD values have been balanced and re-
duced significantly compared to basic and network-aware grouping. As shown in
Figure 5.19(a) and Figure 5.19(b), EMD values and the average EMD value are sig-
nificantly reduced through the iterations while sacrificing one group by placing low

bandwidth clients in it.
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Figure 5.20. Federated fine-tuning accuracies of each model generated with NetDOG

in (a) iteration 1 (b) iteration 6 and (c) iteration 15.
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Table 5.4. Comparison of EMD values for grouping approaches.

Grouping Type 1 2 3 4 5 6 7 | Avg
Basic 0.58 | 0.57 | 0.62 | 0.49 | 0.42 | 0.41 | 0.67 | 0.52
Network-Aware | 0.58 | 0.61 | 0.65 | 0.63 | 0.32 | 0.61 | 0.50 | 0.56

NetDOG 0.32 1 0.17 1 0.21 | 0.23 | 0.33 | 0.21 | 0.26 | 0.25

The comparison of EMD values of different grouping strategies is given in Ta-
ble 5.4. Consequently, our algorithm is effective in reducing the imbalance situation
of class distributions in other words level of non-IID. The group sacrifice made by the
algorithm can be controlled by the coefficient parameter, setting the coefficient to 1
would permit every operation to be done but setting it to 0 would prohibit transfers
of client pairs with different bandwidth tiers. As an example, in Figure 5.16, two low
bandwidth clients shifted from other groups. In the initial condition group 5 does
not have low bandwidth clients, which means there were 2 transfers between different
bandwidth tiers. The coefficient was set to 0.9 in that experiment so those transfers
were allowed because they reduced the average EMD value by more than 10 percent.
In order to restrict the transfers or maybe prevent the transfers, the coefficient would

be reduced.

Table 5.5. Comparison of validation accuracy across pruned models.

Basic Network-Aware
Model NetDOG
Grouping Grouping
87% AlexNet 55.42 54.19 56.13
70% AlexNet 55.14 53.74 55.48
60% AlexNet 53.60 52.69 55.16
55% AlexNet 52.59 52.38 53.92

With the help of the NetDOG, the overall federate neural network pruning is
executed and pruned models have been evaluated. Decreased EMD values of groups

lead to achieving competitive accuracies. As shown in Table 5.5, NetDOG showed
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slightly better performance than basic grouping for some of the pruned models through
the iterations. Even though the performances of pruned models are reduced through
the iterations, the performance of our algorithm shows better performance. Network-

aware grouping never showed better performance through the different pruned models.

Another aspect is that, as illustrated in Figure 5.20(a), Figure 5.20(b) and Fig-
ure 5.20(c) , the accuracies of pruned models in a single iteration showed closer results
when NetDOG is used than when other strategies were used. That means grouping
with more balanced class distributions leads all models to perform better, in another

perspective, our algorithm prevent some pruned models to be failed.
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6. CONCLUSION

In this study, we presented an extensive exploration of network-aware federated
neural architecture search, by offering novel solutions to challenges in federated learn-
ing in an iterative neural network pruning algorithm. The development of our federated
neural network pruning framework represents significant benefits, addressing the com-
plexities of DNN pruning in a distributed setting. Even though there are works in the
field of federated neural architecture search, our framework is also able to emulate the

network over clients and servers in federated learning.

Firstly, we have built an open-source federated neural network pruning frame-
work with network emulation in order to investigate the effect of network properties
such as bandwidth, delay, and jitter on the performance of federated learning and the
iterative neural network pruning algorithm. We have successfully ensembled an iter-
ative neural network pruning algorithm, federated learning framework, and network
emulator. In traditional federated learning approaches, models with the same archi-
tecture and parameters are shared with clients therefore clients have the information
of model architecture beforehand. Our case changes in architecture and parameters,
require sharing knowledge of those aspects with clients as well. Therefore, the commu-
nication of the pruning algorithm and federated environment needs to be developed.
We have implemented an open-source DNN model serialization method that serializes
both architecture and weight knowledge which is going to be distributed to clients.
Moreover, communication between servers and clients is managed by the network em-
ulator. In the network emulator, we have implemented dynamic bandwidth changes

for client network properties and successfully simulated the real-world.

Our key results show that, without the consideration of network conditions band-
width federated learning systems do not represent the real-world scenarios. The band-
width of clients has a significant effect on communication duration while global model

weight and its architecture are being shared with clients and sending local updates
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to the server. That communication overhead increases the overall time required to
converge to the accurate global model. Varying network conditions also create a bot-
tleneck in federated learning since low-bandwidth clients require a longer time while
better-bandwidth clients are waiting for those clients. Our framework is able to emulate
all those experimental aspects while providing a distributed neural network pruning

framework.

Furthermore, our contribution provides a solution to a key challenge in federated
learning settings. As explicitly investigated in our study, low bandwidth clients create
bottlenecks in communication rounds of federated learning. Our proposed solution to
that problem extends to the perspective of client selection. Our algorithm NetDOG
provides client grouping, where our novel approach considers both the non-IID nature
of client data and the network bandwidth bottlenecks. We have utilized the EMD
metric for quantifying the level of non-IID of clients and groups and deciding which
transfer operation between neighboring groups would be done. By optimizing client
organization based on class distributions, we improved the efficiency and balance of
federated learning updates in the aspects of both accuracy and round duration. That
approach would be beneficial for the feasibility of iterative federated learning appli-
cations in real-world environments where clients have various network conditions and

non-IID local data.

In essence, this thesis contributes to the advancement of network-aware federated
neural architecture search by presenting a holistic framework for model compression,
introducing an intelligent client grouping algorithm, and exposing the details between
network conditions and federated learning efficiency. In further developments, behav-
iors of other neural architecture search algorithms on the network emulated federated
learning framework, the effect of more complex non-I1D datasets on client grouping,

and different network condition properties, can be investigated.
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