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ABSTRACT

ADVERSARIAL ROBUSTNESS AND GENERALIZATION

In light of recent discoveries regarding adversarial attacks, the necessity for
robust models in deep learning has become increasingly critical. Adversarial training
is considered one of the most effective approaches to defending against such attacks.
However, a key challenge of it is the trade-off between adversarial robustness and
generalization. The generalizability of robust models in adversarial training is affected
by the diversity of perturbations, as they can overfit if the model only learns a limited
attack pattern. Although stronger attacks can enhance robustness, their use may
cause performance drops when classifying natural images. This thesis investigates
the factors that affect the success of adversarial training and proposes solutions to
mitigate some of these factors by utilizing new attack augmentation and generation
methods. In that regard, we propose an adversarial training method that enhances
adversarial directions by augmenting them from a one-step attack. The proposed
framework is inspired by the feature scattering adversarial training and generates a
principal adversarial direction based on the distance of the inter-sample relationships
in a perturbed mini-batch. The principal direction is augmented by sampling new
adversarial directions in a 45-degree region from it. The proposed method does not
necessitate additional backpropagation steps than feature scattering. Experimental
results on popular benchmark datasets indicate that the method consistently improves
adversarial robustness without sacrificing natural accuracy. Furthermore, in this thesis,
we propose integrating generalization-boosting techniques, namely mixup and shift-
invariance, into the adversarial training framework. The proposed techniques aim
to improve the data representations and robustness of models through convex data
augmentation and by making the models invariant to small shifts. The effectiveness of

our proposals is evaluated under white-box attacks on benchmark datasets.



OZET

HASMANE DAYANIKLILIK VE GENELLESME

Derin 6grenme aglarinin hasmane ataklara kars: hassas ve kirilgan olduguna dair
bulgular derin 6grenmede bu ataklara karsi gii¢lii modellere ihtiyaci ortaya koymustur.
Hasmane egitim, bu tiir saldirilara karsi savunmada en etkili yaklagimlardan biri olarak
kabul edilir. Ancak, dayanikhilik ve genelleme arasinda bir denge saglamak, has-
mane egitimin temel bir zorlugudur. Ayrica hasmane egitiminde genelleme yetenegi,
ataklarin belirli ortintiilere ezberlemesine sebep olabileceginden kullanilan ataklarin
cesitliliginden etkilenir. Ote yandan daha giiclii saldirilar saglamhg: arttirsa da, temiz
goriintiilerin simiflandirilmasinda performans diigiisiine neden olabilir. Bu tezde has-
mane egitiminin bagarisim etkileyen faktorler incelenerek bu faktorleri destekleyecek
¢oziimler onerilir. Bu baglamda atak yontini birden fazla yonde ¢ogaltan ve fazladan
geri yayilim operasyonu gerektirmeyen bir hasmane egitim yontemi onermekteyiz. Bu
hasmane egitim yaklagimi, 6z nitelik sagilma olarak bilinen hasmane egitimden esin-
lenilerek, atak yonii egitim kiimesindeki ataga ugramig ornekler arasindaki mesafeye
dayanarak belirlenir. Ana hasmane yonden maksimum 45 derece olacak sekilde yeni
hasmane yonleri elde edilir. Cesitli popiiler veri kiimelerinde yapilan deneysel sonuclar,
bu yontemin dogal dogrulugu kaybetmeden hasmane dayaniklilik dogrulugunu tutarh
bir sekilde artirdigini gostermektedir. Ayrica, bu tezde litartitiirde genellesme konusun-
da basari saglamig yontemler hasmane egitim yonteminin gelistirilmesi amaciyla ince-
lenmigtir. Bu baglamda, mixup ve kaydirmaya dayaniklilhik yaklagimlarinin onerilen
hasmane egitim yontemi ile birlestirilmesi énerilmektedir. Onerilerimiz, hasmane egi-
timde veri temsilinin kalitesini arttirmay1 ve modelleri kii¢iik kaydirmalara karsi du-
yarsiz hale getirerek genelleme performansinin yani sira hasmane dayanikliligini da art-
trmay1 amaclamaktadir. Onerilerimizin etkinligi beyaz kutu saldirilarma kars: degerlen-

dirilmigtir.
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1. INTRODUCTION

Deep learning (DL) has rapidly emerged as a potent tool in artificial intelligence,
achieving remarkable results in various complex problems such as image classifica-
tion [1], speech recognition [2], natural language processing [3], self-driving cars [4]
and healthcare [5]. With recent developments, deep neural networks have surpassed
human performance in some applications. As a result, numerous industrial companies
have been able to use DL approaches to enhance their products and resolve issues that
traditional software engineering was unable to handle. The success of deep learning
can be attributed to the development of large-scale datasets [6-8], powerful computa-
tional resources [9], advanced neural network architectures [3], [10,11] and optimization
techniques [12,13]. Despite the significant advancements achieved in the field, there
remains a great deal of work to be accomplished in order to grasp and utilize the

potential of deep neural networks (DNNs) fully.

1.1. Motivation

While there have been numerous studies exploring the potential of deep learning
methods to tackle complicated tasks, Szegedy et al. [14] made the initial discovery of an
intriguing characteristic of neural networks against adversarial examples in 2014. As
a result of various studies [14-17], it is found that DNNs are vulnerable to adversarial
examples, which are malicious inputs designed to cause a deep neural network to mis-
classify an input and produce an incorrect output. The empirical evidence indicates
that the introduction of small perturbations that are perceptually indistinguishable

can result in severe mispredictions by the model.

Upon this discovery, concerns have been raised regarding the reliability and ro-
bustness of deep neural networks in the face of adversarial attacks, particularly in
safety-critical applications such as medical robotics [18], self-driving cars [19], and fi-

nance [20]. Therefore, researchers have shown a significant deal of interest in building



robust models against adversarial attacks. Also, sophisticated attacks emphasize the

urgent need for further research and development in enhancing adversarial robustness.

To alleviate the vulnerability of the DNNs against adversarial examples, vari-
ous adversarial defense techniques have been developed. Among several effective de-
fense approaches, adversarial training (AT) [21-23] became one of the mainstream and
proved to be successful. AT aims to mitigate the issue by training the model on adver-
sarial counterparts of natural images, i.e., the samples corrupted with imperceptible

perturbations to the humans, yet capable of fooling the DNNs.

Generally, AT is formulated as a robust optimization problem that takes the
form of a non-convex non-concave minimax problem [21,24]. The inner maximization
process is used to create attacks, while model parameters are updated based on the
outer minimization using the adversarial loss induced by the generated images with

the following formula:

win B max L (f (x+9,0),y) (1.1)

where f(-,0) denotes a neural network parameterized by @, D represents a joint data
distribution of the benign image x with corresponding label y. ¢ is the adversarial
perturbation, S is the set of possible perturbations within an &-ball, such as the /.
norm ball, and the loss function is represented with £, which is generally selected as

cross-entropy for classification tasks.

Adversarial attacks to be used in AT can be created using a single-step attack [15]
or multi-step attack approach [21]. To achieve state-of-the-art robustness, Madry et
al. [21] proposed training of adversarial examples generated with multi-step projected
gradient descent (PGD) attack. By the studies conducted, the effectiveness of AT for
models depends on the strength and diversity of the adversarial examples [21,25]. With
the knowledge of this fact, recent research has been focused on devising new methods
to generate more diverse and stronger adversarial attacks with the aim of producing

more robust models that can better withstand adversarial manipulation.



Despite being widely recognized as one of the most effective methods for defend-
ing against adversarial attacks, adversarial training continues to present a number of
challenges and limitations that require careful consideration and resolution. One such
challenge is the issue of label leaking [26], which arises when the model exploits the
inherent regularities in the adversarial example construction process. As a result, the
model may be able to directly determine the correct class label by decoding the addi-
tive perturbation that causes trained models to perform better on adversarial examples
than on clean examples, without relying on the underlying content of the image. In
addition, gradient masking can create a deceptive illusion of robustness by generating
obfuscated gradients. Obfuscated gradients refer to a situation where the model cannot
be updated with useful gradients, leading to unsuccessful iterative optimization-based

methods [27].

Furthermore, recent studies have brought to light that the one-step attack ap-
proach of AT is susceptible to catastrophic overfitting as a potential explanation for the
lack of diversity in attacks [23,28]. Catastrophic overfitting leads to 0% robust accuracy
against multi-step attacks, resulting in a complete erosion of the model’s robustness.
In addition to catastrophic overfitting, robust overfitting causes a degradation of the

robustness of unseen data under the same adversary used during training [29].

Another drawback of AT is the time complexity and resource dependency. In
addition to the gradient computation required for network parameter update, inner
maximization needs multiple gradient computations when a multi-step attack approach
is used to create adversarial images. Therefore, AT can take a longer time [29,30] (e.g.,
3 to 30 times) to reach a robust model than natural training, which is trained with
natural images. It makes AT more challenging to scale models for large datasets such

as ImageNet.

Although standard AT techniques can enhance the robustness of DNNs, they
are usually accompanied by a decline in standard accuracy. Therefore, the use of

ATs comes with a trade-off between robustness and generalization. Numerous studies



have shown that DNNs trained with ATs can suffer from a significant decrease in
generalization performance on unseen natural images, especially in the presence of
complex and strong attacks [21] and inherent feature behavior [31] of robust and non-
robust models. This decrease in generalization performance can also be attributed
to the inherent feature behavior of robust and non-robust models [31]. To address
the trade-off between robustness and generalization in ATs, researchers have proposed
several strategies, such as generative adversarial training [32], mixup [33], and feature

scattering-based approaches [34].

The purpose of this thesis is to alleviate the drawbacks of AT and present po-
tential solutions through the exploration of novel attack augmentation and generation
techniques as well as the investigation of well-known generalization methods, namely
mixup, and shift-invariance. Additionally, we propose an AT approach that aims to
enhance the diversity of adversarial perturbations without requiring additional back-
propagation steps while maintaining generalization performance. This is particularly
important in safety-critical applications where misclassification can result in severe

consequences.

1.2. Contributions and Outline of the Thesis

The purpose of this thesis is to address the limitations of AT in enhancing the
robustness of DNNs against adversarial attacks. To fulfill this goal, we have devel-
oped several approaches that were meticulously analyzed and investigated. Initially,
we have explored the integration of successful generalization methods such as shift-
invariance [35,36] and mixup [33] into AT scheme. AT with mixup is proposed and
analyzed to look for expanding input representation through the augmentation of con-
vex interpolation in the training process. Moreover, we experimentally analyze the
effect of employing shift-invariant models in AT scheme, intending to leverage the gen-
eralization success of shift-invariant models for AT through various experiments. The
efficacy of the required architectural modifications into AT is assessed and validated

through experimental evaluations.



Furthermore, we have proposed Perturbation Direction Augmentation for Ad-
versarial Training with Diverse Attacks (PDA-AT) method, which is an end-to-end
adversarial training scheme that achieves state-of-the-art performance in terms of ro-
bustness and generalization. PDA-AT enhances adversarial perturbation diversity by
the generation of the attack direction based on the increase in the feature matching
distance in the perturbed mini-batch without requiring any additional backpropagation
operation. Also, in order to have more attack diversity, it proposed attack augmenta-
tion aimed at combating overfitting issues. The key contributions of this thesis are as

follows:

e We propose an AT scheme that utilizes the mixup [33] method and data augmen-
tation based on the convex interpolation of input and targets, with the aim of
improving the generalization performance of AT. The proposed scheme is evalu-
ated and analyzed under white-box attack settings on the CIFAR-10 dataset.

e We introduce an approach to enhance the generalization of AT by incorporat-
ing shift-invariance techniques such as low-pass filtering (LPF) [35] and adaptive
polyphase sampling (APS) [36]. The proposed methodology aims to take advan-
tage of the shift-invariance methods, which are able to achieve boosting general-
ization by making models robust to small shifts and transitions. The proposed
training scheme is evaluated and analyzed under white-box attack settings on the
CIFAR-10 dataset.

e In contrast to the traditional feature scattering AT technique, our proposed
method, PDA-AT, generates perturbations that enhance the optimal transport
distance among various perturbed images within the mini-batch rather than the
distance between the natural and randomly perturbed correspondences. Based
on empirical evidence, we demonstrate that our approach can effectively obtain
more diverse adversarial directions for each iteration.

e Our proposed method, PDA-AT, augments adversarial perturbations by gener-
ating new directions within a 45-degree region from the principal adversarial
direction, which is generated by the gradient of the optimal transport distance

between the mini-batch perturbed samples. The augmentation is achieved by



utilizing cosine similarity. This approach aims to improve the network’s ability
to handle a wider range of adversarial attacks.

PDA-AT method fulfills the improvement of adversarial robustness in certain
circumstances. It is noteworthy that the difference in accuracy between natural
and adversarial samples obtained by the Fast Gradient Sign Method (FGSM) is
greatly diminished.

The proposed methodology aims to alleviate the trade-off between robustness
and generalization. Through augmentation of the perturbations, the PDA-AT
approach provides increased robustness while maintaining the accuracy of the
original test samples.

The experimental evaluation on various benchmark datasets, namely CIFAR-10,
CIFAR-100, SVHN, Tiny-Imagenet, and The German Traffic Sign Recognition
Benchmark (GTSRB), reveals the notable performance enhancement achieved by
the proposed PDA-AT approach with proposed attack direction generation and
augmented perturbations, compared to existing state-of-the-art AT techniques

reported in the literature.



2. BACKGROUND AND RELATED WORK

Deep neural networks, specifically convolutional neural networks (CNNs) achieve
outstanding performance in a multitude of computer vision tasks. Following the initial
realization of the adversarial example phenomenon by Szegedy et al. [14], the unprece-
dented vulnerability of CNNs has garnered considerable attention in recent times. The
presence of adversarial examples poses a grave safety risk for the widespread deploy-
ment and utilization of deep learning models. Therefore, several methods have been

proposed and developed to mitigate the effects of adversarial attacks.

2.1. Adversarial Attacks

Adversarial attacks can be categorized into three groups depending on the level of
knowledge the attacker has regarding the targeted model. White-box attacks refer to
scenarios where the attacker has complete knowledge of the targeted model, including
network architecture, parameters, gradients, training method, and training data [37,
38]. These attacks are deemed the most effective as the attacker has complete access
to model training and they are able to generate adversarial examples to manipulate

any weakness of DNNs.

On the other hand, gray box attacks involve the attacker having a limited under-
standing of the targeted model. For instance, they may know the architecture of the
model and training data but have no right to access the exact parameters of it [38].
Whereas, the attacker has no knowledge regarding the targeted model under black-box
settings [38]. However, they can interact with the model through input/output queries

and leverage previous adversarial examples’ prediction scores to generate new samples.

To summarize, white-box attacks are the most powerful but require complete
knowledge of the targeted model. In contrast, black-box attacks are the most chal-

lenging to be successful as an attacker but also the most realistic attack. Gray box



attacks are in between, necessitating some knowledge of the model but not full access
to its inner workings. To emphasize the effectiveness of adversarial attacks on neural
networks, the most popular white-box attack methods will be reviewed and explained

throughout this section.

2.1.1. Fast Gradient Signed Method (FGSM)

To provide effective adversarial training, Goodfellow et al. [15] firstly proposed
a method, Fast Gradient Signed Method (FGSM), to compute an adversarial pertur-
bation for a given image in the [, neighbor by exploiting gradient information of the
model. FGSM performs only one step update along the direction of the gradient to

increase the adversarial loss, L(x,y, @), in the steepest direction [39] as follows:

xPOSM — x 4 ¢ sign(ViL(x, 1, 6)) (2.1)

where x denotes the natural input to the model, y is the targets associated with x,
0 is the parameters of neural network and e is the adversarial budget to control the

maximum allowable magnitude of the perturbation.

Figure 2.1 presents a comparative analysis of natural and adversarial images
alongside the perturbations with € = 0.02. The code base provided by [40] is used for
the generation of the showcases. The first column displays natural images, while the
second column depicts their corresponding adversarial counterparts. Despite the pres-
ence of perturbations, the adversarial images are nearly imperceptible to the naked eye,
as they appear visually identical to their natural counterparts. The third column of the
figure highlights the perturbations applied to the natural images. These perturbations
are highly subtle and imperceptible, yet they are sufficient to fool a state-of-the-art
deep neural network model. Specifically, the perturbations were utilized to generate
adversarial images that can mislead a pre-trained ResNet34 model, provided by Py-
Torch [10,41] and trained on the ImageNet dataset [6]. In the fourth row of the figure,

the top five predictions of the pre-trained ResNet34 model are listed for each adversar-



ial image. It is noteworthy that the model misclassified all images, despite achieving

correct classification with above 90% confidence on the natural images. These results

demonstrate the susceptibility of deep neural network models to adversarial attacks

and underscore the need for more robust and reliable models in practical applications.
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Figure 2.1. FGSM attack with ¢ = 0.02 on Imagenet images [6] for the model
pre-trained ResNet34 [10,41]. The codebase provided by [40] is used for the

generations of visualizations. The top-5 predictions of the model are listed in the

2.1.2. Projected Gradient Descent (PGD)

The Projected Gradient Descent (PGD) [21] attack is widely believed to be one

of the most powerful attack methods, generating adversarial examples by an iterative
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gradient-based adversarial attack. PGD [21] extends FGSM to multiple steps to get

stronger attacks. The PGD attack can be formulated mathematically as follows

x't = H (x' + 7 -sign (Vi L (x,9,0))) (2.2)
x+5

where t denotes the number of attack iterations, whereas 7 is the step size. x' is the
created example at the step ¢t and x + S is the allowable input domain. ], ¢ is the
projection operation to x + .S domain, which ensures that the perturbation remains
within the /., ball with radius € centered at x. For instance, Figure 2.2 illustrates that

{5 ball with the radius of € in 2D space.

T2

v

Ty

Figure 2.2. Allowable perturbation space within the /5 ball with radius € center at x.

The cumulative nature of the attack, with the amount 7 increasing at each step,
may cause the total perturbation amount to be exceeded. The projection operator
ensures that the total amount of perturbation will remain in the set S. Projection can
be executed with clipping operators for /., attacks. The pixel values of the perturbed
input might also need clipping to stay in the input domain. It is important to note
that although the PGD attack is more successful in generating adversarial examples,
it is also very time-consuming compared to one-step attacks due to the high number of

backpropagation operations required for multi-iterations to generate the attack [30].
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2.1.3. Carlini and Wagner Attack (CW)

Carlini-Wagner(CW) [16] is another widespread white-box attack that aims to
generate imperceptible adversarial examples with high success rates against targeted
DNNs. The CW attack is formulated as an optimization problem that minimizes
a weighted sum of two objective functions as the distance between the original and
adversarial example, and a loss function that encourages the adversarial example to be

misclassified as the target class, which is expressed as

minimize |8|, + ¢ f(x + §,t)
4 (2.3)
such that x+4d €[0,1]"

where  denotes the original input, d represents the perturbation added to «, t is the
target class, ¢ is a constant that controls the trade-off between the distance and the
loss can be found with binary search. Distance metric, |-|,, is usually specified in terms

of £, norm (e.g., {1, l2, {), and f(-) is the loss function.

2.1.4. AutoAttack

Despite the development of various defense mechanisms, evaluating the robust-
ness of DNNs against adversarial attacks remains a challenging task. Current evalua-
tion methods often lack diversity among attacks and rely on limited hyperparameter
tuning, leading to unreliable results that may overestimate the robustness of models
and provide an inaccurate impression of robustness. To address this issue, Croce and
Hein propose the ensemble attack method called AutoAttack [42], which combines four

different attacks without the need for hyperparameter tuning.

Specifically, they developed Auto-PGD, a variant of the PGD attack, to overcome
its shortcomings, such as fixed step size, ignorance of budget, and agnosticism to
optimization trends. Auto-PGD is a budget-aware and step-size-free version of PGD

that only requires tuning the number of iterations. The authors then combine Auto-
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PGD with two existing complementary attack methods, the white-box FAB attack [43],
and the black-box Square attack [44], to construct the AutoAttack ensemble. The
attacks are chosen for their diversity in terms of optimization strategies, loss functions,
and perturbation norms. According to experimental results on various datasets with
various adversarial training methods, the AutoAttack ensemble performs successfully

in terms of both reliability and sensitivity.

2.2. Adversarial Robustness

Prior to Szegedy’s [14] initial discovery of adversarial examples, DNNs were
mainly evaluated based on their performance on natural images. A number of metrics,
including recall, accuracy, precision, and F1 score, are used to assess how well DNNs
perform on a given task. Several studies [14,15], [21] showed that DNNs are vulnerable
to adversarial attacks, which have a considerable impact on the accuracy and reliability
concerns of DNNs. To address this issue, researchers started using adversarial robust-
ness as a new metric to evaluate the performance of DNNs. Adversarial robustness
measures the ability of DNNs to resist adversarial attacks and maintain their accuracy
against these attacks. This metric is crucial for ensuring the reliability and safety of

DNNSs in safety-critical applications.

In order to mitigate the vulnerability of DNNs against adversarial examples,
several adversarial defense mechanisms [21], [30], [34], [45], [46] have been recently
proposed recently. Among these mechanisms, adversarial training has been shown
to be a successful approach for improving the robustness of DNNs, with the aid of
various adversarial attack generation methods. Adversarial training can employ various
types of attacks, including gradient-based attacks, generative-based attacks, and other

techniques such as mixup.



13

2.2.1. Adversarial Training with Gradient-based Attacks

Goodfellow et al. [15] introduce an AT approach with a single-step attack known
as FGSM. Their approach involves augmenting the training samples in a mini-batch
with adversarial samples generated using and optimizing the network parameters using
cross-entropy terms computed separately for natural and adversarial samples as the

following objective function

Lrotal(0,%,y) = 0L(0,x,y) + (1 — ¢)L(0,x + esign(V,L(0,%x,y)),y) (2.4)

where @ denotes the natural images, and L is the cross-entropy loss function in ad-
versarial training of the model parametrized with 6. ¢ is a hyperparameter of the
proportion of the adversarial term and is selected as 0.5, as suggested by Goodfellow

et al. [15].

Despite the regularization effect of this approach, it is not robust against iterative
attacks due to label leaking phenomena. Therefore, Madry et al. [21] proposed an
iterative attack, named PGD as expressed with the AT scheme formalized in Equation
1.1. The mathematical representation of AT involves a robust optimization problem

that adopts the structure of a minimax problem.

In the minimax problem of Equation 1.1, inner maximization seeks to find the
optimal adversarial perturbation that maximizes the loss of the neural network when
applied to a given data point x input. On the other hand, the outer minimization
problem then aims to find the optimal model parameters that minimize the adversarial
loss produced by the inner maximization problem. Such a framework can be seen as a
competition between adversarial attack and defense, where the adversary attacks the
target model continuously, and the target model develops the ability to withstand all
of the attacks.

The PGD adversarial training methodology is widely considered to be a highly
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effective defense mechanism against adversarial attacks. However, it has been noted
that this technique suffers from suboptimal generalization capabilities as a result of
the limited diversity present in PGD attacks [47]. The academic discourse surrounding
robustness frequently discusses the trade-off that arises between robustness and gen-
eralization when the PGD attack methodology is employed in AT. As a consequence,
numerous research efforts have emerged with the aim of exploring and developing more

robust and generalized defense mechanisms.

Nevertheless, there are several challenges that must be addressed. For instance,
label leaking [26], gradient masking [27], catastrophic overfitting [23], [28], and robust
overfitting [29] can lead to an inaccurate sense of robustness. Although PGD attacks
have been shown to significantly improve the robustness of deep models when compared
to FGSM attacks, their use in large-scale problems is not feasible due to the significant
increase in the number of projected gradient descent steps required to solve the inner

maximization problem.

The trade-off between adversarial robustness and the computationally expensive
nature of PGD-based adversarial training has spurred the creation of AT methods
that rely on single-step attacks, employing techniques such as accumulative perturba-
tion and perturbation initialization to increase efficiency and robustness. Shafahi et
al. [30] introduced “free” AT based on a single backpropagation step that simultane-
ously updates both the model weights and the input perturbation, thereby minimizing
any additional computational overhead typically associated with AT methods. Despite
claims made in earlier studies [15], [21] that FGSM-based AT only provide robustness
against small £, perturbation, Wong et al. [23] proposed “fast AT” as a solution, in-
corporating random initialization before the FGSM step. In their work, the authors
also identified the problem of FGSM-based AT, the phenomena of catastrophic overfit-
ting where the model’s robustness against PGD attack suddenly and drastically drops
to almost 0% while its robustness against FGSM attacks rapidly increases after a few
epochs. To mitigate this issue, the authors proposed the use of random initialization

in FGSM-based AT [23].
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Andriushchenko et al. [28] have argued that the main purpose of random initial-
ization is to reduce the magnitude of the perturbation against catastrophic overfitting
and catastrophic overfitting is associated with the behavior of a single filter leading to
a nonlinear model with single-layer convolutional networks. Based on that discovery,
they proposed a novel regularizer, Grad Align, which maximizes the gradient alignment
inside the perturbation in order to generate stronger adversarial examples. Kim et
al. [48] have further explored the phenomenon of catastrophic overfitting in FGSM-
based AT, attributing it to distortions in decision boundaries and a highly curved loss
surface. Based on their observations [48], maximizing gradient alignment can encour-
age the model to learn a loss surface that is more linear, which in turn reduces the
likelihood of having a distorted decision boundary. They have also proposed a simple
method that prevents decision boundary distortion by searching for an appropriate step
size to create the adversarial example. In their method, they gradually increase the
magnitude of perturbations while considering the loss surface of each image. Moreover,
Sriramanan et al. [49] proposed a Guided Adversarial Margin Attack (GAMA), utiliz-
ing a relaxation term to smooth the loss surface initially and decreasing the weight of

the term over further iterations.

The empirical results of the aforementioned research studies suggest that AT
based on single-step attacks still do improve robustness against adversarial attacks,
their generalization performance on natural samples remains limited. The robustness
of these approaches does not demonstrate a significant improvement over the PGD ad-
versarial training method developed by Madry et al. [21]. While AT based on single-step
attacks can provide some degree of defense against adversarial attacks, their limited
capacity for generalization suggests that more advanced methods such as the PGD

method should be used for optimal robustness.

2.2.2. Adversarial Training with Generative-based Attacks

As an alternative to traditional adversarial training based on gradient-based at-

tacks, several publication [25], [32], [47], [50] are proposed AT based on the generative-
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based attacks with generator architecture. Wang and Yu [50] proposed GAN-based
defense mechanism, training jointly discriminative and generative network as a min-
imax game. Jang et al. [25] develop a recursive generator for generating adversarial
examples, and they ensure diversity by incorporating an extra loss term. However, the
method cannot reach the state-of-the-art results of traditional AT. Furthermore, Jeddi
et al. [45] introduce Learn2Perturb which involves learned injecting perturbations into
each layer of the DNN to increase uncertainty. This method leverages a learnable stan-
dard deviation, which is derived from a zero-mean normal distribution, to achieve this

objective.

Despite the fact that generative-based methods offer more potent and diverse at-
tacks for AT, the majority of the current techniques still fail to attain the desired levels
of both robustness and natural accuracy. Nevertheless, the ability of these methods to
explore various attack scenarios is a valuable asset that can be leveraged to improve
the effectiveness of AT. Further research is required to investigate the full potential
of generative-based AT methods and their potential impact on the field of adversarial

attacks and defenses.

2.2.3. Adversarial Training with Mixup

Mixup-based techniques have generated considerable interest in the field of adver-
sarial robustness, as they hold the potential to improve the generalization of adversar-
ial training approaches. Firstly, Zhang et al. [33] presented a novel data augmentation
technique called “Mixup” which generated the new training examples as a linear com-
bination of pairs found in the existing input and their labels. As a result, the model is
trained on a linearly interpolated mixture of the images and their corresponding labels.

Mixup builds training scheme as follows:

=Mx;+(1-Nz; (25)

g =Ayi+(1-Ny;
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where A ~ Beta (a, ) for a € (0,00) for the two random training data pairs (x;, y;)

and (z;,y,;) respectively.

The literature indicates that the use of adversarial training with mixup augmenta-
tion may yield superior performance to that of standard adversarial training, while also
enhancing the model’s ability to generalize well. In that regard, Manifold-Mixup [51],
introduced by Verma et al., is a regularization method that encourages DNNs to pre-
dict less confidently with the interpolations of hidden representations in the feature
space and to have smooth decision boundaries. Manifold-Mixup provides robustness
against single-step adversarial attacks but suffers from multi-step attacks due to gra-
dient masking [51]. Furthermore, Sachyung et al. [46] extended the mixup technique
and introduced Adversarial Vertex Mixup, which is a soft-labeled data augmentation
approach. This method involves generating a virtual vector in the adversarial direction
and using linear interpolation between the virtual vector and the raw input vector to
expand the training distribution. The raw input and adversarial vertex, which is ~
times far away from raw z in the same direction of adversarial example x,4,, are used

for adversarial Mixup training.

In addition, Yun et al. proposed CutMix [52], which combines the Mixup tech-
nique with a cut-and-paste operation. Unlike Cutout [53], which removes pixels from
images, CutMix replaces a randomly cut-out patch from one image with a patch from
another image. The ground truth labels are also mixed proportionally to the number
of pixels of combined images. This process encourages the model to learn more lo-
calizable and robust features while reducing overfitting [52]. Zhang and Xu [54], also
presented the adversarial interpolation training scheme to create adversarial samples by
minimizing the cosine distance between the representations of natural and perturbed

examples.
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2.2.4. Other Adversarial Training Methods

To alleviate the challenge of achieving both standard accuracy and adversarial
robustness, Zhang et al. presented a multi-step adversarial defense method, referred
to as TRADES defense, which maximizes the Kullback-Leibler (KL) Divergence be-
tween the softmax outputs of adversarial and natural images for attack generation,
and minimizes the term of KL divergence loss and cross-entropy loss on clean samples
during the training process. Furthermore, Wu et al. [55] made further progress by
introducing Adversarial Weight Perturbation (AWP) to the training process. Their
research revealed that the weight loss landscape plays a crucial role in achieving robust
generalization, and they proposed a double-perturbation approach that perturbs both

inputs and weights to flatten the loss surface.

This thesis draws inspiration from the Feature-Scattering [34] based AT technique
proposed by Zhang and Wang. The Feature-Scattering-based AT approach focuses on
capturing the inter-sample structure with a single-step attack configuration, which is a
departure from previous natural and adversarial training methods that treat training
samples independently of each other. The authors argued that perturbing each image
individually disregards the inter-sample relationships, which could limit the effective-
ness of both attack generation and defense. To address this issue, they proposed the
Feature-Scattering-based AT method, which utilizes the optimal transport distance to
define inter-sample relationships between adversarial and natural samples within the
mini-batch. The unsupervised acquisition of perturbations that maximize the OT dis-
tance between natural and adversarial examples is followed by model training using
the obtained adversarial examples with those perturbations. As a result of various
experiments, the method outperforms in terms of generalization and robustness by
preventing gradient masking and label leaking. The same authors also introduced a
method called bilateral adversarial training [56]. This approach involves attacking both
the images and labels during training using a single-step targeted attack, with the aim

of targeting the most confusing class.
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2.3. Shift-Invariance Approaches

Although adversarial training is a methodology that has been developed to en-
hance the generalization and robustness of deep neural networks against adversarial
attacks, it may not be adequate on its own to accomplish high levels of generalization.
On the other hand, shift-invariance approaches have been proven to be successful in
enhancing DNNs’ capacity for generalization up to a certain point. In this thesis, we
aim to combine strategies by incorporating shift-invariance methods into AT. Our ob-
jective is to develop a cutting-edge method that can boost DNNs’ robustness against
adversarial attacks while improving their generalization performance on unseen data.
By doing this, we aim to tackle the limitations of the current adversarial training
techniques and contribute to the development of robust DNNs by making them more
robust to adversarial attacks. In that regard, state-of-the-art shift invariance methods
are explained in the following paragraphs to provide a comprehensive understanding

of the proposed approach.

Convolutional neural networks (CNNs) are known to be sensitive to small shifts
in input images, which can result in significant changes in the output [57,58]. To ad-
dress this issue, various techniques have been developed to improve the shift-invariance
behavior of CNNs. One such technique is data augmentation, where the input images
are randomly translated, rotated, or scaled during training. More recently, a number
of advanced techniques have been developed to improve the shift-invariance behavior
of CNNs. These approaches may not only improve their shift-invariance behavior but

also slightly increase their accuracy [35].

Shift-equivariance [35] refers to where shifting the input results in an equal shift
in the output. In other words, the function is commutable with respect to shifting and

feature extraction, as in the following equation,

Shift ap,aw (F(X)) = F (Shift ap a0 (X)) V(AR, Aw). (2.6)
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Shift invariance [35] can be defined as a property where an identical representation is
obtained after shifting the input by a certain amount as following

F(x) = F (Shift apaw(z)) V(A Aw). (2.7)

For both Equation (2.6) and Equation (2.7) [35], F denotes upsampling map function
and input x exposed to shifting with the amount of height and weight, Ah and Aw
respectively. One of the primary factors contributing to the lack of shift-invariance
in CNNs is attributed to downsampling, or stride, which is a linear operation that
samples evenly spaced image pixels located at fixed positions on the grid and discards

the rest [35,58].

The well-known solution in signal processing to prevent aliasing is to apply low-
pass filtering before downsampling. However, simply inserting this module into deep
networks degrades performance [35]. To mitigate this issue, various methods [35,36,58]

have been developed to make the DNN shift-invarient.

Zhang [35] elucidated that even though convolution operation is shift equivalent,
pooling builds up shift-invariance. For instance, the max-pooling effect on the DNNs
in terms of shift-variance is explained in the toy example as seen in custom Figure 2.3.
The anti-aliasing CNNs method [35] proposed anti-aliased max-pooling by combining a
dense max-pooling layer and strided blurred pooling to boost shift invariance and shift
equivariance. The main concern about the anti-aliasing method is its capability to cause
information loss. As opposed to the expectation, accuracy improvement is validated on
different modern networks as it provides an additional regularization effect. However,
there is still a risk of information loss due to over-blurring, and the effectiveness of the

method is limited and dependent on the non-linear activation function’s behavior [36].

On the other hand, Chaman and Dokmanic introduced Adaptive Polyphase Sam-
pling (APS), which can provide 100% shift-invariance with circular padding. This
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Max-pooling
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_—

Figure 2.3. Toy example of max-pooling operation to see the effect on shift-invariance

performance of the CNN.

method addresses the main reason for shift-variance to the usage of the fixed grid
in sub-sampling(stride), and based on this; the networks always tend to use the first
polyphase component as the output of sampling. The method proposes a non-linear
downsampling method named APS, which adopts selecting a polyphase which has the
highest energy in terms of ¢, norm [36]. The potential concern with the APS method is
the possibility of multiple polyphase components having identical norms, which could
impact its performance. However, it is important to note that such an event is practi-

cally impossible.
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3. METHOD

In this chapter, we propose three methods aimed at improving the robustness and
generalization of DNNs against adversarial attacks. The first method is an adversarial
training solution called Perturbation Direction Augmentation for Adversarial Training
with Diverse Attacks (PDA-AT), which is introduced and explained in detail. PDA-AT
leverages the inter-sample relationship of adversarial examples within the mini-batch
to identify the principal perturbation direction. By augmenting the principal pertur-
bation direction within a 45-degree range, PDA-AT enhances the model’s robustness
against adversarial attacks without requiring any additional back-propagation. The
effectiveness of PDA-AT is evaluated through empirical experiments on benchmark

datasets.

The second method outlined in this chapter involves the incorporation of shift-
invariance methods into the adversarial training process with the objective of enhancing
the robustness of DNNs further. We implement and analyze the shift-invariant method-
ology in adversarial training to enable the model to handle adversarial attacks better, as
shift-invariance is a property of neural networks that allows them to recognize patterns
regardless of their location in the input space. The third and final method proposed
in this study leverages the generalization issue in adversarial training by incorporating

mixup, which is the data augmentation method based on convex interpolation.

3.1. Robustness with PDA-AT

AT is one of the successful defense methods that augment each mini-batch of
training data with adversarial examples as given the optimization problem of Equation
(1.1). In this training scheme, the adversarial perturbation, 4, is obtained through
inner maximization using adversarial directions obtained from a single or multi-step
attack [21]. While adversarial training has been shown to be effective, it can also suffer

from several problems that can negatively impact its performance. These problems
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include catastrophic overfitting [23], [28], robust over-fitting [29], label leaking [26],
and gradient masking [27]. One of the underlying reasons for these problems is the
use of cross-entropy loss to obtain adversarial directions, which can be inadequate to

create strong and diverse attacks.

One of the principal challenges associated with traditional AT methods is their
inability to generalize effectively to natural samples. Specifically, as the adversarial
robustness of models increases, the accuracy of natural samples during testing can
decrease below the state-of-the-art performance level, which is an undesirable outcome
and affect the widespread usage of these methods. Consequently, we argue that the
primary objective of any adversarial training should be to maintain state-of-the-art
performance on natural images while simultaneously enhancing the model’s robustness
to adversarial attacks. Additionally, the adversarial training scheme must be scalable,
meaning that the process of generating adversarial samples should not require multiple

backpropagation steps, which can be computationally expensive.

In this thesis, we propose an adversarial training framework, PDA-AT, as il-
lustrated in Figure 3.1. In this AT scheme, the primary adversarial directions are
generated via Optimal Transport (OT) distance, and they are augmented to support
the generalization. As a result, the proposed method improves both accuracies on clean

and perturbed images.

on of
af o

Figure 3.1. Proposed PDA-AT method.
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Euclidean distance is one of the commonly used metrics as a straight-line dis-
tance between pair of points. On the other hand, Kullback-Leibler (KL) or Jensen-
Shannon (JS) divergence both measures the difference between two probability dis-
tributions. These methods have limitations in providing useful gradients when two
empirical distributions are disjoint or have a non-empty intersection contained in a set
of measure zero [59]. An alternative to traditional distance metrics is the OT distance,
also known as the Wasserstein distance [60] or earth mover’s distance. This method
measures the minimum cost of transforming one probability distribution into another,
providing another way to quantify the distance between two distributions. The OT

distance [61], [62,63] can be defined as follows:

D(p,v) = inf Eg .oz, y). 3.1

(1, v) el () (@)~ (2, Y) (3.1)

The notation IT(u,v) refers to the set of joint distributions 7(z,y) whose marginals
are pu(x) and v(y). The cost function ¢(x,y) represents a K x K transport cost matrix
C, where C; ; = c(z;,y;) specifies the cost of transporting the i-th data vector in the

mini-batch X to the j-th data vector in the mini-batch Y.

One of the crucial advantages of the OT distance approach is its ability to consider
the spatial distribution of probability mass [61]. This indicates that it is sensitive to
both the geometric structure of the distributions and variations in the probability
values [61]. Specifically, it is worth noting that even if two distributions have the same
probability values, they may exhibit significant differences in terms of their shapes,
which can result in a significant OT distance [61], [64]. In this regard, the current

study leverages the OT distance to generate adversarial examples.

The AT based on Feature Scattering proposed by Zhang and Wang [34], leverages
the inter-sample relationship by utilizing feature matching distance via OT loss. Fea-
ture scattering encourages diversity in the data without drastically changing the data
manifold with its unsupervised AT scheme. The method substitutes a multi-step PGD

attack on cross-entropy loss with a single-step attack on OT distance. Specifically, to
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generate adversarial images through maximization of OT loss, the perturbed images
of the mini-batch are computed by adding uniform random perturbation within the e-
ball and OT loss is measured via OT distance between natural and obtained perturbed
samples. In essence, the standard feature scattering AT technique involves the alter-
ation of inter-sample relationships between a natural image and its randomly shifted
version of the mini-batch to deepen the discrepancy between natural and adversarial

distributions and leads to the creation of an adversarial direction to be used in training.

We argue that the maximization of the OT distance between natural and ran-
domly perturbed samples may charge a constraint on the variety of adversarial pertur-
bations created during each iteration. To address this limitation, we introduce a novel
approach that concerns computing the OT distance between the same mini-batch, as
specified in the equation. The proposed method based on the feature-matching distance

between adversarial couples can be formulated as follows,

dor = argmaxD (Vagy, Vady) (3.2)

D (Vadv , Vadv ) = min ) Z Z Tij -C <f<Xadv)ia f (Xadv>j> (33)

TEH(Vadv:Vadv i—1 j—1
where V44, is perturbed version of v, as defined before. Also, T € IT (Vagy, Vadv) =
{T e R | T1, = u, T'1, = V}. 1,, is an n-dimensional all-one vector. Transporta-

tion cost matrix denoted by C' ( f (Xaav)is f (Xaav) j> and formulized as follows,

2

C (f(xadv)iaf(xadv)j) = Hf(xadv)i — f (Xaav); , (3.4)

where C' ( f (Xaav)is f (Xadv) j> has the element of zero if the pairs include same samples.

The transport cost is described as the cosine distance between image features.

The objective of the proposed method for generating adversarial attacks is to

improve the exploration of adversarial directions that can modify the distribution of
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adversarial samples in a more flexible manner. The method achieves this by eliminat-
ing the constraint of intensifying the discrepancy between natural samples and their
randomly perturbed versions, as is the case in traditional feature scattering, and by
focusing on decision boundaries using multi-step attacks, as in traditional AT meth-
ods [34]. Beyond that, our hypothesis is that the adversarial directions must vary to
disturb the current mini-batch distribution as the learned representations are updated
at each iteration. Therefore, we can enhance attack diversity by avoiding the con-
straint of feature matching between natural and instead leveraging it via the feature
matching distance found in the mini-batch, as proposed. By doing so, it can examine
a larger region in the input space and explore different ways of perturbing the samples
by utilizing the distance between the adversarial example representations. Our em-
pirical analysis demonstrates that the proposed modification leads to increased attack

diversity and improved robustness.

3.1.1. Adversarial Attack Augmentation

In the literature of adversarial robustness, it is well-established that introducing
a diverse set of perturbations during model training can help to reduce overfitting to
specific types of perturbations. This study presents a novel and intuitive method for
augmenting adversarial perturbations. The perturbation dor represents the primary
adversarial direction which is produced by maximizing feature matching distance via
the OT loss. We can leverage the information contained in dpr to generate new ad-
versarial directions without requiring additional backpropagation steps and significant
additional computational costs. Specifically, we propose the random sampling of a new
adversarial direction within a region spanning 45-degree from the primary direction via

the cosine similarity of normalized ds , formulated as follows:

Orand = cos(a)dor + sin(a)d . (3.5)

where « is a hyperparameter that controls the value of a random angle within the

range of 0 to 45 degrees, and §, denotes a randomly generated unit perturbation vector
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perpendicular to dp7. 0,qnq iS generated so as to have cosine-similarity of angle, a with
dor using normalized ¢, . In addition to d,4,4, One more adversarial direction vector
represented by d45 is obtained when « is set to 45 degrees, the maximum allowable
deviation angle from the primary attack direction. 45 degrees span can be defined as

the hyperparameter of the training.

Consequently, three adversarial attack directions are obtained, as shown in Figure
3.2, with the aim of increasing the variation of adversarial attacks without incurring
additional computational costs at each iteration. In Figure 3.2, 6,4, and 0,,q, are
illustrated with their respective angles, @ qng and @y, in 2-dimensional space relative

to 5OT‘

1 rand
7 dor

o ’Y 5maz
.

Qrand

Qmaz > 7

Figure 3.2. Perturbation augmentation in 2-Dimensional space.

Our hypothesis is that neighboring regions of the primary adversarial direction
would also lead to an increase in the loss by exploring the broader regions in the decision
boundaries with one than one adversarial direction for each natural sample. Thus, it
is reasonable to investigate potential new adversarial attack directions that are similar
to the gradient of the loss in order to enhance the overall effectiveness of the attack

and explore the wider region.
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As a result, the model parameters are updated with the mini-batch, which is

enriched with augmented perturbed images as follows:

N/3 N/3 N/3
o1
melnﬁ Z ﬁ(f<xz + 6OT; 9)7 ?/) + Z E(f(xz + drand; (9)7 y) + Z E(f(xz + 545; 0)7 Y (36)
=1 =1 =1

where N denotes the total number of examples found in the mini-batch, and the rest of
the notations are the same as indicated before. The aforementioned equation demon-
strates that the model parameters, 0, are updated by utilizing samples perturbed with
both the primary and augmented adversarial directions. In order to remain within
the e-ball and the input domain, the perturbations and perturbed images are clipped.

Figure 3.3 outlines the proposed PDA-AT algorithm.

Require: D, OT distance
fort=1, .., Tdo

for mini-batch {x;,y;}’, ~ D do
Vado < Y 001, x' ~ B(x,€)
dor + arg max D(Vaqy, Vadv) a~ U0, vmaz)
Orand < cos();z)éoT + sin(@)d
Omax < COS(Amaz)00T + SIN( gz )01
X'« [xX' 4+ dor, X' + Orand, X' + Omaz)
model update:
0 0—7- 23" VoL(xX,y;0)

end for

end for

Figure 3.3. PDA-AT Framework. Robustness for T epochs, D dataset, 6 network
parameters, € a perturbation budget, 7 learning rate, n mini-batch size, a4z

maximum deviation angle.
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3.2. Robustness with Shift-Invariance Approaches

Despite its high efficacy against adversarial attacks, there are limitations of AT
techniques. Therefore, exploring alternative approaches could pave the way for a better
understanding of adversarial attacks and improve the overall robustness of the mod-
els. We investigate the potential of state-of-the-art shift invariance methods, which
primarily strive to eliminate the influence of minor shifts in the inputs, on AT for the
purposes of improving adversarial robustness. In that regard, we propose adversarial
training utilizing low-pass filtering and adaptive polyphase sampling. A comprehensive

understanding of these methods is provided in the subsequent sections.

3.2.1. Low-Pass Filtering in Shift-Invariance

The study of Zhang [35] highlights the role of max-pooling operation in causing
shift-variance, as depicted in Figure 2.3. The study explained that the max-pooling
process involves two architectural operations - the max operator that densely extracts
features and the naive subsampling process. To address this issue, Zhang proposes a
solution that involves incorporating an additional blurring kernel between these op-
erations. This approach helps to mitigate the effects of the subsampling process and

improve shift-equivariance with minimal additional computation.

The correct positioning of the low-pass filter right before subsampling can be ap-
plied to widely-used downsampling techniques, such as max-pooling, average-pooling,

and strided-convolution. Architectural modifications are given below:

MaxPooly, s — Supsampling, o Blur,, o Max), = BlurPool,, s o Maxy (3.7)
Reluo Convy s — BlurPooly, 5o Reluo Convy, (3.8)

AvgPool, . — BlurPooly, ¢ (3.9)

where k is pooling kernel with stride s of MaxPooly ¢ and anti-aliasing filter with kernel

shape of m x m represented with Blur,. o is used to indicate the sequential flow of
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operations, it means that the output of one operation is serving as the input to the

next operation.

We hypothesize that making DNNs more shift-invariant might also boost adver-
sarial robustness. The proposed method involves the utilization of anti-aliasing, which
aims to make the output of the DNN irrelevant to rotation and translation. The pro-
posed method is expected to lead to anti-aliased DNNs may learn more robust features
than traditional models. In that regard, traditional feature-scattered based [34] AT can
be trained with shift-invariant DNNs by implementing a blur kernel before the sub-
sampling layer. Through empirical evaluation, the thesis aims to provide an analysis

that the proposed method can effectively enhance the adversarial robustness of DNNs.

In the AT scheme, adversarial attack direction, drg is obtained via OT distance

loss between natural and adversarial counterparts of them.
dps = argmax D (v, Vaqay) (3.10)

where notations are kept as before. The model parameters, 6 are updated with the

mathematical formulation as follows
XN
min— Z L(f(x; + Ops; 0), 1) (3.11)

Figure 3.4 summarize the traditional feature scatter adversarial training scheme. The
AT algorithm will update the parameters of the model, which utilizes a blurring kernel

before the subsampling operation.
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Require: D OT distance
fort=1,.. ,Tdo

for mini-batch {x;,y;}", ~ D do
Vadv < ) V01, x' ~ B(x,¢€)
Ops < argmax D(v, V,qy)
x +— x' + 525
model update:
0« 0—7- 157" VoL(X,y;0)

end for

end for

Figure 3.4. Traditional Feature Scatter [34] Framework. Adversarial Training for T
epochs, D dataset, # network parameters, € a perturbation budget, 7 learning rate, n

mini-batch size.

3.2.2. Adaptive Polyphase Sampling in Shift-Invariance

Chaman and Dokmanic [36] point out that downsampling in the form of stride
or pooling can lead to loss of shift-invariance. They have expressed their concerns re-
garding the effectiveness of existing anti-aliasing methods in achieving shift-invariance.
They argue that anti-aliased CNNs have certain limitations due to non-linear activation
functions such as ReLu in their study. Moreover, they suggest anti-aliasing beyond a

certain threshold may lead to over-blurring and a decrease in accuracy.

The conventional approach of downsampling involves sampling image pixels at
fixed positions on the grid by discarding the rest. Specifically, if the image is shifted, the
pixel intensities located on the fixed grid will change, leading to a different subsampled
output. As a measure of this, APS proposes choosing of sampling grid adaptively with
the highest ¢, norm corresponding to the highest energy. This technique ensures that

100% shift-invariance and the subsampled output remains consistent even when the
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image is shifted, resulting in identical outcomes for shifted and unshifted samplings.

The shift-invariant result of the subsampling operation of the APS method a,

yaps, is computed based on [36] as follows

yAPS = yi1j17 (312)
s—1
st.iy, g = argmax{”yijﬂp}“ . (3.13)
9, J=
where {y;;} = x(sny+i,8m9 +5) = {xp4;}5_, . (3.14)

Here, candidate outcomes of sampling as polyphase components are denoted with
{yij}g,j:o- The value of p determines the type of norm being used. x is the input,
C' is the channel number, and s represents the stride. n; and ny are integer variables
that represent the position of the subsampling operation within the input image. If
the two outputs of subsampling have the same norm, there is a possibility to have
inconsistency in shift-invariance, yet it is a nearly impossible event in practice when

considering the continuous distribution of images.

We hypothesize that combining APS with adversarial training might provide
additional improvement in robustness and generalization. This is because the perfect
shift-invariance property of APS reduces sensitivity to small shifts in the input, while its
cooperation with AT might help to improve the model’s ability to handle more complex
perturbations by reducing overfitting to specific attacks. As a result, the combination of
these techniques can lead to better generalization and robustness performance. We aim
to tackle the limitations of the current AT techniques and contribute to the development

of robust DNNs by taking advantage of generalization performance of APS.

Furthermore, although anti-aliasing is not necessary for shift invariance, using it
before downsampling can be beneficial in terms of increasing accuracy. In this regard,
we will demonstrate the effects of APS with and without LPS in the adversarial training
scheme through various experiments. The shift-invariance model by adopting APS will

be trained with traditional feature-scatter [34] based AT scheme as presented in the
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algorithm of Figure 3.4. We investigate the solution of APS for adversarial robustness

and generalization building upon the existing F'S model.

3.2.3. Robustness with Mixup-based Adversarial Training

Mixup is the state-of-the-art data augmentation technique that uses the convex
combination of data and its label to enhance the generalization. The straightforward
idea, formulized in Equation (2.5), is proven that the improve the robustness of the
network 2.7 times against FGSM white-box attack and 1.25 times against black-box
FGSM attack [33]. In this thesis, we aim to combine mixup and AT strategies by
incorporating mixup methodology into feature scattering-based AT for seeking to en-
hance the robustness and generalization performance of the DNNs. In that regard,

four different ways of integration into the AT scheme are developed.

3.2.3.1. Mixup + Feature Scatter. In this approach, the main natural input and tar-

gets are exposed to the mixup before entering the AT scheme. With the mixup oper-
ation, natural images denoted by x and their corresponding labels y are interpolated
with the shuffled mini-batch of it, 2’ and g/, resulting in the production of Z and g.
Adversarial training is performed on the obtained images. For the AT, OT distance loss
is used to get adversarial direction as a single-step attack, and the final cross-entropy
loss of AT is calculated between the prediction of the model and 3. The details of the
proposed algorithm are given in Figure 3.5. As seen in the Figure 3.5, mixup operations

are followed by traditional feature scatter based training operations.

3.2.3.2. Feature Scatter + Mixup. In the first approach, linear interpolation of inputs

is carried on at the beginning of the training experiment. On the other hand, mixup
operations can be applied after adversarial examples are obtained utilizing OT dis-
tance loss. This approach can be put into training by obtaining adversarial direction
for a particular mini-batch, then executing the mixup operation using the acquired

adversarial images. The process is completed by updating the model parameters. This
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approach employs the same operations given in Figure 3.5, but executes the mixup

operation after adversarial sample generation.

Require: D OT distance
fort=1,..,Tdo

for mini-batch {x;,y;}", ~ D do
mixup operation:
T+ A+ (1- N A~ D(0,1)
g dy+(1-Ny
adversarial direction obtainment:
Vado 4= D ; Vibyg, x' ~ B(X,¢)
Ors < arg max D(D, Daay)
X+ x' + 5;5
model update:
0+ 0—71-15" VoL(x,y;0)

end for

end for

Figure 3.5. Mixuped Feature Scatter [34] Framework. Adversarial Training for T
epochs, D dataset, # network parameters, € a perturbation budget, 7 learning rate, n

mini-batch size.

3.2.3.3. Mixup in OT Distance. Other than the straightforward integrations of mixup
into feature scatter based AT, we propose to utilize mixup in attack direction generation
by measuring the distance between mixuped natural samples and their non-mixuped
randomly perturbed correspondences of the original mini-batch. The approach uses

distance following formula:
d = argmax D (D, Vaqy) (3.15)

where & demonstrate that the marginal distribution of the inputs exposed to the mix-

uped with Equation (2.5) whereas v,y is the marginal distribution of perturbed original
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input images. The rest of the adversarial training uses the non-mixuped original batch

to perturb the obtained adversarial training.

3.2.3.4. Mixup in OT Distance and CE Loss. Besides utilizing mixup in OT Distance,

we can also leverage it in Cross-Entropy (CE) loss function of it. After the adversarial
direction is obtained with Equation 3.15, the obtained adversarial examples are sub-
jected to mixup with the same A\ parameter and index shuffling used in the first mixup

operation in OT loss distance calculation.

In this thesis, we proposed three different approaches for improvement on ro-
bustness and generalization performance of AT. PDA-AT is AT technique based on
the inter-sample relationship via OT distance within the randomly perturbed mini-
batches. This method incorporates data augmentation through the generation of new
perturbation directions without requiring additional backpropagation steps. Addition-
ally, we propose AT approaches that leverage shift-invariant techniques, such as APS
and LPS, to enhance AT performance. Furthermore, we propose to enhance AT per-
formance through mixup-based data augmentation. The subsequent chapter provides
detailed explanations of the experimental results, implementation details, and result

discussions.
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4. EXPERIMENTS

In this chapter, we present the experimental setup and results for the analysis of
the proposed methods. We conducted various expensive experiments to analyze and
validate the effectiveness of our proposed methods thoroughly. We also present a de-
tailed analysis of the experimental results to gain a deeper understanding of the factors
that affect the performance of our proposed methods. Overall, this chapter provides a
comprehensive overview of the experiments conducted and the results obtained, which

demonstrate the efficacy of our proposed techniques.

4.1. Datasets

This study was conducted on five publicly available datasets with different con-
figurations. The datasets used in the study are CIFAR-10 [65], CIFAR-100 [65],
SVHN [66], Tiny-Imagenet [7] , and GTSRB [67].

CIFAR (Canadian Institute For Advanced Research) has created two widely-
used image classification datasets called CIFAR-10 and CIFAR-100. The CIFAR-10
and CIFAR-100 are datasets created among 80 million small images collected by Alex
Krizhevsky et al. [65]. The CIFAR datasets are widely utilized in the field of computer
vision due to the low resolution of the images they contain. This feature of the datasets
reduces the computational complexity of experiments, making them more manageable
in terms of computational resources. As a result, the CIFAR datasets have become the

predominant benchmark datasets in the field of computer vision.

The CIFAR-10 dataset is considered a standard benchmark for adversarial train-
ing and contains 60,000 RGB images of size 32 x 32 distributed across ten different
object classes, each containing 6,000 images. Similarly, the CIFAR-100 dataset con-
tains the same number of images and dimensions as CIFAR-10 but includes 100 object

classes, each containing 600 images. CIFAR-100 is grouped into 20 superclasses. More-



37

over, CIFAR-100 is organized into 20 superclasses, with each image having both a fine
label (i.e. the specific class to which it belongs) and a coarse label (i.e. the superclass
to which the fine label belongs). Both datasets are split into 50,000 training images
and 10,000 test images.

The Street View House Number (SVHN) dataset [66] is a widely used benchmark
dataset in computer vision and consists of approximately 100,000 labeled images of
digits. The images were collected from Google Street View house numbers with varying
sizes and orientations. In this dataset, each image contains a digit ranging from 0 to
9, and the digits are positioned horizontally in the image. The dataset is divided into
training and test sets, with the training set containing 73,257 images and the test set
containing 26,032 images. Due to its real-world nature and the diverse range of con-
ditions under which the images were captured, the SVHN dataset presents significant

challenges for computer vision models.

Tiny-ImageNet [7] is a dataset that comprises 110,000 images divided into 200
object categories, each containing 500 training images and 50 validation images. The
dataset was created as a more manageable version of the ImageNet dataset [6], which
contains over 14 million images across 1,000 object categories. To achieve this, a
subset of 200 diverse object categories was randomly selected from ImageNet while still
maintaining the diversity of the original dataset. The images in the Tiny-ImageNet
dataset have varying sizes and resolutions, with a majority having dimensions of 64 x 64
pixels. Its smaller size and diversity of object categories make it an efficient alternative
to the larger and more computationally expensive ImageNet dataset for developing and

evaluating image classification models.

The German Traffic Sign Recognition Benchmark (GTSRB) [67] dataset is a
publicly available dataset of traffic signs collected from real-world scenarios in Germany.
There are 39, 209 training images and 12, 630 test images in the dataset, which consists
of 43 types of traffic signs. Many lighting setups and elaborate backgrounds can be

found in the images.
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4.2. Deep Neural Networks Architectures

We employed two different DNN architectures in our experiments to evaluate the
proposed methods. Specifically, the WideResNet-28 is employed for the experiments
of PDA-AT, and ResNet-18 is utilized for the shift-invariant based AT experiments
and AT method cooperated with mixup-based data augmentation. These models have
proven to be highly effective in various computer vision tasks and are widely used as

benchmark models for evaluating novel techniques.

ResNet (Residual Network) [10] was introduced to address the issue of vanishing
gradients in DNNs. This problem occurs when gradients become too small to be useful
for propagating information through the model, resulting in poor performance. ResNet
overcomes this issue by introducing residual connections, which allow for alternate
shortcut paths for gradient flow. ResNet [10] can be scaled up to 152 layers with high
accuracy. Resnet-18 is a variant of ResNet that contains 72-layer architecture with 18
deep layers. It comprises convolution layers followed by batch normalization and ReLLU

activation, with residual connections between each block of layers.

Wide Residual Networks (WideResNet) [68] are a variant of ResNets. WideRes-
Nets have decreased depth and increased width when compared to ResNet, which en-
hances the model’s representation power of features. WideResNet increases the number
of filters in each convolutional layer. Also, ReLu and batch norm operations come first
from the convolution layer in WideResnet blocks, which is introduced as pre-activation.
WideResnet is controlled by the parameter defined as the width factor, which repre-
sents the number of filters in each layer. In our experiments, it set to 28 corresponds

to WideResnet28.

4.3. Training Scheme

All experiment of the thesis is performed with the DNN architecture of WideResNet-
28 and ResNet-18. WideResNet-28 is utilized for the PDA-AT, and mixup-based ad-
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versarial training experiments, whereas ResNet-18 is preferred for the experiments of
AT based on shift-invariance enhancement. Regarding that, all models are trained up
to 200 epoch with a batch size of 60. Stochastic gradient descent (SGD) is utilized as
an optimizer with weight decay of 2 x 10~* and momentum of 0.9. The initial learning
rate is set to 0.1 The learning rate value used during the experiments is different for the
SVHN dataset compared to the other datasets. Specifically, a learning rate of 0.01 is
used for the SVHN dataset, while a value of 0.1 is used for the other datasets following
the suggestions in [34]. At the 30th and 60th epochs, the learning rate is decayed by
a factor of 0.10. For the adversarial training, the maximum allowable perturbation

amount, e, is set to 8/255.

The CIFAR and Tiny-Imagenet datasets are augmented with flipping and random
cropping during the training process. The input images are cropped randomly in the
shape of 32 x 32 with padding size 4, except for the Tiny-Imagenet dataset, which is
cropped into 64 x 64. Label smoothing is applied to the input labels with a factor of 0.5.
The Sinkhorn algorithm is utilized for the experiments that include the computation
of OT distance, where the regularization parameter is set to 0.01 in a one-step attack

configuration [34].

The proposed methods are implemented using codebases obtained from multiple
sources, including [40], [69-72]. PyTorch, a popular deep learning framework, is used

to implement all the methods by modifying existing codebases.

4.4. Results of PDA-AT

The method of PDA-AT aims to leverage the robustness of the DNNs without
sacrificing natural accuracy when compared to state-of-the-art methods. PDA-AT
framework increases the attack diversity by adopting adversarial examples generation
based on the OT distance between a mini-batch of randomly perturbed versions of nat-
ural samples. Furthermore, the framework also improves attack diversity by exploring

alternative perturbation directions within a 45-degree spanning region. In this regard,
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various extensive experiments were carried out to analyze the proposed method. The
models trained on five different benchmark datasets are evaluated against white-box

and black-box attacks.

4.4.1. Baseline Studies

The baseline techniques for the evaluation process are selected from the state-of-
the-art gradient-based AT methodologies. It is worth noting that neither the proposed
method nor the selected baseline methods utilize synthetically generated data during
training for the sake of an equivalent comparison. The performance of the listed state-

of-the-art AT methods is reported:

e Natural: The standard training of natural images.

e Madry: AT of images perturbed with PGD attack proposed by Madry et al. [21].
The method is widely recognized as one of the most effective defense methods
and is regarded as a pioneering study in the field.

e Bilateral: Training of both adversarially perturbed image and label [56]. It uti-
lizes a single-step targeted attack by targeting the most confusing class.

e Feature Scatter (FS): AT framework with adversarial example generation based
on the maximization of feature matching distance between natural and randomly
perturbed images via OT distance loss [34].

e Adv-Interp: AT scheme employs adversarial interpolation for the creation of ad-
versarial examples and their adversarial examples [54]. It adopts maximization
of cosine distance between features of perturbed and natural different mini-batch
for adversarial image generation.

e AV-Mixup: AT of soft-labeled data augmentation approach [46]. Adversarial
vertexes are generated to be used in AT, in the direction of perturbation to

extend the training distribution.
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4.4.2. Attack Diversity

One of the primary objectives behind this thesis and the proposed method is to
augment the diversity of attacks employed in the context of adversarial training. The
proposed methodology centers on examining the interconnections between adversarial
examples within a given mini-batch to augment the attack and increase the diversity.
We scrutinize the extent of attack diversity by drawing comparisons between the pro-
posed method and the traditional Feature Scatter [34] AT approach outlined in prior

literature.
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Figure 4.1. Diversity of adversarial attack directions in training. The element-wise
sum of the elements of the adversarial direction tensor is shown as a change in
standard deviations in the top plot. Standard deviations of cosine similarities

between random reference direction and adversarially generated direction is

illustrated in bottom plot.
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To this end, adversarial directions of CIFAR-10 training images are saved at
several epochs of training for both the proposed method and Feature Scatter initially.
Subsequently, a reference vector is sampled to calculate the cosine similarities between
the reference vector and adversarial directions. In the bottom graph of Figure 4.1, the
standard deviations of cosine similarities at various epochs are visualized. Additionally,
the diversity of attacks is evaluated with the element-wise sum of the gradient direction
tensor’s elements across each training sample. The standard deviation of the element-
wise summation of adversarial directions over epochs is plotted in the top graph of
Figure 4.1. We envisage that the proposed attack approach utilizing OT distance
between randomly perturbed images as outlined in Equation (3.2) and Equation (3.3)
yield a higher standard deviation as compared to Feature Scatter approach for both
diversity comparison. The graphical representations in Figure 4.1 serve as empirical
evidence, indicating that the proposed methodology can result in a more expansive and

diverse set of attack directions than the traditional one-step OT distance attack.

4.4.3. Results against White-Box Attacks

The test performance of the proposed PDA-AT framework is evaluated against
various white-box attacks, namely FGSM, PGD, and CW, on five datasets which in-
cludes CIFAR-10, CIFAR-100, SVHN, Tiny-Imagenet, and GTSRB. In the following

tables, we evaluate the proposed models and baselines to demonstrate our contribution.

Our evaluation includes accuracy metrics for clean test images that are identi-
fied as natural, while also denoting iterative attacks as PGDT and CWT, where T
represents the number of attack iterations. Specifically, the models are subjected to
attacks consisting of 10, 20, and 100 iterations. In experiments, iterative attacks are
implemented with a step size of 2/255, and single-step attacks with a step size of 8/255,

utilizing randomized initialization. Adversarial budget indicated with € is set to 8/255.

In Table 4.1, Table 4.2, and Table 4.3 listed the accuracy of the baselines and
proposed methods for the datasets of CIFAR-10, CIFAR-100 and SVHN, respectively.
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In the tables of accuracy evaluation, the asterisk symbol (*) denotes outcomes from
scratch training, while dagger (1) symbols indicate results sourced from the study of
Baytas and Deb [47]. All other values of baseline models are the best results reported

by the primary studies, and those marked with a hyphen (-) are currently unavailable.

In those tables, dor indicates the AT with one-step attack given in Equation (3.2)
whereas 00T, rand, 45 denotes the version of this AT with adversarial attack augmenta-
tion acquired by 3.5. In our evaluation comparing the results obtained from the Feature
Scatter approach [34] and our proposed method, dor serves as experimental evidence
for the utilization of intersample relationships within the perturbed mini-batch, as op-
posed to comparing the natural and perturbed batches. Furthermore, our comparative
analysis between the proposed methods effectively highlights the additional benefits of

the perturbation augmentation technique.

Table 4.1. Robustness comparison of proposed and baseline models against white-box
attacks on CIFAR-10 dataset. The asterisk symbol (*) denotes results from scratch
training, while dagger (1) symbols indicate results sourced from the study of Baytas

and Deb [47]. All other values of baseline models are the best results reported by the

primary studies, and those marked with a hyphen (-) are currently unavailable.

CIFAR-10

Defences Natural [FGSM |PGD10|PGD20 | PGD100| CW10| CW20| CW100
Natural* 96.08 | 34.7 | 0.01 | 0.00 | 0.00 | 0.01 | 0.00 |0.00
Madryt [21] 87.25 | 62.64 | 47.33 | 45.91 | 4529 | - |46.99 [46.54
Bilateral [56] 91.00 | 70.70 | 63.00 | 57.80 | 5520 | - |56.20 |53.80
FS [34] 90.0 | 7840 | 70.9 | 705 | 68.6 | 62.6 | 624 |60.6
Adv-Interp [54] | 90.30 | 78.00 | - | 7350 | 73.00 | - |69.70 |68.70
AV-Mixup [46] | 93.24 | 78.25 | 62.67 | 58.23 - 5363 - |-

Ours - Sor 00.24 |78.11 | 73.97 | 72.29 | 71.1 |62.11|59.66 |57.52
OUIS - 60T, rand, 45| 92.83 | 91.54 | 74.16 | 71.83 | 66.74 | 64.35 | 60.6 |53.85
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In the case of CIFAR-10, dor performed better against iterative attacks such as
PGD and CW. Specifically, it achieves 71.1% and 57.52% accuracy against PGD100
and CW100, respectively. However, its performance was found to be relatively com-
parable to the baselines for natural images and images subjected to FGSM attack.
Meanwhile, o7, rand, 45 demonstrated enhanced performance in terms of natural accu-
racy and accuracy against FGSM-based attacks while maintaining robust accuracy at
a level similar to that of the baselines. The proposed method achieved the highest
scores among the baselines evaluated in the study for robustness against FGSM and
PGD10 attacks, with accuracies of 91.54% and 74.16%, respectively, while performing

a successful natural accuracy of 92.83%.

Table 4.2. Robustness comparison of proposed and baseline models against white-box
attacks on CIFAR-100 dataset. The asterisk symbol (*) denotes results from scratch
training, while dagger (f) symbols indicate results sourced from the study of Baytas
and Deb [47]. All other values of baseline models are the best results reported by the

primary studies, and those marked with a hyphen (-) are currently unavailable.

CIFAR-100
Defences Natural | FGSM |PGD10 | PGD20|PGD100|CW10|CW20 |CW100
Natural* 79.78 | 5.57 | 0.00 0.00 0.00 0.00 | 0.00 {0.00
Madryt [21] 59.78 | 32.70 | 23.49 | 22.78 22.44 - 23.05 [22.87
Bilateral [56] 66.20 | 31.30 22.40 - - 120.00
FS [34] 73.9 | 61.0 | 47.6% | 47.2 46.2 30.76*| 34.60 |30.60
Adv-Interp [54] 73.6 58.3 - 41.00 40.2 - 32.4 |31.2
AV-Mixup [46] 74.81 | 62.76 - 38.49 - - -
Ours - dor 71.8 | 49.31 | 41.5 40.83 25.08 | 23.18 | 22.48 (24.46
Ours - 00T, rand, 45| 75.73 | 73.04 | 49.19 | 48.83 | 48.77 | 35.16 | 34.64 |33.86




45

As for CIFAR-100, dor approach failed to achieve state-of-the-art performance,
which can be attributed to the complexity of the dataset. CIFAR-100 is recognized as
one of the challenging benchmark datasets because it consists of 100 classes with 6000
images. It makes it difficult to represent the intersample relationship of adversarial
images within the batch. On the other hand, when the attack diversity is increased
through the approach of dor, rand, 45, the robust accuracies outperform against FGSM,
PGD, and CW attacks with the highest scores among the baselines. Furthermore, it

obtains the highest natural accuracy among the listed ATs.

Regarding SVHN dataset, ot demonstrated an ability to achieve higher robust
accuracies when faced with an increased number of iterative attacks, similar to the
results observed for the CIFAR-10 dataset. In particular, it achieves 55.43% and 48.43%
robust accuracy against PGD100 and CW100, respectively. Contrarily, the dor, rand, 45
approach demonstrated superior performance in classifying natural images, achieving
an accuracy of 97.15%, and in robustness against FGSM and PGD10 attacks, with

adversarial accuracies of 97.33% and 72.48%, respectively.

Overall, perturbations based on the distribution of the perturbed mini-batch
rather than expanding the gap between mini-batch distributions of the natural and ad-
versarial samples can enhance robustness in the CIFAR-10 and SVHN datasets. On the
contrary, dot without perturbation augmentation does not contribute to the robustness
of CIFAR-100. The difference in performance can be attributed to the larger number
of classes in CIFAR-100, which may limit the generalization of perturbing different
mini-batches at each iteration. Furthermore, the proposed perturbation augmentation
leads to significant improvements in both adversarial and natural accuracies, surpassing
the performance of the baselines. Specifically, in comparison with the highest baseline
accuracy, the proposed method achieves an increase of 13.14%, 10.28%, and 5.82% in
accuracy against FGSM attacks on the CIFAR-10, CIFAR-100, and SVHN datasets,

respectively.
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Table 4.3. Robustness comparison of proposed and baseline models against white-box
attacks on SVHN dataset. The asterisk symbol (*) denotes results from scratch
training, while dagger (1) symbols indicate results sourced from the study of Baytas
and Deb [47]. All other values of baseline models are the best results reported by the

primary studies, and those marked with a hyphen (-) are currently unavailable.

SVHN
Defences Natural | FGSM |PGD10|PGD20|PGD100|CW10|CW20 | CW100
Natural* 96.33 | 45.29 | 1.59 0.62 0.39 1.04 | 0.63 |0.48
Madryf [21] 90.74 | 64.50 | 44.23 | 41.38 | 40.37 42.46 [41.60
Bilateral [56] 94.10 | 69.80 - 53.90 | 50.30 - - 148.90
FS [34] 96.20 | 83.50 | 55.40* | 62.90 | 52.00 |58.18%| 61.30 |50.80

Adv-Interp [54] 94.10 | 81.83 - - - - - -
AV-Mixup [46] 95.539 | 91.51 | 37.97 - - - - -
Ours - dor 96.31 | 95.78 | 71.74 | 66.38 | 55.43 | 67.35 | 60.75 [48.43

Ours - dor, rand, 45| 97.15 | 97.33 | 72.48 | 65.02 | 50.61 | 65.13 | 56.58 |42.45

Table 4.4 and Table 4.5 display the performances achieved by the proposed
method of PDA-AT on the Tiny-Imagenet and GTSRB datasets, respectively. Due
to the unavailability of baseline results for these datasets on the original studies, we
present the results by comparing them with naturally trained model and the Feature
Scatter [34] model, which were trained from scratch. All models used in these compar-
isons were trained with the same training setup and attack configurations as the other
datasets. Although the Tiny-Imagenet dataset presents a significant challenge due to
size of images and the increased number of classes to 200, the robustness provided by
the proposed method is not significantly different from that of Feature Scatter. In
contrast, our proposed method shows a clear improvement in the robustness of the

GTSRB dataset, as can be observed from the results in Table 4.5.
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Table 4.4. Accuracy comparison of models for Tiny-Imagenet dataset. All models are

trained from scratch.

Tiny-Imagenet

Defences Natural | FGSM |PGD10|PGD20|PGD100 | CW10|CW20 | CW100
Natural 69.04 | 2.28 | 0.02 0.01 0.00 0.00 | 0.00 | 0.00
FS 57.42 | 2442 | 12.54 | 11.25 10.33 9.11 | 7.97 7.55
Ours-dor, rand, 45| 97.34 | 25.31 | 12.93 | 11.73 11.24 | 11.14 | 10.31 | 9.97

Table 4.5. Accuracy comparison of models for GTSRB dataset. All models are

trained from scratch.

GTSRB
Defences Natural | FGSM |PGD10|PGD20 | PGD100 | CW10 | CW20 | CW100
Natural 98.62 | 63.34 | 19.94 | 14.31 | 11.29 |17.29| 13.22 | 11.36
FS 96.5 | 91.81 | 87.82 | 84.56 | 7852 |76.01 | 72.02 | 67.42
Ours-dor, rand, 45| 97.01 | 94.86 | 90.46 | 88.27 | 82.66 | 78.56 | 74.76 | 69.35

4.4.4. Results against Black-Box Attacks

In addition, the performance of the proposed model is assessed under transfer-
based black-box attack settings [17]. To achieve this, the models trained solely on
natural and adversarial samples with PGD attacks [21] are employed for the genera-
tion of gradient-based black-box attacks. The AT model is trained with PGD7. The
proposed model and FS [34] models are evaluated using PGD and CW attacks gener-
ated under black-box settings. The models of the Feature Scatter approach are trained
from scratch, serving to establish a clear baseline for evaluating the performance im-

provements of the proposed approach.

The results presented in Tables 4.6 and 4.7 demonstrate the adversarial accu-

racies obtained by the proposed PDA-AT approach and the Feature Scatter AT [34]
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on CIFAR-10 and CIFAR-100 datasets, respectively. As seen in those tables, the ro-
bustness achieved by the proposed approach can generalize to black-box attacks and

exceeds the performance of the Feature Scatter [34] AT.

Table 4.6. Results against black-box attack transferred from natural model on

CIFAR-10.

Defences
FS | Proposed
PGD20 | 89.42 91.94
PGD100 | 89.33 92.14
CW20 89.41 91.87
CW100 | 89.34 91.88

Attacks

Table 4.7. Results against black-box attack transferred from natural model on

CIFAR-100.

Defences
FS | Proposed
PGD20 | 76.60 78.40
PGD100 | 76.46 77.94
CW20 7771 78.86
CW100 | 77.44 78.76

Attacks

Moreover, the proposed approach was also evaluated under black box settings,
where the model is subjected to attack transferred from an adversarially trained model.
The results of the evaluation can be seen in Table 4.8. The inclusion of the Feature
Scatter model’s performance in the same table serve as a benchmark for comparison

and demonstrate the performance enhancement achieved by the proposed approach.
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Table 4.8. Results against black-box attack transferred from AT [21] model on
CIFAR-10.

Defences
FS | Proposed
PGD20 | 89.42 91.94
PGD100 | 89.33 92.14
CW20 89.41 91.87
CW100 | 89.34 91.88

Attacks

In addition to white-box and black-box attacks, we evaluated the model’s per-
formance against AutoAttack [42], which is an ensemble of four diverse attacks. The
0ot model was found to achieve a 35.79% robust accuracy against AutoAttack, while
the 00T, rand, 45 model underperformed, achieving only 10.59%. As a baseline, Feature
Scatter [34] achieved an adversarial accuracy of 36.69% against AutoAttack. Thus, the

proposed approach does not provide any additional robustness against AutoAttack.

4.4.5. Variations of Perturbation Augmentations

In this section, we investigate the optimum combination of perturbation augmen-
tation setup to further enhance the attack performance. We first identify the primary
direction using the ordinary optimal transport distance and then augment it within a
cosine similarity region of 45 spanning degrees. Through a number of experiments and
analyses, we have found that the most effective attack perturbation involves a combi-
nation of the original perturbation direction and the augmented directions generated
by both random and maximum allowable perturbations based on the results demon-
strated in the Table 4.9. It is worth noting that the perturbation direction, dpg, is
obtained by computing the optimal transport distance between the natural and adver-
sarial examples as original study of [34] hat were augmented in the experiments. This
approach enables us to observe the independent effect of the proposed perturbation

augmentation.
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Table 4.9. Adversarial robustness performance of various perturbation augmentation

permutations.

Augmentations | Natural | FGSM | PGD10 | PGD20 | CW10 | CW20
Orand 94.51 93.28 73.93 68.16 69.11 64.36
0rS0rand 92.98 92.54 68.47 62.83 63.70 58.6
0F80randOrand 92.44 89.27 65.52 59.74 63.08 57.40
0F80randdas 93.68 94.33 73.58 68.08 66.58 61.88

4.4.6. Visualization of the Loss Landscape

Figure 4.2 consists of loss landscapes of four models against FGSM attack on
one of the random images in CIFAR-10. We generated plots of the cross-entropy loss
function projected onto the adversarial direction and a random (Rademacher) direction,
using an € value of 8. The visualizations are created based on the codebase provided
by [73]. The x-axis of the plot represents the magnitude of the adversarial perturbation
obtained by FGSM attack applied to the input image, while the y-axis represents the
magnitude of the random Rademacher perturbation applied to the input image. A
Rademacher distribution is a discrete probability distribution that takes values +1
or -1 with equal probability [74]. The color of each point on the plot represents the

corresponding loss value, with darker red colors indicating higher loss values.

The loss landscape is a 2D plot that shows how the loss function changes with
changes in the input data. As expected, the model trained with natural images has
a complex loss landscape, as seen in Figure 4.2(a). On the other hand, AT models
have similar loss landscapes with minor differences in terms of the loss amount. Our
analysis shows that the models are vulnerable to adversarial attacks when the adver-
sarial perturbation is large, while the random Rademacher perturbation have a more
noticeable effect on the network’s performance, but not as significant as the impact of

the adversarial attack.
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(a) Natural model. (b) Madry model [21].

(c) Feature Scatter model [34]. (d) PDA-AT.

Figure 4.2. Loss landscapes of proposed and baselines. The visualizations are created

based on the codebase provided by [73].

4.5. Results of Shift-Invariance Approaches

The shift-invariance approaches in DNNs models have been shown to enhance
generalization by reducing vulnerability to small shifts and transitions. To further
improve the robustness of models, we propose the integration of shift-invariance tech-
niques with AT based on the Feature Scatter. Specifically, we adopt models enhanced
with low-pass filtering (LPF) and adaptive polyphase sampling (APS) during the AT
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training process. In order to evaluate the efficacy of our proposed models against
white-box attacks, we conducted a series of experiments using ResNet-18 with three
different padding types and sizes, namely circular, reflect, and zeros padding with
padding sizes of 3, and 5. We also trained a base AT model without the application of
any shift-invariance techniques to analyze the independent impact of shift-invariance
in AT. The results of these experiments provide valuable insights into the effectiveness

of our proposed models in combating adversarial attacks.

4.5.1. Results of LPF Models

Table 4.10 displays the results of performance evaluations for shift-invariant mod-
els utilizing anti-aliasing. In Table 4.10, the model names are listed in the first column,
followed by the size of the blurring kernel used for LPF indicated by a hyphen next
to LPF. The second column displays the padding type employed in the model archi-
tecture. The natural and adversarial accuracies of each model are presented in the

remaining columns of the table.

The evaluations carried out have indicated that circular padding adversely affects
the generalization performance and robustness of the models, as evidenced by the
reduction in adversarial accuracy. Conversely, the models that utilized LPF with a
blurring kernel of size 3 and 5, along with zero and reflect padding, displayed slightly
improved performance. However, due to the random initialization of the attacks, it is
not conclusive that this method effectively enhances generalization performance. As
a potential future work, the evaluation experiment can be repeated with more times,
and the mean natural and adversarial accuracies can be calculated, along with their

standard deviation, to provide more evidence of any potential improvements.

4.5.2. Results of APS Models

The performance evaluation results of shift-invariant models using APS and anti-

aliasing are presented in Table 4.11. The first column of the table specifies the model
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Table 4.10. Adversarial accuracy comparison of adversarially trained shift-invariant

models by LPS.

Padding|Natural FGSM |PGD20 | PGD100|CW20|CW100
Base |zeros 88.68 69.51 [51.92 47.54 47.52 143.9
LPF-3|zeros 90.5 69.98 [52.94 49.23 49.77 146.24
LPF-3|reflect 89.62 68.52 |49.66 45.37 49.05 |45.86
LPF-3|circular [89.08 66.13 |46.63 42.76 44.92 41.31
LPF-5|zeros 90.05 70.24  153.69 49.68 49.2 45.35
LPF-5 reflect 89.35 69.1 47.92 42.92 46.09 |42.23
LPF-5|circular |89.27 66.16 |48.09 44.12 45.56 |41.93

that was evaluated. If the APS shift-invariance method was combined with a low-pass
filtering kernel, the kernel size is indicated next to APS with a hyphen. The second
column of the table provides information about the padding type used in the model
architecture. The natural and adversarial accuracies of the models are listed in the
remaining columns. Notably, the APS shift-invariance method can be combined with

LPF, as suggested in the original study, to enhance generalization.

Based on the evaluations conducted, it is apparent that circular padding harms
the generalization performance and robustness by causing a decrease in natural accu-
racy and adversarial accuracy. On the other hand, the models that employed APS
with a blurring kernel of size 3 showed marginally better performance. Yet, this im-
provement is not sufficient to conclude that the method enhances the generalization
performance due to the random initialization of the attacks. As a future work, the
evaluation experiment can be repeated at least 10 times, and mean natural and adver-
sarial accuracies can be calculated with their standard deviation to show that there is

an improvement.
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Table 4.11. Adversarial accuracy comparison of adversarially trained shift-invariant

models with APS and anti-aliasing.

Model |Padding |Natural  FGSM |[PGD20|PGD100| CW20|CW100
Base |zeros 88.68 69.51 |51.92 47.54 47.52 |43.9
APS  |zeros 88.91 69.44 |51.79 46.96 45.53 |41.14
APS  |reflect 88.94 68.68 |50.23 44.77 43.91 (39.43
APS |circular |88.1 65.61 [46.79 42.4 42.61 |38.81
APS-3 |zeros 90.09 70.45 153.96 48.8 49.6 44.92
APS-3 |reflect 89.63 69.69 |51.01 46.13 48.32 |44.32
APS-3 |circular |88.97 65.69 [46.19 41.49 4424 40.83
APS-5 |zeros 89.89 70.57 |53.53 48.7 49.43 |44.46
APS-5 |reflect 89.17 68.73 |49.3 44.53 48.15 |44.28
APS-5 |circular [89.19 66.31 |47.63 42.27 44.48 |40.74

4.6. Results of Mixup-based Approaches

While AT techniques have proven highly effective in combating adversarial at-
tacks, their limitations have become apparent. Therefore, it is crucial to investigate
alternative methods that can contribute to a deeper understanding of adversarial at-
tacks and enhance model robustness. We investigate the mixup-based data augmenta-
tion utilization for AT techniques through various experiments. Mixup employs convex
combinations of data and their corresponding labels to effectively enhance a model’s
generalization abilities, as demonstrated in Equation (2.5). In that regard, we devel-

oped four distinct approaches to integrate mixup data augmentation with AT based

on the FS. The WideResNet-18 is trained with those approaches on CIFAR-10.

The developed ideas are evaluated against various white-box attacks, which have
been thoroughly discussed in the preceding sections. The results of these experiments
are presented in Table 4.12, providing a summary of the adversarial accuracies achieved

by our proposed methodologies. The results of the model, which is trained solely with
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F'S [34] approach, are also provided to clearly demonstrate the impact of the proposed

ideas.

Table 4.12. Adversarial accuracy comparison of proposed models enhanced with

mixup methodology on CIFAR-10 dataset.

Natural | FGSM|PGD10|PGD20 | PGD100|CW10|CW20|CW100

FS 90.3 77.31 [70.79 |67.6 64.8 64.04 [60.82 |58.43
Mixup + FS 94.13 |92.68 [18.86 |9.31 2.65 13.25 |7.31 [2.95

FS 4+ Mixup 91.83 |73.41 |51.53 |43.88 |37.83 45.54 |39.86 [35.35
Mixup in OT 90.65 |77.96 |70.82 |67.87 [65.23 60.2 |57.35 [55.37

Mixup in OT & CE|[92.7 65.42 |34.69 |26.77 |22.45 32.58 |27.56 |24.55

It is evident that the implementation of Mixup followed by FS can lead to catas-
trophic overfitting and label leaking by demonstrating robustness only against a cer-
tain attack. Among the proposed approaches, only utilizing mixup in OT distance
loss calculation have marginally better adversarial accuracies against FGSM and PGD
variants. Consequently, our findings suggest that the developed approaches, which use
interpolated inputs in different steps of the Feature Scattered based AT scheme, fail to
boost the robustness and generalization, and also, in most cases, they cannot achieve

the state-of-the-art level.
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5. CONCLUSION

DNNs have been demonstrated to be susceptible to adversarial attacks, which
pose a significant threat to their trustworthiness and security. Adversarial training
is a widely used technique to improve the robustness of DNNs against such attacks.
This thesis presents three new ideas for adversarial training aimed at enhancing the

robustness of DNNs against adversarial attacks. These ideas can be summarized as:

e The PDA-AT framework, which involves the acquisition of alternative adversar-
ial directions within a region that spans a 45-degree angle from the principal
adversarial direction. This direction is generated by the gradient of the optimal
transport distance between perturbed mini-batch samples.

e The integration of LPF and APS shift-invariant approaches into the AT frame-
work and investigation of the performance effect in terms of generalization and
robustness.

e Employment of mixup-based data augmentation into AT and an analysis of its

effectiveness in enhancing the robustness and generalization of AT.

The proposed PDA-AT framework generates the principal adversarial direction
based on the increase in optimal transport distance examples found in perturbed mini-
batches, which deviates from the traditional Feature Scatter AT [34] method that takes
into account the inter-sample relationship between natural and randomly perturbed im-
ages within a batch. We empirically show that the proposed primary attack generation
expands the diversity of attacks to be used in AT scheme. Our experiments show that
this PDA-AT framework enhances the robustness of DNNs against adversarial attacks,
and the performance is further improved by augmenting the adversarial directions.
We present extensive experimental results on CIFAR-10, CIFAR-100, SHVN, GTSRB,
and Tiny-Imagenet datasets against various well-known white-box and black-box at-
tacks. As a result, the proposed attack generation method without the perturbation

augmentation achieves to boost the robustness of datasets that have a limited num-
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ber of classes. Moreover, the perturbation augmentation in the PDA-AT framework
has demonstrated a substantial enhancement in the adversarial robustness of DNNs
in specific scenarios. The performance gap between the natural accuracy and robust
accuracy against adversarial samples generated through the FGSM attack method has

been considerably diminished.

Furthermore, this thesis investigates the performance of two shift-invariant ap-
proaches, namely LPF [35] and APS [36], integrated into the AT framework. These
approaches aim to enhance the generalization of traditional AT, but their effectiveness
is limited in certain configurations. Specifically, among the experiments, we observed
that the anti-aliased network with blurring kernel sizes 3 and 5 with zero padding
showed only minor improvement. In addition, mixup-based [33] data augmentation
is employed to improve the generalization and robustness of AT. However, the experi-
mental results demonstrate that these approaches fall short of achieving state-of-the-art

performance levels.

Although this thesis has proposed and evaluated three new ideas for enhancing
the robustness and generalization of AT, there is still room for improvement and further
investigation. One possible area for future work could be to integrate the perturbation
augmentation operation of the PDA-AT framework into other AT methods to determine
its usefulness as a general base. Also, while the optimal transport distance has been
employed in the proposed PDA-AT framework, it is conceivable that other metrics

could yield even more diverse and effective adversarial directions.

The integration of shift-invariant approaches into the AT framework might have
promise for improving generalization, but their effectiveness with LPF and APS ap-
proaches is limited in certain configurations. Investigating alternative shift-invariant
approaches or adapting these methods to other AT techniques could be a better suit for
future research. Additionally, while mixup-based data augmentation has demonstrated
effectiveness in natural training, further research could explore ways to integrate it into

the AT framework. Furthermore, the scope of our investigation only covered the tradi-
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tional mixup method. However, other mixup techniques, including adversarial vertex
mixup, cut-mix, and manifold mixup, have shown promise and could potentially be
integrated into various AT schemes to enhance their robustness and generalization ca-
pabilities further. These future research directions have the potential to contribute

significantly to improving the robustness and security of DNNs.
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